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Comodo Firewall Pro - Introduction

Overview

Comodo Firewall Pro offers 360° protection against internal and external threats by combining enterprise class packet
filtering firewall with an advanced host intrusion prevention system. The new-look interface facilitates quick and easy
access to all major settings, including the powerful and highly configurable security rules interface.

Built from the ground upwards with our security in mind, this award winning firewall constantly monitors and defends your
system from inbound and outbound attacks. Version 3.0 now features a fully fledged Host Intrusion Prevention System
called Defense+ to protect your critical operating system files and block viruses and malware before they ever get the
chance to install. In fact, Defense+ is so good at blocking malware, you may never need a dedicated anti-virus program
ever again.

The new-look firewall features a friendly graphical user interface; highly granular configuration options; easily understood
and informative alerts; wizard-based detection of trusted zones and much more. Comodo Firewall Pro delivers enterprise
class protection and can be used ‘out of the box’ - so even the most inexperienced users will not have to deal with
complex configuration issues after installation.

Comodo Firewall Pro includes an integrated executable file database, which is a comprehensive classification of all
known executable files. It is the only firewall which provides such significant information with users.

This introductory section is intended to provide an overview of the basics of Comodo Firewall Pro and should be of
interest to all users.

Introduction

« What's New In Comodo Firewall Pro

e Installing Comodo Firewall Pro

« System Requirements

« Starting Comodo Firewall

e General Navigation and Firewall Summary

e« Understanding Alerts

The remaining three sections of the guide cover every aspect of the configuration Comodo Firewall Pro. Advanced users
interested in configuring their own security policies and rules may want to make 'Network Security Policy' and 'Computer
Security Policy' their starting points.

Firewall Task Center

¢« Overview of Task Interface

Comodo Firewall Pro 3.0 — User Guide 4
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Common Tasks

* View Firewall Events

« Define a New Trusted Application

» Define a New Blocked Application

e Stealth Ports Wizard

+ View Active Connections

My Port Sets

e My Network Zones

e My Blocked Network Zones

Advanced

+ Network Security Policy

* Predefined Firewall Policies

e Attack Detection Settings

+ Firewall Behavior Settings

Defense+ Task Center

¢« Overview of Task Interface

Common Tasks

 View Defense+ Events

e My Protected Files

« My Quarantined Files

e My Pending Files

¢ My Own Safe Files

« View Active Process List

e« My Trusted Software Vendors

Comodo Firewall Pro 3.0 — User Guide 5
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e Scan my System

« My Protected Reqistry Keys

e My Protected COM Interfaces

Advanced

e Computer Security Policy

e Predefined Security Policies

 |mage Execution Control Settings

o Defense+ Settings

Miscellaneous

¢ Overview of Miscellaneous Tasks Interface

» Settings
« Manage My Configurations

« Diagnostics

e Check For Updates

»  Submit Suspicious Files

+ Browse Support Forums

* Help
e About

Comodo Firewall Pro 3.0 — User Guide 6
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What's New in Comodo Firewall Pro

New in Version 3.0

NEW! Defense+ Host Intrusion Prevention System Control
< Virtually Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;
< Authenticates the integrity of every program before allowing it to load into your computer’'s memory;
« Alerts you every time unknown or untrusted applications attempts to run or install;
« Blocks Viruses, Trojans and Spy-ware before they can ever get onto your system;
* Prevents unauthorized modification of critical operating system files and registry entries.
IMPOROVED! Advanced Network Firewall Engine

Comodo Firewall Pro has always offered the highest levels of perimeter security against inbound and outbound threats —
meaning you get the strongest possible protection against hackers, malware and identity thieves. Now we’ve improved it
again by adding new features such as Stealth Mode to make your PC completely invisible to opportunistic port scans;
Wizard based auto-detection of trusted zones; Password protection of firewall settings; Diagnostics to analyze your
system for potential conflicts with the firewall and much more.

NEW! Intuitive Graphical User Interface
e Summary screen gives an at-a-glance snapshot of your security settings;
e Easy and quick navigation between each module of the firewall;
e Simple point and click configuration — no steep learning curves;

* New completely redesigned security rules interface - you can quickly set granular access rights and privileges on
a global or per application. The firewall also contains pre-set policies and wizards that help simplify the rule
setting process.

IMPROVED! Security rules interface

Version 3.0 gives offers more control over security settings than ever before. Users can quickly set granular internet
access rights and privileges on a global or per application basis using the flexible and easy to understand GUI. This
version also sees the introduction of pre-set security policies which allow you to deploy a sophisticated hierarchy of
firewall rules with a couple of mouse clicks.

IMPROVED! Application Behavior Analysis

CFP 3.0 features advanced protocol driver level protection - essential for the defense of your PC against Trojans that run
their own protocol drivers.

Improved! Event logging

Comodo Firewall Pro 3.0 — User Guide 7
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Version 3.0 features a vastly improved log management module — allowing users to export records of firewall activity
according to several user-defined filters. Beginners and advanced users alike will greatly benefit from this essential
troubleshooting feature.

NEW! Added new ‘Training Mode’ and 'Clean PC' Mode

This mode enables the firewall and host intrusion prevention systems to automatically create ‘allow’ rules for new
components of applications you have decided to trust, so you won’t receive pointless alerts for those programs you trust —
the firewall will learn how they work and only warn you when it detects truly suspicious behavior.

NEW! Windows Security Center Integration
Comodo Firewall Pro 3.0 is fully recognized by Windows Vista/XP Security Center as a trusted firewall.
IMPROVED! Application Recognition Database (Extensive and proprietary application safe list)

Comodo Firewall Pro includes an extensive white-list of safe executables called the ‘Comodo Safe-List Database’. This
database checks the integrity of every executable and Firewall Pro will alert you of potentially damaging applications
before they are installed. This level of protection is new because traditionally firewalls only detect harmful applications
from a blacklist of known malware — often-missing new forms of malware as might be launched in day zero attacks.

Firewall Pro is continually updated and currently over 1,000,000 applications are in Comodo Safe list,
representing virtually one of the largest safe lists within the security industry.

NEW! Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer’s security applications so that they can operate without detection.
Comodo Firewall Pro protects its own registry entries, system files and processes so malware can never shut it down or
sabotage the installation.

IMPROVED! Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built in
submit feature to send files to Comodo for analysis. Comodo will then analyze the files for any potential threats and
update our database for all users.

Comodo Firewall Pro 3.0 — User Guide 8




C:0-M-0-D-0

Creating

Installation

Before you install Comodo Firewall Pro, read the installation instructions carefully and also review the system
requirements listed in this chapter.

Installation Process

To install, download the Comodo Firewall Pro setup files to your local hard drive. (setup.exe can be downloaded from
http://www.personalfirewall.comodo.com )

=

Next, double click on the setup file to start the installation wizard and follow the process as below.

STEP 1: Uninstall Other Firewall Programs

Before you install Comodo Firewall Pro, you must uninstall any third party Firewall programs installed in your PC. This is
necessary as other firewall programs may interfere with the installation of Comodo Firewall Pro and reduce the protection
offered by it. Click Yes.

'COMODO Firewall Pro Installer =

9 In case wou have any third party personal firewall installed, please un-install that before installing COMODO Firewall
- Pro, Would wou like o continue?

Comodo Firewall Pro 3.0 — User Guide 9
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STEP 2: Welcome dialog box

The set up program starts automatically and the Welcome wizard is displayed. At this time, you may cancel the install
process or continue with the Comodo Firewall Pro Setup program. Click Next to continue.

::- COMODO Firewall Pro Installer

Welcome ko COMODO Firewall Pro Inskaller, This will install
COMODO Firewall Pro on wour computer, To continue, please

c- O . M- 0 -D-o click on "Mewxt' butkon,
Firewall Professiona
Veersion 3.0

[ < Back, ][ Mext = ][ Firizh

P/

Comodo Firewall Pro 3.0 — User Guide 10
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STEP 3: License Agreement

When Comodo Firewall Pro is installed for the first time, you must complete the initialization phase by reading and
accepting the license agreement. After you read the End-User License Agreement, click Yes to continue installation. If
you decline, you cannot continue with the installation.

::': COMODO Firewall Pro Installer .

License Agreement
Please read the following license agreement carefully,

Press PAGE DWW key ko see the rest of the agreement.

EMD LSER LICEMSE AGREEMENT ﬂ

IMPORTAMNT—READ THESE TERMS CAREFULLY BEFORE DOMWMNLOADIMG COMODC
FIREWALL PROFESSIOMAL™, BY DOMWTLOADIMG, INSTALLIMG OR USIMNG THIS
PROGRAM, OR BY CLICKIMG OMN *T ACCEPT” BELOW, ¥OU ACKMOWLEDGE THAT ¥oU
HAWE READ THIS LICENSE AGREEMEMT, THAT ¥OU UMNDERSTAND IT, AMD THAT YoU
AGREE T BE BOUND BY IT3 TERMS, IF YO DO MOT AGREE TC THE TERMS AND
COMDITIONS OF THIS LICEMSE AGREEMENT, DO MOT DO MLOAD OR IMNSTALL THE
PROGRAM R, CLICK OM “T ACCEPT®,

This End-User License fgreement (the “Aareement) is a legal contrack bebween you,
as either an individual or as a business entity, and Comodo Secority Solutions, Inc, L]

- 1o e . Lo

Do o accepk all the terms of the proceeding license agreement? IF you choose 'T
DECLIME', the setup will close. To Install the COMODD Firevall Pro |, wou must accept this
agreement,

[ < Back ] [ | ACCEPT ] [ | DECLINE ]
Y
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STEP 4: Location Destination Folder
On the Destination Wizard page, confirm the location of the Firewall installation files.

To install the program in the default destination location, click Next. The default destination directory is the C: \Program

Files\Comodo\Firewall.

:'- COMODO Firewall Pro Installer

Choose Destination Folder
Select folder where Setup will install files

Setup will install COMODO Firewall Pro in the Following Folder.

Toinstall to this Folder click next. To install to a different Folder, click Browse  and select
another Folder,

~eskination Folder

C\Pragram Files\COMODOFirewal

.

sk, skatus on drive 'C'
Required space: 84,31 ME

fevailable space; 2170,35 MB

[ < Back ][

If you do not wish to install the Firewall files in the default location, to install to a different folder, click BROWSE and
select another folder. Click OK to continue with the installation process.

Browse For Folder il x|

Please select a Folder and press QK

[#-_] Comodo Personal Firewall Help Guide ;I
{1 Config.Msi
-] Dacumerts and Settings

{:I Driver
-] MagEDdriver
#-_] Machs Analyser

@ My Pickures

l:l Picasa

E_EI--{:I Fro

‘IF@H F‘ru:ugrar.r! Files j

Zancel | Mew Folder |
S
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STEP 5: Set Up Status Box

A setup status dialog box is displayed. You will see a progress bar indicating that files are being installed.

ol

== COMODO Firewall' Pro Installer

Extracting Files 65%. ..
File Mame : cfpupdat.exe

COoooooooooooooooooooooooLooooooooo

STEP 6: Welcome Screen

A configuration wizard dialog box will open. Click "Next" to continue with installation.

Comodo Firewall Pro 3.0 — User Guide 13
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'Comodo Firewall Pro Configuration Wizard

Welcome ko the COMODO Firewall Configuation Wizard,
This wizard will help vyau to configure wour Firewall in a couple of steps,

Curing this process, please do not close the wizard or power of f your
| compuket,

The installation may cause your internet connection to be temporarily
dropped. Please save all vour work befare continuing.

L , To continue, please press "Mext' butkon,

STEP 7: Install Defense+

Next you choose which type of installation (and protection level) you would prefer :

(Comodo Firewall Pro Configuration Wizard

MO0 Firewall Pro has many powerful features which affect the
number of popup alerks wau may see whils it is inskalled,

(@ Firewall with Defense + {(Recommended);

This option provides maximum secority including leak, prokection and
. defense against malware threats,

(I Fireweal

This option is for peaple whao anly need enterprise strength network,
Firgwwall,

Comodo Firewall Pro 3.0 — User Guide 14
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The choices explained:

Firewall with Defense+ (Recommended) - This is the most complete option and offers the greatest level of security.
Choosing this will install Comodo Firewall Pro's Host Intrusion Prevention System - "Defense+" - in addition to the packet
filtering firewall. Defense+ can stop malware, viruses, trojans and worms before they ever get a chance to install
themselves by blocking their ability to make changes to your operating system, applications, registry, running processes
and important system files. This extra layer of protection represents an significant increase in security and is
recommended for the vast majority of users.

Firewall ('Leak Protection’ option NOT checked)- This option is only recommended for experienced firewall users
that have alternative Host Intrusion Prevention software installed on their systems. Choosing this option will install ONLY
the packeting filtering network and will not offer leak protection - essential for blocking malicious software (like worms and
trojans) from making outgoing connection attempts. This isn't to say this option is an unwise choice (the network firewall
is one of the strongest available - offering highly effective and configurable inbound and outbound protection) but it is
important to realise that, on it's own, it does not offer the leak protection afforded by Defense+.

If you do not wish to install the full Defense+ option but still want leak protection then we advise you choose:

Firewall (with 'Leak Protection’ option checked) - This option installs the packet filtering firewall as above and some,
but not all, Defense+ functionality to provide effective leak protection against malware. Simplistically speaking, this option
will monitor the activities of suspicious executables and will alert the user when an internet connection leak could occur.
Certain monitoring and file/folder protection is, however, disabled under this configuration. This option will create a
protection level that is similar to, but slightly more secure than, the protection offered by Comodo Firewall Pro 2.4.

————— o

'Comodo Firewall Pro Configuration Wizard

COMODO Firewall Pro has many powerful Features which affect the
number of popup alerts wou may see while it is installed.

() Firewall with Defense + (Recommended)

This option provides maximum security including leak protection and
defense against malware threats,

This option is for people who only need enterprise strength network,
Firewall,

[¥] Leak Protection {Recommended)

¥ou hawe chosen not ko activate Defense+, therefore we recommend
vou seleck leak protection For extra secority,

Click 'Next' to continue installation.

Comodo Firewall Pro 3.0 — User Guide 15
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STEP 8: Install Comodo SafeSurf Browser Toolbar

The Comodo SafeSurf Toolbar protects against data theft, computer crashes and system damage by preventing most
types of Buffer Overflow attacks. This type of attack occurs when a malicious program or script deliberately sends more
data to a target applications memory buffer than the buffer can handle - which can be exploited to create a back door to
the system though which a hacker can gain access. Comodo developed the SafeSurf Toolbar explicitly to protect end-
users from these kinds of attacks whilst they browse the Internet. After installation, the program will monitor and protect
the memory space of all applications that are running on your system and immediately block any buffer overflow attacks.
Apart from providing another essential layer of protection, the toolbar also provides one-click access to news, search,
shopping; a built in pop-up blocker; is compatible with all major browsers and can be separately uninstalled or disabled at
any time after installation.

'Comodo Firewall Pro Configuration Wizard :

Your COMODO Firewall Pro entitles pou to the COMODO SafeSurf Toolbar
for free. Get one-click access to news, zearch, shopping and COMODO
S afeSurf pratection from malware.
B Confidently surf with protection from browser based-malware attack s
B Pratect yaurzelf with stronger privacy caontrals
B Save time by zearching smarter and faster
m Block unwanted annoying pop-ups
B Additional security and authentication enhancements coming soon...

-] Pt - @sdfeset [FiRoppng s Reet

The free COMODO SafeSurf Toolbar:
EMD USER LICEMSE AGREEMEMT /PRIMACY POLICY/TERMS OF iJ

IMPORTAMT -- PLEASE READ CAREFULLY - SHORT PLAIM EMGLI

Thiz iz a legal contract between vou and Comodo Secunty Solutions, ILl
| 4[] ]

[ Install COMODO SafteSurf, | agree to the above terms

[ Make COMODO ry default seanch provider

[# Make COMODO Search my homepage

[ < Back ][ Mext > ]

After reviewing the EULA and installation options, click 'Next' to continue.
STEP 9: Starting configuration

Next, the installer will begin configuring your system and copying the application signature database to your computer.

Comodo Firewall Pro 3.0 — User Guide 16
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'Comodo Firewall Pro Configuration Wizard

Please wait while COMODO Firewall Pro configures wour computer. .

Installing Firewall Kernel...

i

| Mexk =

STEP 10: Malware Scanning Setup

Next, Comodo Firewall Pro will scan your computer's fixed drives for the presence of known malware and viruses. It is
strongly recommended that you run the scan as it will help ensure that you computer enjoys the maximum protection
levels right from the first installation of the firewall.

Click Next to begin the scan. If you don't wish to scan at this time then un-check the 'Scan My System for Malware' box
and click 'Finish'.

Comodo Firewall Pro 3.0 — User Guide 17
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(Comodo Firewall Pro Configuration Wizard

It's possible that vour system was infecked with malware priar ta
installing Comodo Firewall Pro, e highly recommend scanning your
swskem For malware prior to completing installation,

[#] Scan my system for malware {(Recommended)

Comodo Firewall Pro will scan wour swskem For malware,  IF any is Found
we will present vou with options For eliminating ik,

STEP 11: Scanning Progress and Results

Comodo Firewall Pro will now scan your fixed drives for the presence of known viruses and trojans.

:-Malware List

~Malware List w

Mame Location

t' Barrotes. 34910 = 0xab1) Z3\Prograrm FileshiololSystem Mechanic Professional &idrive medich. ..
t' Barrokes, 349010 = 0xa6l) Z:\Program Fileshiolol,Svstem Mechanic Professional 6\DriveScrobb. ..

[ Save As,,, ][ Close ]

At scan completion, you will see a list of any discovered malware.

Comodo Firewall Pro 3.0 — User Guide 18
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‘Scan My System - Completed

|
Tatal Threats Found ;

~—acan Resulks

Scanming : CHYServer, bxk

Total Objecks Scanned @ 107440

Skart Tirme
2 Duration :

20:39:15
aog:1ee1?

Skatus

Flcarrotes 549(10 = 0xasl)
Flcarrotes 549(10 = 0xasl)

"

Location

CAProgram FilestiololSystem Mechanic Professional 6drive medic bookimageiow, .,
CAProgram FilesiiololSystem Mechanic Professional 64 DriveScrubberDriveScrub,

[Qelete.ﬁ.ll ][ Exit ]

The example above shows a typical list of discovered malware. By default, all discovered malware is selected
(checkmarked). If you Click "Save As", the detected malware can be saved in your system. Clicking 'Delete All' will

instruct Comodo Firewall Pro to attempt to delete the selected malware. (This is the recommended option). If you click
'Exit’ WITHOUT deleting the listed malware, you will be given the following reminder:

.-Clean Threats?

Click 'No' to skip malware deletion and proceed to the last stage - Restarting Your System. Click 'Yes' to return to the
scan results screen to delete the discovered malware.

Comodo Firewall Pro 3.0 — User Guide
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STEP 12: Restart your system

Your system must be restarted in order to finalise the installation. Please save any unsaved data and Click Finish to
reboot. Uncheck the 'Restart Now' option If you would rather reboot at a later time.

== COMODO Firewall Pro Installer .

[#] Restart the computer

Finizh

)

STEP 13: After you restart your machine:

After restarting, if your computer is connected to a home or work network, then you will be prompted to configure it at the
'New Private Network Detected!' dialog:

" COMODO Firewall Pro

5!. MNew Private Network Detected!
A .

1921658701112 il

COMODO Firewall Pro haz detected a new private netwark that vour PC iz about to join.
“'ou may either cloze this window or follow the steps shown in the screen.

Step 1 - Give a name to this network [ e.g. Home Hetwork or Office Hetwork)

I Y14 Rhine II Fast Ethernet Adapter|

Step 2 - Decide if you want to truzt the other PCz in thiz network

[] | would like to be fully accessible ta the ather PCs in this network

Select only to enable file/folder/printer and/ar internet connection sharing [e.g for your
home or office netwarkz)

[[] Do ot automatically detect the new netvaork [ (8]34 ] [ Close ]

Comodo Firewall Pro 3.0 — User Guide 20
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Step 1: Even home users with a single computer will have to configure a home network in order to connect to the internet
(this is usually displayed in the Step 1 text field as you network card). Most users should accept this name.

Step 2: If you wish your computer to accept connections from other PC's in this network or for printer sharing, then also
select this option (e.g. a work or home network). This will then become a trusted network. Users that only have a single
home computer connecting to the internet should avoid this setting.

Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up their own
trusted networks (this can be done in 'My Network Zones' and through the 'Stealth Ports Wizard')

You must select OK to confirm your choice. If you click on 'Close' button, all the network connections will be blocked.

STEP 14: Comodo Firewall Pro Plus

After first rebooting, all users are offered the opportunity to upgrade to Comodo Firewall Pro Plus.

Comodo Firewall Pro Plus is a virus protection and removal service that delivers security and peace of mind above and
beyond traditional anti-virus solutions. From just $39 per year, Comodo experts will remotely diagnose then cleanse your
system of malware and viruses if your machine should become infected. After totally eradicating the malicious software
using a range of specialist security tools , our experts will then reconfigure your firewall to set your computer up for
maximum security. Comodo Firewall Pro Plus is available in two service offerings :

+ Comodo Pro Plus - Warranty Only - $39 per year. Virus removal and system remediation in the event your PC
becomes infected by malware. 2 incidents per year. *

+ Comodo Pro Plus - Warranty + Installation - $79 per year. Same incident based remediation service as above
PLUS expert installation and configuration of your firewall.

Users that take advantage of the Pro Plus warranty will enjoy the peace of mind afforded by having security experts on
call 24 hours a day to help out in case of emergency.

Scenario one: If no malware remains on your system after the earlier scan then will see the following information dialog
after Windows startup:

Comodo Firewall Pro 3.0 — User Guide 21




C:0-M-0-D-0

Creating

'COMODO Firewall Pro )

Get Comodo Firewall Pro PLUS

RECOMMERDED UFSRADE

Sit back, Relax, Be Secure and Let COMODO do the work for you.

The times demand advanced and comprehensive malware protection, Comodo Firewall Pro PLUS of fers the
maost advanced and comprehensive malware protection available anywhere,

B CFP Pro PLUS provides wou with security, conwvenience and piece of mind that traditional
Anki-Virus solutions do nok offer

W Mo Worry Guarankes — Mever warry about viruses ever again

@¥es,
Launches waur web browser and provides maore infarmation abauk COMODO Firewall Pra PLUS

(_INo thanks
Clases this window,

Select 'Yes, I'm Interested...' then 'Next >' to be directed to the Comodo website where you can find more details about
the warranty and to complete the registration process.

Select 'No, thanks' then 'Next >' if you are not interested in upgrading to Comodo Firewall Pro Plus. The Comodo Firewall
Pro interface will then open.

Scenario Two: If any malware could not be automatically deleted (because doing so would be harmful to important files
or to your computer) then you will see the following dialog box:

.-Cleanup Results

I-' "-I The threats that could not be automatically eliminated by COMODO Firewall Pro
! have been guarantined and disabled by Defense+

What are my options?

(@)1 have an A-VSMART Subscription and would like to use it
()1 do not have an A-YSMART Subscription but would like to subscribe
(I Keep them quarantined and close this window

[ (8]4 ] [ Cancel ] Show me the malware list

What are my options?:

- | have an A-VSMART subscription and would like to use it - For existing warranty holders only. Selecting this
option (and clicking OK) will connect to the Comodo servers so you can begin placing a request to remove the
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malware on your machine. Comodo Firewall Pro will automatically link the malware scan results to your account.
After professionally removing the malware, our experts will also configure your firewall for optimal security.

| do not have an A-VSMART subscription but would like to subscribe - Register for an A-VSMART
warranty and get Comodo experts to remove the malware for you before professionally installing and configuring
your firewall for optimal security. If you select this option Comodo Firewall Pro will open your internet browser
and connect to the Comodo website to complete the ordering process.

- Keep them quarantined and close this window: . Clicking 'No' at this dialog will skip the application/service
engagement process and restart your computer. The identified malware will automatically be rendered harmless
and can be manually reviewed and/or removed at a later time by visiting the quarantine section of Comodo
Firewall Pro.

Click OK to continue onto the Comodo Firewall Pro Management interface.

Comodo Firewall Pro management interface

After installation, the Comodo Firewall Pro shortcut will be displayed on the Windows desktop:

To start Comodo Firewall Pro, double-click on the shortcut (or the tray icon) and the management interface will open.

Your computer is automatically protected by the firewall every time you start it. You do not have to explicitly start the
firewall to protect your computer.
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C-:0-M-0-D-0 & &, © o

Firewall Professional SUMMARY FIREWALL DEFENSE + MISCELLAMEOUS
-,'-l-;-\..j System Status *Please Help Comodo by Choosing Comodo®
| ] . . Pleaze use our e-faxing product that we
8ll syskems are active and running, have. This will support Comodo, Thank youl

= voudonot need ta petform amy ackions ak this time.

Metwork Defense

The Firewsall has blocked 72 intrusion attemptis) so far, "'_—'5 Traffic
The Firewall security level is set ko Safe Mode

I 26 2% mEnmagr exe
4§ 0inbound connection(s) _ - ol
— 5% googletalk exe

f 2 outbound connection(s) _
0.2% thunderbird,
B Stap Al Activities |||’ FHIEEEEEE

Proactive Defense —
The Defense+ has blocked 3 suspicious attempt(s) so Far. “ Tip of the Day

The Defense+ security level is set to Safe Mode Died you knowy that the spplications in the
" . . Firewvall and Defense+ are automatically
38 application{s) are ackive and running in the memory, pratected?

3 filefs) are waiking For wour review

o

ﬁ Switch ko Inskallation Mode

Y]
s

7

& |.ﬁ.|| systems are ackive and running. A

Closing this window will exit the Comodo Firewall Pro management interface. The firewall will remain active, protecting
your computer, in the background.

To completely shut the program down, right-click on the Comodo Firewall Pro and select 'Exit'. If you choose to exit, you
will see a dialog box confirming whether you want to exit or not.

'COMODO Firewall Pro

\ ? ) Are wou sure wou wank ko exit From Firewall?

| Yes | | Mo

If you choose to exit, the Firewall will be disabled and will not protect your PC.
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System Requirements

To ensure optimal performance of Comodo Firewall Pro, please ensure that your PC complies with the minimum system
requirements as stated below:

*  Windows Vista (Both 32-bit and 64-bit versions)

e Windows XP (Both 32-bit and 64-bit versions)

Internet Explorer Version 5.1 or above

« 64 MB available RAM

60 MB hard disk space for 32-bit versions and 80MB for 64-bit versions

Starting Comodo Firewall Pro

After installation, Comodo Firewall Pro will automatically start whenever you start Windows. In order to configure and
view settings within Comodo Firewall Pro you need to access the management interface.

There are 3 different ways to access the management interface of Comodo Firewall Pro - System Tray Icon, via Windows
Desktop, via the Windows Start menu.

1. Comodo Firewall Pro Tray Icon

Just double click the shield icon to start the main firewall interface. (By right-clicking on the tray icon, you can access
short cuts to other firewall settings).

2. Windows Desktop

Just double click the shield icon in the desktop to start Comodo Firewall Pro.

3. Start Menu
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You can also access Comodo Firewall Pro via the Windows Start Menu.

I{EI Y
All Programs D‘ fa COMODO G Firewal » | @ COMODO Firewall Pro

tl ninstall

Click 'Start' and select All Programs->Comodo-> Firewall->Comodo Firewall Pro.

Using any of the methods outlined above will lead you to the main interface as shown below:

COMODO Firewall Pro

C-:0-M-0-D-0 & &, o

Firewall Professional SUMMARY FIREWALL DEFENSE + MISCELLANEOUS
o, System Status *Pleaze Help Comodo by Choosing Comodo®
| ] . . Please use our e-faxing product that we
All systems are active and running. have. This will support Comaodo, Thank youl

¥ou do nok need ko perform any ackions ak this bime.

MNetwork Defense

The Firewall has blacked 72 intrusion attempkis) sa Far, Lﬁs Traffic
The Firewall security level is set bo Safe Mode

—— 56.2% msnmsor exe
‘ 0 inbound connection{s) I
— 43 6% coogletalk exe

f 2 outbound connectionis)

@Stn all Ackivities | 0.2% thunderbird exe

Proactive Defense —
I Tip of the Day

The Defense+ has blocked 3 suspicious attermpt(s) so Far.

The Defense+ security level is set to Safe Mods Didl you knaw that the applications in the
Firewvall and Defense+ are automatically
3@ application{s) are ackive and running in the memory. protected?

3 filefs) are waiking For vour review

ﬁ Switch ko Inskallation Mode

™
[ =]
L

& |.ﬁ.|| systems are active and running. A
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General Navigation and Firewall Summary

After installation, Comodo Firewall Pro automatically protects any computer on which it is installed. You do not have to
start the program to be protected.

See Starting Comodo Firewall Pro if you are unsure of how to access the main interface.

Persistent Navigation

Comodo Firewall Pro is divided into four main areas indicated by the icons at the top right hand corner of the interface.
Each of these areas contains several sub-sections that allow you total control over configuration of the firewall and
defense+ settings.

&) Y &b

SUMMARY FIREWALL DEFENSE+ MISCELLANEQUS

Summary - contains at-a-glance details of firewall settings, activity and new. See the 'Summary' section for more details.

Firewall - clicking this icon will take you to the 'Eirewall Tasks' configuration area. Advanced users are advised to first
visit the Network Security Policy area for an introduction to firewall policies and rule creation

Defense+ - clicking this icon will take you to the '‘Defense+' configuration area. Advanced users are advised to first visit
the Computer Security Policy area for an introduction to Defense+ policies and rule creation

Miscellaneous - clicking this icon will take you to the 'Miscellaneous' options section which contains several areas
relating to overall configuration.

Firewall Summary

By default, the management interface displays the 'Summary' area information. You can access this area at any time by
selecting the 'Summary' tab as shown above.
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COMODO Firewall Pro

= €-0-M-0-D-0 &) Y, &

b Firewa || Profession a| SUMMARY FIREWALL DEFENSE + MISCELLAMEOUS

E% Highlights

N System Status Comodo Firewvall Pro Wins FileCluster's
| . . " 00%: Guality and Clean Award"
\ /Al systems are active and running.
¥ou do nok need ko perform any ackions ak this time.
El—1 Hetwork Defense =
— |l
L_EI The Fireweall has blocked 475 intrusion atkempt{s) so far, "'_—'5 Traffic

The Firewall security level is set ko Safe Mode
e 337 dipexe
‘ 0 inbound conneckion(s) _

5.3% System
f 3 outbound conneckion(s) "

B stop Al Activities

Proactive Defense T
= Tip of the Day

The Defense+ has blocked 0 suspicious atkemnpt(s) so Far.

The Defense+ security level is set to Safe Mode Didl vou know that you can maintain muttiple
configurations of firewvall zettings?

41 application{s} are active and running in the memory,
2 filefs) are waiting For your review,

ﬁ Switch to Inskallation Mode

R

) |.ﬁ.|| systems are ackive and running.

1. Summary:
- System Status - shows systems activity and recommendations on actions you need to perform.
« Network Defense - The 'Network Defense' area contains:

« The total number of intrusion attempts that the firewall has blocked since installation

«  Your current Firewall Security Level (or 'Firewall Behaviour Setting) is shown in blue. underlined font.
'Safe Mode' is the Firewall security setting in the example shown above.

« Comodo Firewall Pro allows you to quickly customize firewall security by using the Firewall Security
Level slider to move between preset security levels. Clicking on this blue text opens the firewall behavior
settings panel and allows you to adjust the security level to your own preferences. This section also
allows you to configure the frequency of alerts.

For a complete explanation of this part of the firewall, please see 'Firewall Behavior Settings'.

« Inbound/Outbound Connections. A numerical summary of currently active inbound and outbound
connections to and from your computer. More details on active connections can be found in the 'View
Active Connections' section of 'Firewall Tasks' and the 'Traffic' section on the summary screen.
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« 'Stop All Activities' / 'Restore All Activities' - Allows you to toggle network activity on or off.
Specifically, clicking 'Stop All Activities' will instantly block all incoming and outgoing network connections
- placing the firewall in the 'Block All Mode' of 'Firewall Security Settings'. Similarly, clicking 'Restore All
Activities' will re-implement your previous_Firewall Security Level

« Proactive Defense - The 'Proactive Defense' area contains:
« The total number of suspicious activities that Defense+ has blocked since installation.

*  Your current Defense+ Security Level - shown in blue, underlined font. 'Safe Mode' is the Defense+
security setting in the example shown above.

+ Comodo Firewall Pro allows you to quickly customize the Defense+ security level using a convenient
slider to move between preset security levels. Clicking on this blue text opens the Defense+ Settings
panel allows you to quickly access this slider to adjust this security level to your own preferences. This
section also allows you to configure the frequency of alerts. For a complete explanation of this section,
please see 'Defense+ Settings'.

« Number of Currently Active Processes - A quick summary of all processes/applications that are
running on your computer. You can see in-depth details of all running processes by in the 'View Active
Processes' module of Defense+ Tasks.

«  Number of files waiting for your review - The number of files currently in the 'My Pending Files'
section. See the 'My Pending Files' section of this help guide for more details.

- 'Switch to Installation Mode' / ' Switch to Previous Mode' - Allows you to quickly toggle between
'Defense+ Installation mode' and your most recent Defense+ Security Level.

'Installation Mode' allows you to quickly install or run an application that you trust which is, as yet,
unknown to Comodo Firewall Pro. For more details, see Defense+ Settings.

2. Highlights - The Highlights section displays information about Security Alerts and News related to Comodo Firewall
Pro & latest Critical security updates. Clicking on the text in the Highlights box takes you to the Comodo website to read
more details.

3. Traffic - The summary screen of Comodo Firewall Pro displays a bar graph showing the applications that are currently
connected to the internet and are sending or receiving data. The summary also displays the % of total traffic each
application is responsible for and the filename of the executable. Clicking on any application leads to the more detailed
'View Active Connections' interface.

4. Tip of the Day - This section contains helps you to use Comodo Firewall Pro to its maximum potential by displaying
information about features you may have missed.
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Understanding Alerts

After first installing Comodo Firewall Pro, it is likely that you will see a number of pop-up alerts. This is perfectly normal
and indicates that the firewall is learning your the behavior of your applications and establishing which programs need
Internet access. Each alert provides information and options to allow or block any request and to instruct the firewall how
to behave in future.

Alerts Overview

Comodo Firewall Pro alerts come in two varieties, Firewall Alerts and Defense+ Alerts. Broadly speaking, Firewall alerts
inform you about network connection attempts, whereas Defense+ alerts tell you about the behavior of application on
your system. In both cases, the alert can contain very important security warnings or may simply occur because you are
running an application for the first time. Your reaction should depend on the information that is presented at the alert.

Type of Alert
Can be Firewall or Defense+

Color indicates Severity of the Alert
Both Firewall and Defense+ alerts
are colour coded according to the rigk level.

thermite. exe iz tying to access iexplore.exe in memory. What would

Description of the activity or connection attempt youlike to do?

i

thermite exe

High visibility icons quickly inform you which
applications and technigues are involved in

an alert. Clicking the name of the executables

here will open a window containing more information
about the application in question

) e

iexplore.exe

Security Considerations area contains

ecurity Consider ations
The parent application that iz accessing the target application in meman
advice to the user on how to react to

will allow the parent application to fully control the target

one of the three oplions. In this
case, the user should Block

this Request. Check the box
‘Remember My Answer’ and the
Firewall will automatically implement
your decision the next time there is
an identical request

(@) allow this request Less Qptions E|

(") Bk this request

(J) Treat this application as Installer or Updaker rvl I¢
‘ [[] Remember my answer

@ How should T answer? [ K ] [ Cancel ]

application. This iz a common technique ueed by many legitimate Less Options means the user
the alert. applications &s well as many malware. If thermite. exs is one of your is presented with a simple choice of
everyday applications, then you can allow this request. Allow or Block with the option to
Remember my answer
Make your choice by selecting H

Predefined Security Policies. Check the
‘Treat As’ option and choose a policy from
the drop down box

Severity Level

The upper strip of both Defense+ and Firewall alerts are color coded according to risk level. This provides a fast, at-a-
glance, indicator of the severity of the alert. However, it cannot be stressed enough that you should still read the 'Security
Considerations' section in order to reach an informed decision on allowing or blocking the activity.

Yellow Alerts - Low Severity - In most cases, you can safely approve these connection request or activity. The
'Remember my answer for this application' option is automatically pre-selected for safe requests

Orange Alerts - Medium Severity - Carefully read the ‘Security Considerations section before making a decision. These
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alerts could be the result of a harmless process or activity by a trusted program or an indication of an attack by malware.
If you know the application to be safe, then it is usually okay to allow the request. If you do not recognize the application
performing the activity or connection request then you should block it.

Red Alerts - High Severity - These alerts indicate highly suspicious behavior that is consistent with the activity of a
trojan horse, virus or other malware program. Carefully read the information provided when deciding whether to allow it to
proceed.

Now that we've outlined the basic construction of an alert, let’s look at how you should react to them:
How Should | answer the Firewall Alerts?

Points to consider:

1. Carefully read the 'Security Considerations' section. Comodo Firewall Pro can recognize thousands of safe
applications. (For example, Internet Explorer and Outlook are safe applications). If the application is known to be safe - it
is written directly in the security considerations section along with advice that it is safe to proceed. Similarly, if the
application is unknown and cannot be recognized you will be informed of this. If it is one of your everyday applications
that you want to grant internet access to then you should 'Allow This Request' (it may be the case that the application has
not yet been added to the safe application database yet).

If you don't recognize the application then we recommend you select 'Block This Request' but don't select the 'Remember
My Answer' checkbox.

In all cases, clicking on the name of the application will open a properties window that can help you determine whether or
not to proceed:

iexplore.exe Properties

re |mq:\€:v1.- =

Trom of fle:  Appleation

Dresscription Imtemet Epionsr

Location: C:\Program Fles'nbemat Bxploner ieplie eon it & g abe appheation ou can salely allow e ieguest
Size: E10 KE (625.152 bytes)
Size on ek 612 KE (526,688 ntes)

Crestad: Tuesday, August 10, 2004, 10:00:00 AM

(2] Allgw this nequest Less Opbiong |
Modfied: Today. November 13, 2007, 6:28:07 PM - o

() Bdock this roguest
A : B 19, 2007, 6:58:55 PM - -
Accaseed:  Today, November 13, 2007, 6:50:56 [ Treak this sopbeation & B =
Mackadea: ClBeadery [ Hoden | Aganced.. | BT Remermber my anewer

oK C . ) How should | snswer oK Cancel

2. If you are sure that it is one of your everyday application, try to use the Treat This Application As' option as much as
possible. This will deploy a predefined firewall policy on the target application category. For example, you may choose to
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apply the policy 'Web Browser' to the known and trusted applications 'Internet Explorer', 'FireFox' and 'Opera’' . Each
predefined policy has been specifically designed by Comodo to optimize the security level of a certain type of application.

() Allow this request Less Options EI
() Block this requesk
(@) Treat this application as Outgaing Only B

Dutgoing Only
Web Browsers
Ftp Clienks =
Trusted Applications
Blocked Applications

[# Remember ry answer

@ How should T answer?

If you do not see the Treat this Application As' option, you should click 'More Options'. Remember to check the box
'Remember My Answer'.

3. If Comodo Firewall Pro reports behavior consistent with that of malware in the security considerations section then you
should block the request AND click 'Remember My Answer' to make the setting permanent.

How Should | answer the Defense+ Alerts?

Points to consider:

1. As with Firewall Alerts, carefully read the 'Security Considerations' section. Comodo Firewall Pro can recognize
thousands of safe applications. If the application is known to be safe - it is written directly in the security considerations
section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot be recognized you
will be informed of this. If it is one of your everyday applications that you want to grant execution rights to then you should
'Allow This Request'. If you don't recognize the application then we recommend you select 'Block This Request' but don't
select the 'Remember My Answer' checkbox.

If you don't recognize the application then we recommend you select 'Block This Request' but don't select the 'Remember
My Answer' checkbox.

2. Avoid using the 'Installer or Updater' policy if you are not installing an application. This is because treating an
application as an 'Installer or Updater' grants maximum possible privileges onto to an application - something that is not
required by most 'already installed' applications. If select 'Installer or Updater’, you may consider using it temporarily with
'Remember My Answer' left unchecked.

3. Pay special attention to 'Device Driver Installation' and 'Physical Memory Access' alerts. Again, not many legitimate
applications would cause such an alert and this is usually a good indicator of malware/rootkit like behavior. Unless you
know for a fact that the application performing the activity is legitimate, then Comodo recommend blocking these
requests.
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u C-:0-M-0:D-0 | Defense+ Alert v C-:0:M-0:D:0 | Defense+ Alert
SO Trestore exe iz tying to access the physical memory directly. socks.exe is tiying to load the device driver dmboot.zys. “What would
w'hat would vou like to da? you like to da?

{2 = :

socks, exe dmbook, sys

SDTrestare.exe

ecurity Considerations

ecurity Considerations

5D Trestore.exe could not be recognized and it iz about to access
the physical memory directly. Acceszing the phyzical memory iz not
a common operation for everyday applications. It iz occasionally
uzed by system profiling zoftware. However most of the time, thiz iz
exploited by malware. The consequence of a malicious code obtaining
direct phpzical memary access can be a complete system take over by
thiz malicious code.

A device dniver i1s a very special executable hile that has very
high privileges compared to a normal executable. In general,
applications load drivers in order to have access to power and priviliges
that drivers has access to because they run at kernel level in your
operating system. Malware do explait drivers and a driver exploited could
dizarm your securty. If you are confident that socks_exe 1z not a
malware, you can allow this request.

(@) allows this request Less Cpkions EI (@) allowe this request Less Options E\
() Block this request () Black this request
() Treat this application as Installer or Updater E| () Treat this application as Installer ar Updater B

[C] Remember rmy answer [[] remember my answer

@ Hiow should T answer? [ oK ] [ Cancel ] @ How should T answer? [ 0K ] [ Cancel ]

Device Driver Installation Alert

Physical Memory Access Alert

4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been installing a new
program and do not recognize the application requesting the access, then a 'Protected Registry Key Alert' should be a

cause for concern.

"y C:0:M-0:D-0 | Defense+ Alert

jumper.exe iz tiying to modify a protected registry key. “What would
you like to do?

-

UMper exe

ecurity Considerations

jumper exe could not be recogmized and it is about to modify
the protected registry key HKLMASOFTWARE\Microsoft
\windows NTACurrent¥ersionywindows\Applmt_DLLs. You
must make sure jumper.exe iz a zate application before allowing thiz
request,

(@) allow this request Less Cphions EI

(") Block this request

() Treat this application as EInstaIIer or Updater B

[C] Remember my answer

@ How should T answer? [ QK ] [ Cancel ]
Protected Reqgistry Key Alert
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5. 'Protected File Alerts' usually occur when you try to download or copy files or when you update an already installed
application. Were you installing new software or trying to download an application from the internet? If you are
downloading a file from the 'net, try to use the 'Allow without Remembering' option to cut down on the creation of
unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its subdirectories) then pay
special attention. The Windows directory is a favorite target of malware applications. If you are not installing any new
applications or updating Windows then make sure you recognize the application in question. If you don't then 'Block This
Request' without checking the 'Remember My Answer' box.

If an application is trying to create a new file with a random filename e.g. "hughbasd.dll" then it is probably a virus and
you should block it permanently by selecting "Treat As' 'Isolated Application' (third down in the graphic below).

() Allow this request Less Options EI
() Block this request
(@) Treat this application as windows Installer Spplication B

Windows Installer Application
Trusted Application
Isolated Application =

@ How should T answer? Isu:uiated %Ewser TTphcﬂaDnl?:a

[C] Remember my answer

6. If Comodo Firewall Pro reports a malware behavior in the security considerations section then you should block the
request permanently by also selecting the 'Remember My Answer' option. As this is probably a virus, you should also
submit the application in question to Comodo for analysis.

7. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not yet included
in the Comodo certified application database. If the security considerations section says “If xxx is one of your everyday
applications, you can allow this request’, you may allow the request permanently if you are sure it is not a virus. You may
report it to Comodo for further analysis and inclusion in the certified application database.

8. If Defense+ is in Clean PC Mode, you will probably be seeing the alerts for any new applications introduced to the
system - but not for the ones you have already installed. You may review the "My Pending Files' section for your newly
installed applications and remove them from the list for them to be considered as clean.

9. Avoid using “Trusted Application” or “Windows System Application” policies for you email clients, web browsers, IM or
P2P applications. These applications do not need such powerful access rights.

10. In_'Paranoid Mode', 'Safe mode' and 'Clean PC' mode, Comodo Firewall Pro will make it easy to install new
applications that you trust by offering you the opportunity to temporarily engage 'Installation Mode'. If you are installing a
new, unknown application.

Defense+ will alert you with a pop-up notification and, as you want to allow this application to continue installing, you
should select 'Treat this application as an Installer or Updater'. You will subsequently see the following:
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.Switch to the Installation Mode?

9 Would vou like to switch to the "Installation Mode™ to make this palicy fully effective?
3 If you are not installing @ new application or performing an update, you do not need to switch.

This will be followed by the following reminder:

.Reminder =1

Your Defense+ Security Level is still in "Installation Made”, Would vou
ike to switch back to your previous mode?

Clasing this window in 23 seconds. ..

Why is this important? [ = ] [ hio ]
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Firewall Task Center

The Firewall Task Center allows you to quickly and easily configure all aspects of the Firewall and divided into two
sections: _Common Tasks and Advanced Tasks.

It can be accessed at all times by clicking on the Firewall Shield button. . ( third button from the top right).

Common Tasks

'Common Tasks' allow you to create rules for applications and network connections through a series of shortcuts and
wizards. Click on the links below to see detailed explanations of each area in this section.

+ View Firewall Events

+ Define a New Trusted Application
+ Define a New Blocked Application
« Stealth Ports Wizard

« View Active Connections

e« My Port Sets

e My Network Zones

« My Blocked Network Zones

& COMODO Firewall Pro

M= c.0-M-0'D-0

Firewall Professional SUMMARY FIREWALL DEFENSE+ MISCELLANEOUS

Firewall Tasks . Yiew Firewall Events IE Yiew Active Connections

This seckion allaws wau ba view a recard of the In this section, wau can view the currenthy active
= events and alerts triggered by possible attacks on network connections (IP, port, protocol and
Commaon Tasks wour computer, amount of traffic) on a per-application basis,

Define a Mew Trusted Application IE My Port Sets

Advanced

This shortcut represents a convenient way to Define or modify the port sets or aliases for & set
create an aukomatic Allaw’ rule For applications af ports, which can be used while managing the
that wou trust, network security policy,

Define a Mew Blocked Application My Network Zones

This shortcut represents a convenient way to A network can be represented as a zone to which
create an automatic ‘Teny” rule For applications an access can be granted or denied by specifying
that vou do not Erust, it in fileering rules,

Stealth Ports Wizard B My Blocked Network Zones

This wizard allows wou bo create a set of global Allows vou ko define which addresses or network,
Firewall rules, which will affect your computer’s zanes vaur cormputer should nok communicate
wisibility From other computers, with, For example, spyviware sites,

|.ﬁ.II systems are active and running.
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Advanced Tasks

'Advanced Tasks' enables more experienced users to define firewall policy and settings at an in-depth, granular level.
Click on the links below to see detailed explanations of each area in this section.

* Network Security Policy
¢ Predefined Firewall Policies
« Attack Detection Settings

e Firewall Behavior Settings

@ COMODO Firewall Pro i
C-O-M-0-D-O & & o
Firewall Professional SUMMARY FIREWALL DEFENSE+ MISCELLANEOUS

Firewall Tasks Metwork Security Policy
1‘@ Define and configure network control rules, Experienced Firewall users may use this section to create, of modify
packet filkering rules ko exploit the Full power of the packet Filkering engine in the firewall,
Common Tasks
[Em 5 Predefined Firewall Policies
P W=
Advanced "N vou can create a set of firewall rules which can be shared by more than one application. Such a set is called a
Predefined Security Policy,
@ Attack Detection Settings
This seckion af the Firewall allows wau ko configure parameters to detect and pratect yaou From cormmon bypes of
denial of service (Do) atkacks{also known as Flooding atkacks),
@ Firewall Behavior Settings
Arcess and configure various firewall options such as security level, alert frequency level and more.
& |.ﬁ.|| syskems are active and running. A
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Network Security Policy

The Network Security Policy interface is the nerve center of Comodo Firewall Pro's firewall engine and allows
advanced users to configure and deploy traffic filtering rules and policies on an application specific and global basis.

The interface is divided into two main sections - Application Rules and Global Rules

The 'Application Rules' tab allows users to view, manage and define the network and internet access rights of
applications on your system.

The 'Global Rules' tab allows users view, manage and define overall network policy that applies to your computer and is
independent of application rules.

r;ﬂ Network Security Policy

Application Rules | Global Rules |

Application Marme Treaths :] add...

(=] |:|5;|C:'I,F'ru:ugram FilestaheadiMero StartSmart|ferostartSmart, exe Cuskom
L @ Al IP Ouk From IP &ny To IP &ny Where Protocal Is Any

[=] @C:'I,Prl:ugram Files\Internet Exploreriiexplore. exe Custom

:

L @ Allaw IP Ouk From IP &ny To IP &ny Where Protocol Is Any =

[=] &C:'I,F'rngram Files\Driv'ebi Drinteblpit exe Custom
L @ Allaw IP Ouk From IP &ny To IP &ny Where Protocol Is Any

=] ﬂC:'l,F'ru:-gram Files\CperaiOpera.exe Custom |
[ @ Allawe IP Ouk From IP &ny To IP Any Where Protocol Is Any

(=] @C:'I,F'ru:ugram FilesiVisicom MedialAceHTML & Protacehtmlépro.exe  Trusked Applicati. ..
L @ Allow All Incoming and Sutgoing Reguests

(= [ Ci\Program Files\ESET\nod3zken, exe Cuskam
[ @ Allowy IP QO From IP Any To IP Any Where Protocol Is Ane

(=] @C:'I,Prngram FilesiMozilla Firefox\firefox, exe Cuskom
L @ Al IP Ouk From IP &ny To IP &ny Where Protocal Is Any

1 Plem e e Silmmh o blmm e Cocmp s =h memimee, o ek \L]

What do these settings do?

@ [ Apply ] [ Cancel J;

Both application rules and global rules are consulted when the firewall is determining whether or not to allow or block a
connection attempt.

« For Outgoing connection attempts, the application rules are consulted first then the global rules.
« For Incoming connection attempts, the global rules are consulted first then application specific rules.

See General Navigation for a summary of the navigational options available from the main Network Security Policy inter-
face.

See the section ' Application Rules' for help to configure application rules and policies

See the section 'Global Rules' for help to configure global rules and to understand the interaction between global and ap-
plication rules.
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General Navigation:

Add... - On the 'Application Rules' tab this button allows the user to_Add a new Application to the list then create it's poli-
cy. On the 'Global Rules' tab it enables you to add and configure a new global rule using the Network Control Rule inter-
face.

Edit... - Allows the user to modify the selected rule or application policy. See Overview of Policies and Rules, Creating
and Modifying Network Policy and Understanding Network Control Rules.

Remove... - Deletes the currently policy or rule

Move Up - Raises the currently selected rule or policy up one row in the priority list. Users can also re-prioritize policies
or re-assign individual rules to another application's policy by dragging and dropping.

Move Down - Lowers the currently selected rule or policy down one row in the priority list. Users can also re-prioritize
policies or re-assign individual rules to another application's policy by dragging and dropping.

Purge - Runs a system check to verify that all the applications for which policies are listed are actually installed on the
host machine at the path specified. If not, the policy is removed, or 'purged’, from the list.

Users can re-order the priority of policies by simply dragging and dropping the rule in question. Alternatively, select the
rule you wish to re-prioritize and click either the 'Move Up' or 'Move Down' button.

Application Rules

See Overview of Policies and Rules for an explanation of rule and policy structure and how these are represented in the
main Application Rules interface

See Application Network Access Control interface for an introduction to the rule setting interface

See Creating and Modifying Network Policies to learn how to create and edit network policies

See Understanding Network Control Rules for an overview of the meaning, construction and importance of individual
rules

See Adding and Editing a Network Control Rule for an explanation of individual rule configuration.

Overview of Policies and Rules

Whenever an application makes a request for internet or network access, Comodo Firewall Pro will allow or deny this re-
quest based upon the Firewall Policy that has been specified for that application. Firewall Policies are, in turn, made up
from one or more individual network access rules. Each individual network access rule contains instructions that deter-
mine whether the application should be allowed or blocked; which protocols it is allowed to use; which ports it is allowed
to use and so forth.
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E Network Security Policy

Application Rules | Global Rules

The Application’s name is

listed directly ahove the Application Mame TreatAs |ﬂ
policy that applies to it \ il L {agg Allow IP Out From IP Any To IP Any Where Protocal Is Any
¥=] COMODO Firewall Pro Custom
-
The policy applied to an — () Allow All Requests
application determines its =i} — @ Allowe Cutgoing TCP or UDP Requests
network access rights. — @Bluck and Log All Unmatching Requests Name of the
_ﬂﬁﬁf‘rugram Files\Mozilla Firefox\firefox.exe I Web Browser pre-defined
Each policy is derived from — (@@ Allow Outgoing HTTP Requests = policy
at least one but usuallya % :—@—. Outgoing DMS Requests |
comhbination of indidadualhy L @E ock and Log All Unmatching Requests

configurable rules

If you wish to modify the firewall policy for an application:

* Double click on the application name to begin 'Creating or Modifying Network Policy'

» Select the application name, right-click and choose 'Edit' to begin 'Creating or Modifying Network Policy'

» Select the application name and click the 'Edit... button on the right to begin 'Creating or Modifying Network Poli-
gyI

If you wish to modify an individual rule within the policy:

< Double click on the specific rule to begin 'Adding and Editing a Network Control Rule'

» Select the specific rule right-click then choose 'Edit' to begin 'Adding and Editing a Network Control Rule'

« Select the specific rule and click the 'Edit..." button on the right to begin 'Adding and Editing a Network Control
Rule'

Users can also re-prioritize policies or re-assign individual rules to another application's policy by dragging and dropping.

Although each policy can be defined from the ground up by individually configuring its constituent rules, this practice
would be time consuming if it had to be performed for every single program on your system. For this reason, Comodo
Firewall Pro contains a selection of predefined policies according to broad application category. For example, you may
choose to apply the policy 'Web Browser' to the applications 'Internet Explorer', 'FireFox' and 'Opera’. Each predefined
policy has been specifically designed by Comodo to optimize the security level of a certain type of application. Users can,
of course, modify these predefined policies to suit their environment and requirements. For more details, see Predefined
Firewall Policies.

Application Network Access Control interface

Network control rules can be added/modified/removed and re-ordered through the Application Network Access Control in-
terface. Any rules created using Adding and Editing a Network Control Rule will be displayed in this list.
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ﬂ Application Network Access Control

Application Path;

[-I: Program Files\Opera S\Opera. exe ] Celect T

~Metwork Access Rules

(") Use a Predefined Policy

(@) Use a Custom Palicy! Copy From =

@ Allow Qutgoing HTTP Requests
@ Allove Qutgoing DMNS Requests
|@ Block and Log All Unmatching Requests

[ Add... ] [ Edit... ] [ Bemove ] [ Move Lip ] [Mu:we gu:uwn]

.

-

What do these settings do? Apply Cancel
@

Comodo Firewall Pro applies rules on a per packet basis and applies the first rule that matches that packet type to be fil-
tered (see Understanding Network Control Rules for more information). If there are a number of rules in the list relating to
a packet type then one nearer the top of the list will be applied.

Users can re-order the priority of rules by simply dragging and dropping the rule in question. Alternatively, select the rule
you wish to re-prioritize and click either the 'Move Up' or 'Move Down' button. To begin creating network policies, first
read 'Overview of Policies and Rules' then 'Creating and Modifying Network Policies."'

Creating and Modifying Network Policies

To begin defining an application's network policy, you need take two basic steps.
1) Select the application that you wish the policy to apply to.

(2) Configure the rules for this application's policy.

(1) Select the application that you wish the policy to apply to

If you wish to define a policy for a new application (i.e. one that is not already listed) then click the "Add..." button in the
main _application rules interface. This will bring up the 'Application Network Access Control' interface shown below:
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ﬂ Application Metwork Access Control

Application Path;

| || select -

lebwiork Access Rules -

(@) Uge a Predefined Palicy |BI|:u:kE|:I Applications B

O IJze a Custom Policy Copy From ™

There are no ikems ko show,

[ add... ] [ Edit. .. ] [Eemm-'e ] [Muveup] [Mwegnwn]

. -

@ Wwhat do these settings dov [ Apply ] [ Cancel ]

Because this is a new application, you will notice that the 'Application Path’ field is blank. (If you are modifying an existing
policy, then this interface will show the individual rules for that application's policy).

Click the 'Select' button.

] [ Select T

File Groups r

Running Processes. ..

Browse...

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups; Running
Processes and Browse... (o application

(i) File Groups - choosing this option allows you to create firewall policy for a category of pre-set files or folders. For ex-
ample, selecting 'Executables' would enable you to create a firewall policy for any file that attempts to connect to the in-

ternet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include 'Windows System
Applications' , 'Windows Updater Applications', 'Start Up Folders' etc - each of which provide a fast and convenient way
to apply a generic policy to important files and folders. To view the file types and folders that will be affected by choosing
one of these options, you need to visit the Defense+ area of Comodo Firewall Pro by navigating to: Defense+ > My Pro-
tected Files > Groups...

More details on Files and File Groupings is available in this help guide in the My Protected Files and My Quarantined
Files sections.

(ii) Running Processes - as the name suggests, this option allows you to create and deploy firewall policy for any pro-
cess that is currently running on your PC.
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u Choose a process

™ matgsve.exe :]
- slg.exe

-7 adobelmsve.exe

E lzass,exe
Eg explorer.exe

E hkemd, exe

E igfxpers.exe

@ =

----- h point32.exe

LE cfp.EXE
E ctfmon.exe
=-E5% msnmsar.exe

------ y @ Versionyerifier.exe ‘

-]®] ouTLook.EXE
B -‘I

@'\"‘r'hatdl:l these settings do? [ Select ][ Cancel ]

You can choose an individual process (shown above) or the parent process of a set of running processes. Click 'Select' to
confirm your choice. (Note - A more detailed and powerful 'View Active Process List' is available in the Defense+ Task
Center )

(iii) Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the location
of the application for which you want to deploy the firewall policy. In the example below, we have decided to create a fire-
walll policy for the Opera web browser.

‘Selact the application

Look in: |@Opem§ B = I'fF "

classes en-us.bin :}spelldﬁed{. ini
defaults :}fastfc:rward.ini wxrn.dl

program html40_entities. dtd :}'-.-'xmccunﬁg.ini
skin B icense.rtf :}'-.rxmu:lict_en -us.ini
styles Ej Ingcode, et vxmplugin. dll
uninst Opera.dil wxmnservices. dll

f| c3nfarm.vxml -r_@égggyg_._g_:_(_gj :}uxmstrings_en -Ls.ini

]| chartables, bin :}Dperadefﬁ.ini :}xmlenﬁﬁes.ini
english.Ing [ %) spelicheck.di

File name: |Dpem.exﬂ E| Open
Files of type: | Al Files =) =

Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
application's policy.

(2) Configure the rules for this application’s policy
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There are two broad options available for creating a policy that will apply to an application - Use a Pre-defined Policy or
Use a Custom Policy.

(i) Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing policy on to the target ap-
plication. Choose the policy you wish to use from the drop down menu. In the example below, we have chosen 'Web
Browser' because we are creating a policy for the 'Opera' browser. The name of the predefined policy you choose will be
displayed in the "Treat As' column for that application in the Application Rules interface. (Note: Predefined Policies, once
chosen, cannot be modified directly from this interface - they can only be modified and defined using the Predefined
Firewall Policies interface. If you require the ability to add or modify rules for an application then you are effectively creat-
ing a new, custom policy and should choose the more flexible Use Custom Policy option instead.)

E Application Network Access Control

Application Path:

[I: Program Files\Opera 9\Opera.exe ] | Select T

~Metwork Access Rules

(@) Uge a Predefined Policy Blocked Application B
Ftp Client -
() Use a Custom Palicy Outgoing Only —]

Trusted .-T-.EEIicatiDn
Th w

@ What do these settings dao? [ Apply ] [ Cancel ]

(ii) Use a Custom Policy- designed for more experienced users, the 'Custom Policy' option enables full control over the
configuration of firewall policy and the parameters of each rule within that policy.
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ﬂ Application Network Access Control

Application Path:
Selecting ‘Use Custom Rule Set’ then [ Ci\Program Files\Opera 9\Opera.exe J Select T

‘Copy From Predefined Security Policies’ ~Metwork Access Rules
will populate the rules window with the

- () Use a Predefined Policy |E ocked Application b
constituent rules of the predefined
policy. In the example shown, the (@) Use a Custom Palicy Copy From ~
ind?uidual rules from th_e “Web Browser® @ Allow Outgoing HTTP Requests) il I
policy are now accessible. @ Allow Outgoing DS Requests Another Application k| Email Client

. . ) : @Blnck and Log All Unmatching Requests Fip Client _
Using this as a starting point, Trusted Application
experienced users can add, re-order, Blocked Application
modify and remove rules to suit the Cutgoing Only

particular target application.

[ Add... ] [ Edit... ] [ Remawve ] [ Move Up ] [Mwegnwn]

What do these settings do? Apply Cancel
@

You can create an entirely new policy or use a predefined policy as a starting point by:

e Clicking the 'Add.." button to add individual network control rules. See 'Adding and Editing a Network Control
Rule' for an overview of the process.

e Use the 'Copy From..." button to populate the list with the network control rules of a_Predefined Security Policy

e Use the 'Copy From..." button to populate the list with the network control rules of another applications policy

General tips: If you wish to create a reusable policy for deployment on multiple applications, we advise you add a new
Pre-defined Firewall Policy (or modify one of the existing ones to suit your needs) - then come back to this section and
use the 'Use Pre-defined Policy' option to roll it out.

If you want to build a bespoke policy for maybe one or two specific applications, then we advise you choose the 'Use a
Custom Policy' option and create your policy either from scratch by adding individual rules (click the 'Add.." button) or by
using one of the built-in policies as a starting point.

Understanding Network Control Rules

At their core, each network control rule can be thought of as a simple IF THEN trigger - a set of conditions (or attributes)
pertaining to a packet of data from a particular application and an action it will enforce if those conditions are met.

As a packet filtering firewall, Comodo Firewall Pro analyses the attributes of every single packet of data that attempts to
enter or leave your computer. Attributes of a packet include the application that is sending or receiving the packet, the
protocol it is using, the direction in which it is traveling, the source and destination IP addresses and the ports it is at-
tempting to traverse. The firewall will then try to find a network control rule that matches all the conditional attributes of
this packet in order to determine whether or not it should be allowed to proceed. If there is no corresponding network con-
trol rule, then the connection will be automatically blocked until a rule is created.
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If the packet

of data meets
these conditions... (@) Lse a Custom Policy;

@ Allowe [} IP Qut From IP Any To IP Any Where Protocol Is Any

eefie ...then the firewall will take this action

The actual conditions (attributes) you will see* on a particular Network Control Rule are determined by the protocol cho-
sen in Adding and Editing a Network Control Rule .

If you chose 'TCP', 'UDP' or "'TCP and 'UDP", then the rule will have the form: Action | Protocol | Direction |[Source Ad-
dress | Destination Address | Source Port | Destination Port

If you chose 'ICMP", then the rule will have the form: Action | Protocol | Direction |Source Address | Destination Ad-
dress | ICMP Details

If you chose 'IP', then the rule will have the form: Action | Protocol | Direction |[Source Address | Destination Ad-
dress | IP Details

Action: The action the firewall will take when the conditions of the rule are met. The rule will show 'Allow’, 'Block’
or 'Ask'.**

Protocol : States the protocol that the target application must be attempting to use when sending or receiving pack-
ets of data. The rule will show 'TCP', 'UDP', 'TCP or UDP', ICMP' or 'IP'

Direction : States the direction of traffic that the data packet must be attempting to negotiate. The rule will show
‘In’, 'Out’ or 'In/Out’

Source Address : States the source address of the connection attempt. The rule will show 'From' followed by one
of the following: IP, IP range , IP Mask , Network Zone , Host Name or Mac Address

Destination Address : States the address of the connection attempt. The rule will show 'To' followed by one of the
following: IP, IP range , IP Mask , Network Zone , Host Name or Mac Address

Source Port: States the port(s) that the application must be attempting to send packets of data through. Will show
'Where Source Port Is' followed by one of the following: 'Any’, 'Port #' , 'Port Range' or 'Port Set'

Destination Port : States the port(s) on the remote entity that the application must be attempting to send to. Will
show 'Where Source Port Is' followed by one of the following: 'Any’, 'Port # , 'Port Range' or 'Port Set

ICMP Details : States the ICMP message that must be detected to trigger the action. See Adding and Editing a
Network Control Rule for details of available messages that can be displayed.

IP Details : States the type of IP protocol that must be detected to trigger the action: See Adding and Editing a Net-
work Control Rule to see the list of available IP protocols that can be displayed here.

Once a rule is applied, Comodo Firewall Pro will monitor all network traffic relating to the chosen application and take the
specified action if the conditions are met. Users should also see the section 'Global Rules' to understand the interaction
between Application Rules and Global Rules.
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* If you chose to add a descriptive name when creating the rule then this name will be displayed here rather than it's full
parameters. See the next section, 'Adding and Editing a Network Control Rule’, for more details.

** If you selected 'Log as a firewall event if this rule is fired' then the action will be post fixed with "& Log". (e.g. Block &
Log)

Adding and Editing a Network Control Rule

The Network Control Rule Interface is used to configure the actions and conditions of an individual network control rule. If
you are not an experienced firewall user or are unsure about the settings in this area, we advise you first gain some back-
ground knowledge by reading the sections ' Understanding Network Control Rules', 'Overview of Rules and Policies' and
'Creating and Modifying Network Policies'".

General Settings

' & Metwork Control Bule
—aeneral -
Ackion Allows [[JLog as a firewal event if this rule is fired

Praokacal TCP or LIDP :
Direction ; Infiout :

Description | I

Source Address | Diestination Address || Source Pork " Destination Part

Exclude {i.e. MOT the choice below)

(@) Ay

() Single IP
(1P Range
(1IP Mask,

O Zone

D Hosk Mame
(_IMaC Address

@ What do these settings do? [ Apply ] [ Cancel ]

Action: Define the action the firewall will take when the conditions of the rule are met. Options available via the drop
down menu are 'Allow', 'Block’ or 'Ask'.

Protocol: Allows the user to specify which protocol the data packet should be using. Options available via the drop down
menu are 'TCP', 'UDP’, 'TCP or UDP', ICMP’ or 'IP' (note: your choice here alters the choices available to you in the tab
structure on the lower half of the interface)

Direction: Allows the user to define which direction the packets should be traveling. Options available via the drop down
menu are 'In', 'Out’ or 'In/Out’

Log as a firewall event if this rule is fired: Checking this option will create a entry in the firewall event log viewer when-
ever this rule is called into operation. (i.e. when ALL conditions have been met).
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Description: Allows you to type a friendly name for the rule. Some users find it more intuitive to name a rule by it's in-
tended purpose. ( 'Allow Outgoing HTTP requests'). If you create a friendly name, then this will be displayed to represent
instead of the full actions/conditions in the main Application Rules Interface and the Application Network Access Control
interface.

TCP' or 'UPD' or 'TCP or UDP"

If you select "'TCP' or 'UPD' or 'TCP or UDP' as the Protocol for your network, then you will have to define the source and
destination IP addresses and ports receiving and sending the information.

Source Address | Destination Address " Source Port " Destination Part

Exclude (i.e, MOT the choice below)
(@) Any
(I Single IP
D IP Range
(1IP Mask
O Zone
D Hosk Mame
(ImMacC Address

Source Address and Destination Address:

1. You can choose any IP Address by selecting 'Any' .This menu defaults to an IP range of 0.0.0.0-
255.255.255.255 to allow connection from all IP addresses.

2. You can choose a Single IP address by selecting 'Single IP' and entering the IP address in the IP address text
box, e.g., 192.168.200.113.

3. You can choose an 'IP Range' by selecting IP Range - for example the range in your private network and enter-
ing the IP addresses in the Start Range and End Range text boxes.

4. You can choose 'IP Mask' by selecting IP Mask. IP networks can be divided into smaller networks called subnet
works (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the network. Enter the IP
address and Mask of the network.

5. You can choose an entire network zone by selecting 'Zone' .This menu defaults to Local Area Network. But you
can also define your own zone by first creating a Zone through the 'My Network Zones' area.

6. You can choose a named host by selecting a '"Host Name' which denotes your IP address.

7. You can choose a MAC Address by selecting MAC Address and entering the address in the address text box.

Exclude (i.e. NOT the choice below)

The opposite of what you specify is applicable. For example, if you are creating an 'Allow' rule and you check the 'Ex-
clude' box in the 'Source IP' tab and enter values for the IP range, then that IP range will be excluded . You will have to
create a separate 'Allow' rule for the range of IP addresses that you DO want to use.

Source Port and Destination Port:
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Enter the source and destination Port in the text box.

| Source Address || Ciestination Address | Siource Pork Drestination Part

Exclude (e, NOT the choice belaw)

() A Single Part
I:I & Park Range
() & Set of Ports

—_

You can choose any port number by selecting 'Any' - set by default , 0- 65535.

2. You can choose a Single Port number by selecting 'Single Port' and selecting the single port numbers from the
list.

3. You can choose a Port Range by selecting 'Port Range' and selecting the port numbers from the From and To
list.

4. You can choose a predefined Port Set by choosing 'A Set of Ports'. If you wish to create a port set then please

see the section 'My Port Sets'.

ICMP

When you select ICMP as the protocol in General Settings, you will be shown a list of ICMP message type in the 'ICMP
Details' tab alongside the Source Address and Destination Address tabs. The last two tabs are configured identically to
the explanation above. You will not see the source and destination port tabs.

ICMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to announce net-
work errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly for performing traces and
pings. Pinging is frequently used to perform a quick test before attempting to initiate communications. If you are using or
have used a peer-to-peer file-sharing program, you might find yourself being pinged a lot. So you can create rules to al-
low / block specific types of ping requests. With Comodo Firewall Pro you can create rules to allow/ deny inbound ICMP
packets that provide you with information and minimize security risk.

| Source Address " Destination Address | ICHP Details l

Message: Icmp Hosk UnR.eachable B

Icmp Echo Request :]
Icmp Echio Reply

Icmp Met UnReachable

Icmp Host UnReachable

Icmp Protocol UnReachable |
Icmp Port UnReachable

Icmp Time Exceeded

Icmp Source Quench —
Icmp Fragmentation Needec ™

1. Type in the source/ destination IP address. Source IP is the IP address from which the traffic originated and des-
tination IP is the IP address of the computer that is receiving packets of information.
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2. Specify ICMP Message , Types and Codes. An ICMP message includes a Message that specifies the type, that
is, the format of the ICMP message.
When you select a particular ICMP message, the menu defaults to set its code and type as well. If you select the
ICMP message type 'Custom’ then you will be asked to specify the code and type.

3. If you want to be alerted when this rule is met , check the box ‘Create an alert when this rule is fired'.

IP
When you select IP as the protocol in General Settings , you will be shown a list of ICMP message type in the 'ICMP De-

tails' tab alongside the Source Address and Destination Address tabs. The last two tabs are configured identically to the
explanation above. You will not see the source and destination port tabs.

Source Address " Destination Address | IP Digkails ]

IP Praotocol: AN B
A0y -
TCP —]
DP

ICMP =
IGMP

RawIP [
FUP

GEP -]

IP Details

Select the types of IP protocol that you wish to allow. The IP protocols listed are ICMP ( Internet Control Message Proto-
col), IGMP ( Internet Group Management Protocol), GGP (Gateway-to-Gateway Protocol) , TCP ( Transmission Control
Protocol) UDP (User Datagram Protocol) and PUP (Parc Universal Packet).

Global Rules

Unlike application rules, which are applied to and triggered by traffic relating to a specific application, Global Rules are
applied to ALL traffic traveling in and out of your computer.

U Network Security Policy -

Application Rules | Global Rules

Rules

ﬁBIDck And Log IP In From IP Any To IP Any Where Protocol Is Any

Edit. ..

Remove

Mowve Up

@ What do these settings do?
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Comodo Firewall Pro analyses every packet of data in and out of your PC using combination of Application and Global
Rules.

< For Outgoing connection attempts, the application rules are consulted first and the global rules second.
« For Incoming connection attempts, the global rules are consulted first and the application rules second.

Outgoing traffic My Computer
Traffic that is ‘
travelling from
your computer to Comodo Firewall
the outside is Application Rules Incoming Traffic
filtered by the Traffic that is
application rules travelling from the
first and then by Comodo Firewall outside into your
the global rules Global Rules computer is filtered
by the global rules
‘ Other Computers/ firstand then by the
application rules

Internet wehsites etc

Therefore, outgoing traffic has to 'pass' both the application rule then any global rules before it is allowed out of your
system. Similarly, incoming traffic has to 'pass' any global rules first then application specific rules that may apply to the
packet.

Global Rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or UDP.

The configuration of Global Rules is identical to that for application rules. To add a global rule, click the 'Add..." button on
the right. To edit an existing global rule, right click and select 'edit'.

See Application Network Access Control interface for an introduction to the rule setting interface

See Understanding Network Control Rules for an overview of the meaning, construction and importance of individual
rules

See Adding and Editing a Network Control Rule for an explanation of individual rule configuration
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Pre-defined Firewall Policies

As the name suggests, a predefined firewall policy is a set of one or more individual network control rules that have been
saved and can be re-used and deployed on multiple applications. (Note - this section is for advanced and experienced
users. If you are a novice user or are new to Comodo Firewall Pro, we advise you first read the Network Security Policy
section in this help guide if you have not already done so).

Although each application's firewall policy could be defined from the ground up by individually configuring its constituent
rules, this practice may prove time consuming if it had to be performed for every single program on your system. For this
reason, Comodo Firewall Pro contains a selection of predefined policies according to broad application category. For ex-
ample, you may choose to apply the policy 'Web Browser' to the applications 'Internet Explorer', 'FireFox' and 'Opera’.
Each predefined policy has been specifically designed by Comodo to optimize the security level of a certain type of appli-
cation. Users can, of course, modify these predefined policies to suit their environment and requirements. (for example,
you may wish to keep the 'Web Browsers' name but wish to redefine the parameters of it rules).

(@ Predefined Firewall Policies =] |

Palicy Marmne | add., ..
Ckbgaing Ol

‘Web Browsers

Email Clients
Ftp Clients -

Trusted Applications

Blocked applications

. -

@ What do these settings do? [ Apply ] [ Zancel ]
i

To view or edit an existing predefined policy:

* Double click on the Policy Name in the list
» Select the Policy Name in the list, right-click and choose 'Edit'
« Select the Policy Name and click the 'Edit... button on the right

Details of the process from this point on can be found here.

To add a new predefined policy, click the 'Add..." button. This will launch the policy creation dialog shown below.
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E Application Metwork Access Control

Predefined Policy

[ ]

~lebwork Access Rules -

Use a Predefined Policy | N

(@) Use a Custom Palicy Copy Fram =

There are no ikems ko show,

[ add... ] [ Edit... ] [Bemu:uve ] [Muvegp] [Muvegnwn]

. -

wWhat do these settings do? apply Cancel
7]

As this is a new predefined policy, you will need to name it in the text field at the top. It is advised that you choose a name
that accurately describes the category/type of application you wish to define policy for. Next you should add and config-
ure the individual rules for this policy. See 'Adding and Editing a Network Control Rule' for more advice on this.

Once created, this policy can be quickly called as a 'Predefined Policy' when creating or modifying a network policy.

Copy Fram ™ ||
Predefined Security Policies  # Cuakgoing Cnly
Anather Application r Web Browsers
Ernail Clients
Ftp Clignks

Trusted Applications
Blocked Applications
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Attack Detection Settings

'Intrusion Detection' tab

Comodo Firewall Pro features advanced detection settings to help protect your computer against common types of denial
of service (DoS) attack. When launching a denial of service or 'flood' attack, an attacker bombards a target machine with
s0 many connection requests that your computer is unable to accept legitimate connections, effectively shutting down
your web, email, FTP or VPN server.

The Attack Detection Settings area allows you to configure the parameters of this protection.

&7 Attack Detection Settings

Intrusion Detection | Mizcellaneous |

~TCP F

Traffic Rate I 20 packets [ second

Duration I 20 seconds

Traffic Rate I 20 packets [ second

Duration I 20 geconds

o

~ICM

Traffic Rate I 20 packets [ second
Duration I 20 geconds

How long should a suspicious host be automatically |5_
blocked after it attempts a port scan?

How long should the firewall stay in emergency mode 4
while the host is under DOS attack? 10 E=ETIE

.

minutes

[C] Protect the ARP Cache

What do these settings do? Apply Cancel
(7]

t
&4

TCP Flood / UDP Flood / ICMP Flood

Flood attacks happen when thousands of packets of data are sent from a spoofed IP source address to a victim's ma-
chine. The victim's machine automatically sends back a response to these requests (a SYN packet) and waits for an ac-
knowledgment (an ACK packet). But, because they were "sent" from a spoofed IP address, the victim's machine will nev-
er receive any responses/acknowledgment packets. This results in a backlog of unanswered requests that begins to fill
up the victim's connection table. When the connection table is full, the victim's machine will refuse to accept any new con-
nections - which means your computer will no longer be able to connect to the internet, send email, use FTP services etc.
When this is done multiple times from multiple sources it floods the victim machine, which has a limit of unacknowledged
responses it can handle, and may cause it to crash.
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By default, Comodo Firewall Pro is configured to accept traffic using TCP, UDP and ICMP protocols at a maximum rate of
packets per second for a set duration of time. The defaults are for all three protocols are set at 20 packets per second for
a continuous duration of 20 seconds. The number of packets per second and the maximum duration that the firewall
should accept packets at this rate can be reconfigured to the user's preference by altering the appropriate field. If these
thresholds are exceeded, a DOS attack is detected and the Firewall goes into emergency mode.

The firewall will stay in emergency mode for the duration set by user. By default this is set at 120 seconds. Users can al-
ter this time length to their own preference by configuring How long should the firewall stay in emergency mode while the
host is under DOS attack? In emergency mode, all inbound traffic is blocked except those previously established and ac-
tive connections. However, all outbound traffic is still allowed.

Users also have the option to configure how long to block incoming traffic from a host suspected of perpetrating a port
scan. The default is 5 minutes. During this time, no traffic will be accepted from the host.

How long should a suspicious host be automatically blocked after it attempts a port scan?

If a port scan is detected, the Firewall identifies the host scanning your system as suspicious and automatically blocks it
for a set period of time - by default 5 minutes. During these 5 minutes, the suspicious host cannot access the user's sys-
tem but the users system can access it.

How long should the firewall stay in emergency mode whilst the host is under DOS attack?

When a DOS is detected, the Firewall goes into emergency mode for a fixed period of time - set by default to 120 sec-
onds. Users can configure the length of time to their own preferences.

Protect the ARP Cache

Checking this option means Comodo Firewall Pro will start performing stateful inspection of ARP (Address Resolution
Protocol) connections. This will block spoof ARP requests and protect your computer from ARP cache poisoning attacks

The ARP Cache (or ARP Table) is a record of IP addresses stored on your computer that is used to map IP addresses to
MAC addresses. Stateful inspection involves the analysis of data within the lowest levels of the protocol stack and com-
paring the current session to previous ones in order to detect suspicious activity.

Background - Every device on a network has two addresses: a MAC (Media Access Control) address and an IP (Inter-
net Protocol) address. The MAC address is the address of the physical network interface card inside the device, and nev-
er changes for the life of the device (in other words, the network card inside your PC has a hardcoded MAC address that
it will keep even if you install it in a different machine.) On the other hand, the IP address can change if the machine
moves to another part of the network or the network uses DHCP to assign dynamic IP addresses. In order to correctly
route a packet of data from a host to the destination network card it is essential to maintain a record of the correlation be-
tween a device's IP address and it's MAC address. The Address Resolution Protocol performs this function by matching
an IP address to its appropriate MAC address (and vice versa). The ARP cache is a record of all the IP and MAC ad-
dresses that your computer has matched together.

Hackers can potentially alter a computer's ARP cache of matching IP/MAC address pairs to launch a variety of attacks in-
cluding, Denial of Service attacks, Man in the Middle attacks and MAC address flooding and ARP request spoofing. It
should be noted, that a successful ARP attack is almost always dependent on the hacker having physical access to your
network or direct control of a machine on your network - therefore this setting is of more relevance to network administra-
tors than home users.

Block gratuitous ARP frames

A gratuitous ARP frame is an ARP Reply that is broadcast to all machines in a network and is not in response to any ARP
Request. When an ARP Reply is broadcast, all hosts are required to update their local ARP caches, whether or not the
ARP Reply was in response to an ARP Request they had issued. Gratuitous ARP frames are important as they update
your machine's ARP cache whenever there is a change to another machine on the network (for example, if a network
card is replaced in a machine on the network, then a gratuitous ARP frame will inform your machine of this change and
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request to update your ARP cache so that data can be correctly routed). Enabling this setting you will block such re-
quests - protecting the ARP cache from potentially malicious updates.

'Miscellaneous' tab

X Attack Detection Settings -I

|Intrusinn Detection | Miscellaneous

[ Slock Fragmented IP datagrams:

Blocks all outgoingfincoming fragmented IP packets (A personal
computer barely needs to send or receive fragmented IP
packets, These types of packets are more useful for routers.)

[C] Do protocal analysis

Analyzes all incomingfoutgoing packets to verify that they have
the correct parameters according to the specific protocol's
standards and stop them if found suspicious

[C] Do packet checksum verification

Verifies the checksum of all incoming foutgoing packets to verify
integrities. A personal computer usually does not need such a
check (May slow down your Internet connection speed and
reguires protocol analysis option to be enabled)

[C] Monitor other NDIS protocols than TCP//IP

Manitor packets originated from other protocols which use their
own drivers to create TCPfIP packets e.g. Wincap (Enabling this
option may affect system performance. Changing this option
requires a system restart)

What do these settings do? Apply Cancel
@

e
Edd

Block fragmented IP Datagrams

When a connection is opened between two computers, they must agree on a Mass Transmission Unit (MTU). IP Data-
gram fragmentation occurs when data passes through a router with an MTU less than the MTU you are using i.e when a
datagram is larger than the MTU of the network over which it must be sent, it is divided into smaller 'fragments' which are
each sent separately. Fragmented IP packets can create threats similar to a DOS attack. Moreover, these fragmentations
can double the amount of time it takes to send a single packet and slow down your download time.

Comodo Firewall Pro is set by default to block fragmented IP datagrams i.e the option Block Fragmented IP datagrams is
checked by default.

Do Protocol Analysis

Protocol Analysis is key to the detection of fake packets used in denial of service attacks. Checking this option means
Comodo Firewall Pro checks every packet conforms to that protocols standards. If not, then the packets are blocked.
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Do Packet Checksum Verification

Every packet of data sent to your machine has a signature attached. With this option enabled, Comodo Firewall Pro will
recalculate the checksum of the incoming packet and compare this against the checksum stated in the signature. If the
two do not match then the packet has been altered since transmission and Comodo Firewall Pro will block it. Although
this feature has security benefits it is also very resource intensive and your internet connection speed may take a large hit
if checksum verification is performed on each packet. This feature is intended for use by advanced users and Comodo
advise most home users not to enable this feature.

Monitor other NDIS protocols than TCP/IP

This will force Comodo Firewall Pro to capture the packets belonging to any other protocol diver than TCP/IP. Trojans
can potentially use their own protocol driver to send/receive packets. This option is useful to catch such attempts. This
option is disabled by default: because it can reduce system performance and may be incompatible with some protocol
drivers.
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Firewall Behavior Settings

Firewall Behavior Settings allows you to quickly configure the security of your computer and the frequency of alerts that
are generated. This dialog box can be accessed in the 'Advanced’ section of 'Firewall Tasks' and, more immediately, by
clicking on the blue text next to 'Firewall Security Level' on the Summary Screen (shown below).

Eli] Hetwork Defense

T!El The Firewall has blocked 475 intrusion attempt(s) so far,
= The Firewall security level is set 8 Safe Maode
‘ 0 inbound connectiongs)
f 3 outbound conneckion]s)

T 5top Al Activities

'General Settings' tab

Comodo Firewall Pro allows you to customize firewall security by using the Firewall Security Level slider to change preset
security levels.

The choices available are: Block All, Custom Policy Mode, Safe mode (default), Training Mode and Disabled. The setting
you choose here will also be displayed on the summary screen.

¥ Firewall Behavior Settings

General Setlings | Alert Settings

Firewall Security Level

Black All Mode - Metwark, zecurnty palicy iz applied
- Qutgaing application traffic intiated by zafe applications are
Custorn Palicy Mode leamt

- Application traffic initiated by the unknown applications are

T3 Safe Mods alerted bo the wzer

Training Mode

Dizabled

K.eep an alert on screen for masimum |1 20 seconds

@ What do these settings da? [ Apply ] [ Cancel ]

v
s

» Block All Mode: The firewall blocks all traffic in and out of your computer regardless of any user-defined configu-
ration and rules. The firewall will not attempt to learn the behavior of any applications and will not automatically
create traffic rules for any applications. Choosing this option will effectively prevent your computer from accessing
any networks, including the internet.
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e Custom Policy Mode: The firewall applies ONLY the custom security configurations and network traffic policies
specified by the user. New users may want to think of this as the 'Do Not Learn' setting because the firewall will
not attempt to learn the behavior of any applications. Nor will it automatically create network traffic rules for those
applications. You will receive alerts every time there is a connection attempt by an application - even for applica-
tions on the Comodo Safe list (unless, of course, you have specified rules and policies that instruct the firewall to
trust the application's connection attempt).

If any application tries to make a connection to the outside, the firewall audits all the loaded components and
checks each against the list of components already allowed or blocked. If a component is found to be blocked,
the entire application is denied internet access and an alert is generated. This setting is advised for experienced
firewall users that wish to maximize the visibility and control over traffic in and out of their computer.

+ Safe mode: While filtering network traffic, the firewall will automatically create rules that allow all traffic for the
components of applications certified as 'Safe' by Comodo. For non-certified new applications, you will receive an
alert whenever that application attempts to access the network. Should you choose, you can grant that applica-
tion internet access by choosing 'Treat this application as a Trusted Application' at the alert. This will deploy the
predefined firewall policy 'Trusted Application' onto the application.

'Safe mode' is the recommended setting for most users - combining the highest levels of security with an easy-
to-manage number of connection alerts.

« Training Mode : The firewall will monitor network traffic and create automatic allow rules for all new applications
until the security level is adjusted. You will not receive any alerts in "Training Mode' mode. If you choose the
"Training Mode' setting, we advise that you are 100% sure that all applications installed on your computer are as-

signed the correct network access rights.

Tip: Use this setting temporarily while playing an online game for the first time. This will suppress all alerts while
the firewall learns the components of the game that need internet access and automatically create 'allow’ rules for
them. Afterwards you can switch back to your previous mode.

« Disabled: Disables the firewall and makes it inactive. All incoming and outgoing connections are allowed irre-
spective of the restrictions set by the user. Comodo strongly advise against this setting unless you are sure that
you are not currently connected to any local or wireless networks.

Keep an alert on screen for maximum (n) seconds
Determines how long the Firewall will show an alert for without any user intervention. By default, the timeout is set at 120
seconds. You may adjust this setting to your own preference.

'Alert Settings' tab

Users can configure the amount of alerts that Comodo Firewall Pro generates using the slider on this tab. Raising or low-
ering the slider will change the amount of alerts accordingly. It should be noted that this does not affect your security,
which is determined by the rules you have configured (for example, in 'Network Security Policy' ). For the majority of
users, the default setting of 'Low' is the perfect level - ensuring you are kept informed of connection attempts and suspi-
cious behaviors whilst not overwhelming you with alert messages.

The Alert Frequency settings refer only to connection attempts by applications or from IP addresses that you have not
(yet) decided to trust. For example, you could specify a very high alert frequency level, but will not receive any alerts at all
if you have chosen to trust the application that is making the connection attempt.
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& Firewall Behavior Settings

General Settings | Alert Settings

Alert Frequency Level

Yer High - Shaows alerts for incoming and autgoing requests
- Shows alerts for either TCP or UDP protocols

High

b exdiuim

L

Wery Low

[ Enable Alerts for TCP Fequests
[ Enable alerts for UIDP requests
[ Enable alerts for ICMP requests

@ What do these settings do?

< Very High: The firewall will show separate alerts for outgoing and incoming connection requests for both TCP
and UDP protocols on specific ports and for specific IP addresses, for an application. This setting provides the
highest degree of visibility to inbound and outbound connection attempts but leads to a proliferation of firewall
alerts. For example, using a browser to connect to your internet home-page may generate as many as 5 separate
alerts for an outgoing TCP connection alone.

* High: The firewall will show separate alerts for outgoing and incoming connection requests for both TCP and
UDP protocols on specific ports for an application.

* Medium: The firewall will show alerts for outgoing and incoming connection requests for both TCP and UDP pro-
tocols for an application.

» Low: The firewall will show alerts for outgoing and incoming connection requests for an application. This is the
setting recommended by Comodo and is suitable for the majority of users.

» Very Low: The firewall will show only one alert for an application.
Checkboxes

Enable Alerts for TCP Requests / Enable Alerts for UDP Requests / Enable Alerts for ICMP Requests - In conjunction
with the slider, these checkboxes allow you to fine-tune the number of alerts you see according to protocol.
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View Firewall Events

The 'Firewall Events' area contains logs of actions taken by the firewall. A 'Firewall Event' is recorded whenever an appli-
cation or process makes a connection attempt that contravenes a rule your Network Security Policy (Note: You must
have checked the box 'Log as a firewall event if this rule is fired" for the event to be logged.)

Application |.ﬁ.|:ti|:|n |F‘r-:utu:u:u:u||5u:uuru:e P Source Port | Destinakion IP | Destination Port |Date I Time g
Systern Ide P, .. @Blncked DR 192,165.70.5358 137 192.165.70.... 157 20 fugus, .,
ESystem IdeP... @Blncked op 192,168.71.12 137 192.168.71.... 137 20 Augus...
Bﬁystem IdeP... @Blncked ([ 192,168.71.12 137 192,1658.71.... 157 20 Augus. .,
ESystem IdeP... @Blncked DoP 192,1658.71.12 137 192.165.71.... 157 20 Augus. ..
ESystem IdeP... @Blncked op 192,168.71.12 137 192.168.71.... 137 20 Augus...
Eﬁystem IdeP... @Blncked (Y 192,1658.70.1 137 192.1658.70.... 137 20 Augus...
ESystem IdeP... @Blncked DoP 192,1658.71.12 137 192.165.71.... 157 20 Augus. ..
Eﬁystem IdeP... @Blncked op 192,1658.70.1 137 192,1658.70.... 1357 20 Augus. ., L]
@What do these settings daoy [ Refrezh ][ Mare. . ][ Cloze ]
A

Column Descriptions

1. Application - indicates which application or process propagated the event. If the application has no icon, the de-
fault system icon for executable files will be used;

2. Action - indicates how the firewall reacted to the connection attempt.

3. Protocol - represents the Protocol application attempted to use to create the connection. This is usually TCP/IP
or UDP - which are the most heavily used networking protocols.

4. Source IP - States the IP address of the host that made the connection attempt.

5. Source Port - States the port number on the host at the source IP which was used to make this connection at-
tempt.

6. Destination IP - States the IP address of the host to which the connection attempt was made. This is usually the
IP address of your computer.

7. Destination Port - States the port number on the host at the destination IP to which the connection attempt was
made. This usually indicates the port number on your computer.

8. Date/Time - contains precise details of the date and time of the connection attempt.

'Refresh’ - reloads and updates the displayed list to include all events generated since the time you first accessed the
'Firewall Events' area

'More ..." - clicking this button loads the full, Comodo Firewall Pro Log Viewer module. See below for more details on this
module.

Log Viewer Module

This area contains a full history of logged events for both the Firewall and Defense+ modules. It also allows you to build
custom log files based on specific filters and to export log files for archiving or troubleshooting purposes.
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@ COMODOD Firewall Pro : Log Viewer
| Fie  Filter
= 1y Firewall Logs Apphication Action Prot.. SourcelP  Sour... DestinationIP  Dest.. Date [
Todey Fsystem Idle Process @) Blocked  LOP  192,168.7... 138 192,168.70.... 138 14 August200...
':‘ "““: System Idle Process @) Blocked LOP  192.168.7.. 138 192.168.70... 138 14 August 200..
% ;” #r:"";]*mﬁ System Idle Process @) Blocked UDP 192.168.7.. 138 192,168,70,.., 138 14 Ausgust Z00..,
(G Defenses Loge System Idle Process @) Blocked UOP  192.1687.. 137 192.168.70... 137 14 August 200...
- (5 Today ’ Cloystem Idie Process @) Blocked  UDP 102.168.7... 137 192168.70... 137 14 August 200..
This Wesk Eﬁyﬂ:&m Idle Process @ Blacked LICP 192,168.7... 137 192,168.70.... 137 14 Augusk 200...
This Morth System Idle Process @) Blocked UOP  192.168.0.. 2289  255.255.285.. 67 14 August 200...
(g All The Times Eﬁystam WeProcess @ Boded LOP  IS20687.. 138 IS216870.. 13 MAQSZ0. ]
Ready Firewall Logs 4

The Log Viewer Module is divided into two sections. The left hand panel displays a set of handy, pre-defined time Filters
for both the Firewall and Defense+ event log files. The right hand panel displays the actual events that were logged for
the time period you selected in the left hand panel (or the events that correspond to the filtering criteria you selected)

Filtering Log Files
Comodo Firewall allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:

Clicking on any of the preset filters in the left hand panel will alter the display in the right hand panel in the following
ways:

Today - Displays all logged events for today.
This Week - Displays all logged events during the past 7 days.
This Month - Displays all logged events during the past 30 days.

All the Times - Displays every event logged since Comodo Firewall Pro was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Defense+ Logs for 'Today' are displayed.

% COMODO Firewall Pro : Log Viewer

| Fie  Fiter

Action

Terminate ...

Date

17 September 2007 16...
17 September 2007 18...

Application
B CHWINDOW S \system 32 \csrss.exe
B CHWINDOW S \system 32 \osrss. exe

Target
@ C:\Program Files\Comodo'Firewal\cfp. ..
E‘:’) C:\Program Files\Comoda'Firewal\cfp. ..

{ﬁ Firewall Logs
¢ P Today

E % This Wesk

*@ This Month

Terminate ...

|Defense+ Today Logs

Note: The type of events logged by the 'Firewall' component of Comodo Firewall Pro differ to those logged by Defense+
component. This means the information and the columns displayed in the right hand panel will change depending on
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which type of log you have selected in the left hand panel. For more details on the data shown in the columns, see either
View Firewall Events or View Defense+ Events.

User Defined Filters:

Having chosen a preset time filter from the left hand panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table be-
low provides a summary of available filters and their meanings:

Firewall Filters Defense+ Filters

Date — displays only the events between two user |Date — displays only the events between two user defined

defined dates dates
Application Name - displays only the events [Application Name — displays only the events propagated
propagated by a specific application by a specific application

Protocol — displays only the events that involved a [Target Name — displays only the events that involved a
specific protocol specified target application

Source IP address — displays only the events that |Action— displays events according to the response (of
originated from a specific IP address action taken) by the firewall.

Source Port — displays only the events that
originated from a specific port number

Destination IP address - displays only the events
with a specific target IP address

Destination Port - displays only the events with a
specific target port number

Action — displays events according to the response
(or action taken) by the firewall. Choices are
‘Blocked’, Allowed’ and ‘Unknown’

You can access the user defined filters in two ways -
(i) Filter Menu - access by clicking ‘Filter > Firewall Logs / Defense+ Logs > Filter by...'

(ii) Context Sensitive Menu - right clicking on any event will also allow you to specify the additional filters
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. Fle | Fiter

EAE Frewallogs  » [» Remove Current Filter Action Target

P Defensze+Logs b Export To HTML on Files\Microso,..  Access Me.., C:\Program f
. 1 - - 1 .

g This Month Filter By » Date = C:\Program §
% Al The Ti ey — - ... E.?/' C:\Program f
EI ,;:3 Defense-.la- LDmES gﬂ C: W INDOWS\explore Application Name ... {_7) C:\Program f
..... £ Today g ﬂ CWWINDOWS \explore Pratocal - E.?/' C:\Program §
_____ Eﬂ C: WV INDOWS \explore Saurce 3 1P Addess f
_____ o This Month W C:\WINDOWS\explort pectination R Port i
..... (& All The Times Fle:wmpoowsisyster f
Fcowmpows syster. . 9 ciprogram

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files using Log
Viewer interface - using the context sensitive menu and via the 'File' menu option. After making your choice, you will be
asked to specify a name for the exported html file and the location you wish to save to.

(i) File Menu

! '@ COMODO Firewall Pro : Log Viewer

| Ele  Filter

Exportto HTML ~ » Firewall Logs
Clear r Defense+ Logs
Exit All
----- All The Ti )

: lta = limes BSystem Idle Process

EI--@ Defense+ Logs
BSystem Idle Process
e, Today =

. = L R, " v Tordlim Do i imime

e Firewall Logs - will export the Firewall log that is currently being displayed in the right hand panel (e.g. If you
have selected 'This week' in the Firewall tree then that is the log file that will be exported)

¢ Defense+ Logs - will export the Defense+ log that is currently being displayed in the right hand panel

e A1l - will export ALL logs for ALL TIME for both Defense+ and Firewall as a single html file.

(ii) Context Sensitive Menu - right click in the log display window to export the currently displayed log file to html.
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f % COMODO Firewall Pro : Log Viewer

| Ele  Filter
B I Firewall Logs Application Action Prot,
I8 T':":!E"f Flsystem Idie Process @ Blocked ULDP
% ::_'5 WE;k [F)system Idie Process @ Blocked UDP
N ‘s Mon [F)system Idie Process @ Blocked LDP
G{? f':" The Tmes £e ystem Idle Process Goi Blackad T 1DP
=\ E TI‘I;E+ 0gs mSystem Idle Process Remove Current Filter ]
-\ Today
(g9 This Week BSystem Idle Process IT Export To HTML P
(g This Manth BSystem Idle Process Filter By v [OF
g Al The Times Flsystem Idie Pracess Refresh F
L |
[ready [Firewall This week Logs |

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export To
HTML' from the context sensitive menu. Again, you will be asked to provide a filename and save location for the file.
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Define a New Trusted Application

Comodo Firewall Pro allows you to prepare a list of trusted applications and configure their access rights to networks and
the internet. This shortcut represents a convenient way to create an automatic 'Allow Requests' rule for an individual ap-
plication - meaning that inbound and outbound connections are automatically permitted.

ﬁ Application Network Access Control

Application Path;

() Use a Predefined Palicy |E ocked Application -

(@) Usge a Custom Palicy! Copy From =

@ Allowe All Requests

[ Add. ., ] [ Edit... ] [ Remove ] [ Maove Up ] [aneguwn]

. 4

@'J-;'hat do these settings do? [ Apply ][ Cancel ]

Advanced users can reconfigure the parameters of this rule in the section 'Network Security Policy'.
To begin defining a new trusted application:

1. Click on Define a New Trusted Application link in Firewall Tasks > Common Tasks.
2. Adialog box will appear asking you to select the application you want to trust.

E Define a Hew Trusted' Application =]

]]
)

@ What do these settings do? [ Apply ] [ Cancel

3. Click the 'Select' button.
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:] [ Select -

File Groups *
Running Processes...
Browse...

4. You now have 3 methods available to choose the application that you want to trust - 'File Groups'; 'Running
Processes' and 'Browse'... (to application).

File Groups - choosing this option allows you to choose your application from a category of pre-set files or fold-
ers. For example, selecting 'Executables’ would enable you to create an allow rule for any file that attempts to
connect to the internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available in-
clude 'Windows System Applications' , 'Windows Updater Applications' , 'Start Up Folders' etc - each of which
provide a fast and convenient way to batch select important files and folders. To view the file types and folders
that will be affected by choosing one of these options, you need to visit the Defense+ area of Comodo Firewall
Pro by navigating to: Defense+ > My Protected Files > Groups...

Running Processes - as the name suggests, this option allows you to choose the target application from a list of
processes that are currently running on your PC.

Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the lo-
cation of the application which you want to trust.

5. When you have chosen the application using one of the methods above, the application name will appear along
with its location:

¥ Define a New Trusted Application

pera 9Y0pera.exe ]

@ What do these settings dao? [ Apply ] [ Cancel ]

Click Apply to confirm your choice. The new 'ALLOW ALL REQUESTS ' rule for the application takes effect im-
mediately. When this application seeks internet access Comodo Firewall Pro will automatically grant it.
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Define a New Blocked Application

Comodo Firewall Pro allows you to prepare a list of blocked applications that you do not want to access the internet. This
shortcut represents a convenient way to create such an automatic 'block and log' rule - meaning that inbound and out-
bound connections are automatically blocked to this application. Any connection attempts by the application will also be
logged in the Firewall Events interface.

ﬂ Application Network Access Control

Application Path:

[, S ——

~Metwork Access Rules -

() Use a Predefined Palicy |E ocked Application -

(@) 1ee a Custam Palicy: Copy From =

@Bluck and Log All Requests

[ Add. | [ Edt. | [ Remove | [ MoveUp | | MoveDown |

. 4

@ What do these settings do? [ Apply ] [ Cancel ]

Advanced users can view and edit the parameters of this new rule in 'Network Security Policy'. (for example, you later re-
alize that a program really ought to be allowed some level of internet access)

To begin defining a new blocked application:

1. Click the Define a New Blocked Application link in Firewall Tasks > Common Tasks.
2. Adialog box will appear asking you the select the application that you want to be blocked:

U Define a New Blocked Application

| (sekat

@ What do these settings do? [ Apply ] [ Cancel ]

3. Click the 'Select' button:

] [ Select -

File Groups k

Running Processes, ..

4. You now have 3 methods available to choose the application that you want to block - 'File Groups'; 'Running
Processes' and 'Browse'... (to application).

Browse. ..
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File Groups - choosing this option allows you to choose your application from a category of pre-set files or fold-
ers. For example, selecting 'Executables’ would enable you to create a block rule for any file that attempts to con-
nect to the internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available in-
clude 'Windows System Applications' , 'Windows Updater Applications', 'Start Up Folders' etc - each of which
provide a fast and convenient way to batch select important files and folders. To view the file types and folders
that will be affected by choosing one of these options, you need to visit the Defense+ area of Comodo Firewall
Pro by navigating to: Defense+ > My Protected Files > Groups...

Running Processes - as the name suggests, this option allows you to choose the target application from a list of
processes that are currently running on your PC.

Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the lo-
cation of the application which you want to block.

5. When you have chosen the application using one of the methods above, the application name will appear along
with its location:

@ What do these settings do? [ Apply ] [ Cancel ]

Click Apply to confirm your choice. The new block and log rule for the application takes effect immediately. When
this application seeks internet access Comodo Firewall Pro will automatically deny it and record an entry in the
View Firewall Events interface.
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Stealth Ports Wizard

'Port Stealthing' is a security feature whereby ports on an internet connected PC are hidden from sight- eliciting no re-
sponse to opportunistic port scans.

(note for beginners: Your computer sends and receives data to other computers and to the internet through an interface
called a 'port’. There are over 65,000 numbered ports on every computer - with certain ports being traditionally reserved
for certain services. For example, your machine will almost definitely connect to the internet using port 80 and port 443.
Your e-mail application will connect to your mailserver through port 25. A ‘port scanning' attack consists of sending a
message to each of your computer ports, one at a time. This information gathering technique is used by hackers to find
out which ports are open and which ports are being used by services on your machine. With this knowledge, a hacker
can determine which attacks are likely to work if used against your machine.

Stealthing a port effectively makes it invisible to a port scan. This differs from simply ‘closing’ a port as NO response is
given to any connection attempts (‘closed’ ports respond with a ‘closed’ reply- revealing to the hacker that there is actual-
ly a PC in existence.) This provides an extremely high level of security to your PC. If a hacker or automated scanner can-
not 'see' your computers ports then they will presume it is offline and move on to other targets. You will still be able to
connect to internet and transfer information as usual but remain invisible to outside threats. Comodo Firewall Pro pro-
vides the user with flexible stealthing options:

1. Click on Stealth Ports Wizard in Eirewall Tasks > Common Tasks.

2. You have three options to choose from:

Stealth Ports Wizard .

% Welcome to the Stealth Ports Wizard

@ Define a new trusted network — stealth my ports to EVERYONE else

This option means your computer will be invisible to everyone EXCEPT those
metworks vou specify as trusted (dlick Mext],

O Alert me to incoming connections — stealth my ports on a per-case basis

This wizard allows experienced users to create a set of global rules that mean your
permission will be asked every time there is an incoming connection request, This
can be useful for such as Peer to Peer networking and remote desktop applications
that require port visibility in order to connect to your machine.,

O Block all incoming connections — stealth my ports to everyone

Selecting this option means your computer's ports are invisible to all networks and
the Firewall will block all incoming connections. The average user will find this option
the most convenient and secure.

@ What do these settings do? [ < Back ] [ Mext = ] [ Finish ]

Click the option you would like more details on:

Define a new trusted network - stealth my ports to EVERYONE else
Alert me to incoming connections - stealth my ports on a per-case basis
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Block all incoming connections - stealth my ports to everyone

Define a new trusted network - stealth my ports to EVERYONE else

Selecting this option means your machine's ports will be stealthed (invisible) to everyone EXCEPT those net-
works that you specify as trusted. To begin the wizard, click the 'Next' button'.

A dialog box will appear asking you to choose the new trusted zone:
3.

.-Stealth Ports Wizard

E_s Welcome to the Stealth Ports Wizard

(@)1 would like to choose Fram the network zones I previously defined

(11 would like to define a new netwark,

Zone Mame | B

@ Wwhat do these settings do? [ < Back, ] [ Mk = ] [ Finish ]

o If you have already configured a network zone then leave the upper option selected and choose your de-
sired network from the 'Zone Name' drop down box and click 'Finish'. If you have not yet defined a zone
you wish to trust, you can do so in the 'My Network Zones' area of the firewall. OR

o To manually define and trust a new zone from this dialog box, check the box 'l would like to define a new
network'.

.-Stealth Ports Wizard

E_s Welcome to the Stealth Ports Wizard

()1 would like to choose From the network zones I previousky defined

(@) would like to define a new netwaork,

Skartig IF I 192 . 165 . 200 . 0O

Ending IF I 192 . 168 . 200 . 250] ar  Subnet Mask, I

@ Wwhat do these settings do? [ < Back, ] [ Mk = ] [ Finish ]

71
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Enter the IP range for the zone for which you want your computer to be visible - starting from the Start IP to the
End IP (or specify a Subnet Mask)

Click 'Finish'to create the new Zone rule.

| Success =

1 ) Your Firewall has been configured accordingly,

If you wish to add more than one zone, simply repeat this wizard.

Using the 'Define a new trusted network - stealth my ports to EVERYONE else' option will create a new trusted
zone by adding the following rules in the 'Global Rules' interface:

@ Allowe &all Qutgoing Requests If The Target Is In [Intel{R) PROMAWireless 39454BG Metwork Connection - Packet Scheduler Minipaort]
@ Allave &ll Incoming Requests If The Sender Is In [Intel(R) PROWireless 3345486 Metwork Connection - Packet Scheduler Miniport]

The specific parameters of the descriptive rule name above are:
Allow | IP | Out | From Any IP Address | To <ZONE> | Where Protocol is ANY
Allow | IP| In | From <ZONE> | To Any IP Address | Where Protocol is ANY

If you would like more information on the meaning and construction of rules, please click here.
Alert me to incoming connections - stealth my ports on a per-case basis

You will see a firewall alert every time there is a request for an incoming connection. The alert will ask your permission on
whether or not you wish the connection to proceed. This can be useful for applications such as Peer to Peer networking
and Remote desktop applications that require port visibility in order to connect to your machine. Specifically, this option
will add the following rule in the 'Global Rules' interface:

Block | ICMP | In | From Any IP Address | To Any IP Address | Where Message is ECHO REQUEST

If you would like more information on the meaning and construction of rules, please click here

Block all incoming connections - stealth my ports to everyone

Selecting this option means your computer's ports are invisible to all networks, irrespective of whether you trust them or
not. The average home user (using a single computer that is not part of a home LAN) will find this option the most conve-

nient and secure. You will not be alerted when the incoming connection is blocked, but the rule will add an entry in the
firewall event log file. Specifically, this option will add the following rule in the 'Global Rules' interface:

Block And Log | IP | In | From Any IP Address | To Any IP Address | Where Protocol is Any

If you would like more information on the meaning and construction of rules, please click here
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View Active Connections

The Active Connections interface contains an at-a-glance summary of all currently active connections on a per-applica-
tion basis. You can view all the applications that are connected; all the individual connections that each application is re-
sponsible for; the direction of the traffic; the source IP and port and the destination IP and port. You can also see the total
amount of traffic that has passed in and out of your system over each connection.

This list is updated in real time whenever an application creates a new connection or drops an existing connection. The
View Active Connections is an extremely useful aid when testing firewall configuration; troubleshooting new firewall poli-
cies and rules; monitoring the connection activity of individual applications and your system as a whole and for terminat-
ing any unwanted connections.

& Active Connections

Protocal Source Destination Bywkes In |Ei';.-'tes Cuk |

=) [ msimn.exe
L rcpour source_|P:port destination_IP:port 592 B 4796

(=] System
TCF Listening: 139 0B 0B

TCR QUT zource_IP:part destination_IP:port 155,718,., 157.367...
[+] & qip.exe :
(=] E firefox, exe

TCF Listening: 1594

TCP Listenirg: 1590

"

@ What do these settings do?

Column Description:

1. Protocol Shows the application that is making the connection; the protocol it is using and the direction of the traf-
fic. Each application may have more than one connection at any time.

2. Source (IP : Port) - The source IP Address and source port that the applications connecting through. If the ap-
plication is waiting for communication and the port is open, it is described as ‘Listening’.

3. Destination (IP : Port) - The destination IP Address and destination port that the application is connecting to.
This will be blank if the 'Source' column is 'Listening'.

4. Bytes In - Represents the total bytes of incoming data since this connection was first allowed

5. Bytes Out - Represents the total bytes of outgoing data since this connection was first allowed

Context Sensitive Menu

Right click on items in the list to see the context sensitive menu.
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=

=] |(D] C:\Program Files\Microsp&ai—alacoroniilarm ank,
': TCPOUT 182, 1¢| Rk ;

Terminate Connection
TCP OUT 192,16
=] @ C:'\Program Files\Myulpvu.exe
|

TTD Lictamimm: 1112

< If you wish to view the full path of the application, right click on the application name select 'Show Full Path'.

< If you wish to terminate a connection belonging to an application, right click on the specific connection and click
"Terminate Connection'
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My Port Sets

Port Sets are handy, predefined groupings of one or more ports that can be re-used and deployed across multiple Appli-
cation Rules and Global Rules.

ﬂ My Port Sets

Port Set |
[=] HTTP Parts

e

L— 443

[=] POPZJSMTP Ports

— 110

— 25

— 143

— 945

— 465

[=] Privileged Ports
L 1n[0- 1024]

-

@ wehat do these setkings do? [ Apply ] [ Zancel ]
S

The name of the port set is listed above the actual port numbers that belong to that set. The default port sets shipped with
Comodo Firewall are:

HTTP Ports: 80 and 443. These are the default ports for http traffic. Your internet browser will use this ports to connect to
the internet and other networks.

POP3/SMTP Ports: 110, 25, 143, 995, 465. These are the ports that are typically used by mail clients like Outlook Ex-
press and WinMail for communication using the POP3, SMTP and IMAP protocols.

Privileged Ports: 0-1024 - This set can be deployed if you wish to create a rule that allows or blocks access to the privi-
leged port range of 0-1024. Privileged ports are so called because it is usually desirable to prevent users from running
services on these ports. Network admins usually reserve or prohibit the use of these ports.

* To Add a new port set, you need to:
(i) Define a name for the set
(ii) Select the port numbers you want to belong to this named set

+ Define a name for the set - Click the 'Add..." button on the right hand side and select 'A New Port Set..." from the
drop down menu:

& Mew Park Set,.,
& Mew Park, ..
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* Next type a name for the port set. In the example below, we have chosen to name our port set 'A test port set'

U Type name of Port Set

I A test port seﬂ

@ What do these settings do? [ Apply ] [ Cancel ]

e Click Apply. The new port set will appear in the main port set list:

— 923
L— 455
[=] Privileged Ports

[=] & test port set

A
L (add ports i}/

" -

|

@ What do these settings do? [ Apply ] [ Cancel ]

A

»  Select the port numbers you want to belong to this named set - Right click on the name of the new port set and
select 'Add..." from the menu:

(=] A test port set
e Add..
— 1 Edit...
Remove

« This will open the port selection dialog:

(% Add a New Port

[[] Exdude {.e. NOT the selection below)

O Any

() & single port I 0 =
@#partranget o H - Jo =

., -

@ What do these settings do? [ Apply ] [ Cancel ]

Specify 'Any' to choose all ports; specify a single port or define a port range by typing the start and end port num-
bers. Click Apply to commit your choice. If you wish to add more ports to this set then repeat the process from
'Select the port numbers you want to belong to this named set'
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* To edit the name of an existing port set - select the name of the set in the list (e.g. HTTP Ports) and click 'Edit...’
to bring up the naming dialog.

« To add port numbers to an existing port set - right click on the set name and click 'add.." as shown earlier OR se-
lect the port set name, click the 'Add.." button on the right and select 'A new port' from the drop down menu.

« To modify or change the existing port numbers in a port set - right click ON the port number you wish to change
and select 'Edit..' OR select the actual port number (not the port set name) and click the 'Edit... button on the
right.

When defining or modifying a network control rule, any port sets listed in this interface, including any new ones you cre-
ate, will be available for selection and deployment in the 'Source Port' and 'Destination Port' tabs by selecting 'A set of
Ports' :

| Source Address || Destination Address | Source Port | Destination Port |

[C] Exclude {i.e. MOT the choice below)

() Any Parts: | B
() & Single Port HTTF Ports
() A Part Range

Privileged Ports

(@) A set of Ports
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My Network Zones

A computer network is a connection between computers through a cable or some type of wireless connection. It enables
users to share information and devices between computers and other users within the network. Obviously, there are cer-
tain computer networks that you will need to grant access to - including your home or work network. Conversely, there
may be other networks that you will want to restrict communication with - or even block entirely.

Comodo Firewall Pro allows you to define 'Network Zones' and to specify the access privileges of these zones. A 'Net-
work Zone' can consist of an individual machine (including a single home computer connecting to the internet) or a net-
work of thousands of machines, to which access can be granted or denied.

Eﬁ My Network Zones

Metwork Zone | Add -
[=] Intel(R) PRO/MWireless 3345ABG Metwark Connection - Packet Scheduler Miniport =
- Edit...
L Ip In [192.168.58.98 / 255.255.255.0]
o
L IrIn [122. 168, 100,10 / 255,255, 255.0]
@ What do these settings do? [ Apply ] [ Cancel ]

To access the 'My Network Zone' interface (above), click on 'My Network Zones' in Firewall Tasks > Common Tasks

Note 1: Adding a zone to this area does not, in itself, define any permission levels or access rights to the zone. This area
allows to define the zones so you can quickly assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted’ and allowed access by using the 'Stealth Ports Wizard' (An ex-
ample would be your home computer or network)

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'My Blocked Network Zones' in-
terface. (An example would be a known spyware site)

Note 4: An application can be assigned specific access rights to and from a network zone when defining an Application
Rule. Similarly, a custom Global Rule can be assigned to a network zone to all activity from a zone.

Note 5: By default, Comodo Firewall Pro will automatically detect any new networks (LAN, Wireless etc). This can be dis-
abled in the Miscellaneous — Settings area of the firewall.

To add a New Network Zone, you need to (i) Define a name for the zone (ii) Select the addresses to be included in this
zone.
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1. Define a name for the zone - Click the 'Add..." button on the right hand side and select 'A New Network Zone...'
from the drop down menu:
add | I
& hew Mebwork Zone. ..
A Mew Address. ..

2. A dialog box will appear asking you to specify new zone's name. Choose a name that accurately describes the
network you are creating.

-E Choose Network Zone Hame

I Horne

@what do these settings do? ﬂ: Apply :j Zancel ]

3. Click Apply to confirm your zone name. This will add the name of your new zone to the My Network Zones list:

rﬂ My Network Zones

Metwork Zone

(=] Intel(R) PROMireless 3945ABG Metwark Connection - Packet Scheduler Miniport

Add -
. Edit...
L Ip In [192.163.68.93 / 255,255.255.0]

[=] home

"

@ What do these settings dao?

4. Next you have to Select the addresses to be included in this zone. Right click on the name of the new zone
and select 'Add..."' from the menu:

[=] home
G Add...
Edit...
Remove

5. The'Add a New Address' dialog allows you to specify an address by typing an IP address; an IP range; an IP ad-
dress mask; a host name or a MAC address.
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ﬂ Add a Hew Address

Exclude {i.e. MOT the selection below)
(@) any

() & single IP address

() A range of IP addresses

() & host name

|
|
() an IP address mask. I . . . ! I
|
|

(A mMAC address

. -

What do these settings do? Apply Zancel
o

Click 'Apply' to confirm your choice. The new zone will now appear in the main list along with the addresses you
assigned to it.

Once created, a network zone can be:

Source Address | Destination Address || IP Details

[C] Exclude {j.e. MOT the choice below)

() Any Fone: | B
(D single 1P Intel{R) PRO/Wireless 3345A8:
(1P Range II-:'?QF[R} PRO/ 100 VE Network §
() 1P Mask

@ Zone

() Host Name

(I MAC Address

e Quickly called as 'Zone' when creating or modifying a network policy

e Quickly called and designated as a trusted zone from the 'Stealth Ports Wizard' interface

e Quickly called and designated as a blocked zone from the 'My Blocked Network Zones' interface

To edit the name of an existing Network Zone - select the name of the zone in the list (e.g. home) and select 'Edit...' to
bring up the naming dialog.

To add more addresses to an existing Network Zone - right click on the zone name and click 'Add..." as shown earlier
OR select the zone name, click the 'Add..' button on the right and select 'A New Address... from the drop down menu.

To modify or change the existing address in a zone - right click on the address (not the zone name) and select 'Edit..'
OR select the actual address (not the zone name) and click the 'Edit... button on the right.
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My Blocked Network Zones

A computer network enables users to share information and devices between computers and other users within the net-
work. Obviously, there are certain computer networks that you will need 'trust' and grant access to - for example your
home or work network. Unfortunately, there may be other, untrustworthy networks that you will want to restrict communi-
cation with - or even block entirely. (note - we advise new or inexperienced users to first read 'My Network Zones',
'Stealth Ports Wizard" and 'Network Security Policy' before blocking zones using this interface.)

The 'My Blocked Network Zones' area allows you to:

« Deny access to a specific network by selecting a pre-existing network zone and designating it as blocked

« Deny access to a specific network by manually defining a new blocked zone

EU My Blocked Network Zones

Blocked Metwork Zone | Add ~

There are no items to show,

. 4

@ What do these settings do? [ Apply ] [ Cancel ]

'My Blocked Network Zones' can be accessed by navigation to 'Firewall Tasks > Common Tasks > My Blocked Network
Zones.

Note 1 - You must create a zone before you can block it. There are two ways to do this (i) Using 'My Network Zones' to
name and specify the network you want to block (ii) Directly from this interface using 'New blocked address...'

Note 2 - You cannot reconfigure pre-existing network zones from this interface. (e.g., to add or modify IP addresses). You
need to use 'My Network Zones' if you want to change the settings of existing zones.

Deny access to a specific network by selecting a pre-existing network zone and designating it as blocked

e Click the 'Add.." button at the top right and select 'Network Zones' then the particular zone you wish to block.

Network Zones r
AMewEBlod  phome
[ Remave Dirty Rotten Spyware Mongers
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* The selected zone will appear in the main interface.

U My Blocked Network Zones

Hame of the hlocked o .

Network Zone —_— Blacked Metwork Zone | add -
*'.';'I Dirty Rotten Spyware Mongers

Edit...
IP Address{es) that L 1p 192.192.192.192 £d
are associated with ol -
Remowve
the network zone // -

You must visit

‘My Network Zones’ - ’
if you wish to modify @ \ihat do these settings do? [ Apply ] [ Cancel ]
these settings %

Click 'Apply' to confirm your choice. All traffic intended for and originating from computer or devices in
this zone will now be blocked.

Deny access to a specific network by manually defining a new blocked zone

* Click the 'Add.." button at the top right and select 'A New Blocked Address' . This will launch the following dialog
where you can specify the IP address(es), IP Mask, Host Name or MAC address that you wish to block.

192 , 192 , 219 . 219

(") & range of IP addresses

() & host name

|
|
() &n IP address mask | f |
|
|

() A MAC address

. -

@ What do these settings do? [ Apply ] [ Cancel ]

After clicking 'Apply' to confirm your choice, the address(es) you blocked will appear in the main interface. You
can modify these addresses at any time by selecting the entry and clicking 'Edit'
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ﬂ My Blocked Network Zones

-

Blocked Metwork Zone | Add
IP 192.192.219.219

. -

@ What do these settings do?

Click 'Apply' to confirm your choice. All traffic intended for and originating from computer or devices in this zone
will now be blocked.

Special Note: Creating a blocked network zone implements a 'block all' global rule for the zone in question. However,
unlike when you create a 'Trusted Zone', this rule is not displayed or editable from the global rules tab of the Network Se-
curity Policy interface. This is because whereas you are likely to be trusting only a few zones, there is the potential that
you will have to block many. The constant addition of such block rules would make the interface unmanageable for most
users.
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Defense+ Tasks Overview

The Defense+ component of Comodo Firewall Pro is a host intrusion prevention system that constantly monitors the ac-
tivities of all executable files on your PC. With Defense+ activated, the user is warned EVERY time an unknown applica-
tion executable (.exe, .dll, .sys, .bat etc) attempts to run. The only executables that are allowed to run are the ones you

give permission to.

The Defense+ Task Center allows you to quickly and easily configure all aspects of Defense+ and is divided into two sec-

tions: Common tasks and Advanced.

It can be accessed at all times by clicking on the Defense+ Shield button (second button from the top right).

Common Tasks

Click the links below to see detailed explanations of each area in this section.

+ View Defense+ Events

¢ Scan my System

« My Protected Files

¢ My Quarantined Files

« My Pending Files

« My Own Safe Files

* View Active Process List

My Trusted Software Vendors
« My Protected Registry Keys

* My Protected COM Interfaces

COMODO Firewall Pro

&

SUMMARY

.- C-0-M-0'D-O

Firewall Professional

FIREWALL

&

DEFENSE+

&

MISCELLANEOUS

Defense+ Tasks

Common Tasks

View Defense + Events
0 This section allows you ko view a record of the
events, alerts and actions taken by Defense+,

Scan My System

This section allows wou scan vour hard drive Far
malware, viruses and spyware,

Adwvanced

E I'; My Protected Files

Defense+ allows users bo prokect the specific files
and Folders specified in this section againsk
unauthorized modification,

@ My Quarantined Files
Defense+ allows users ko Jockdown’ files and
folders specified in this section by denving all

access ko them,

My Pending Files

|!|y'h

55

This section shows the unrecognized Files waiting
for an administrative review,

LF

Yiew Active Process List

This section displays summary information of all
the processes that are currently running on your
compuker.,

My Own Safe Files

In this section, wou can addiremove Files togfrom
wour local safe executable files database,

My Trusted Software Yendors

In this section, wou can define the trusted
software vendars who sign their files with a digital
certificate so that these files could be considered
as safe,

My Protected Registry Keys

Defense+ allows users to protect the specific
kews specified in this section against unauthorized
modification,

My Protected COM Interfaces

In this section, wou can group some Cok
interfaces together so that they can be easily
referenced if needed.

[~ |F\II systems are active and running.
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Advanced

'Advanced Tasks' enables more experienced users to define Defense+ security policy and settings at an in-depth, granu-
lar level. Click on the links below to see detailed explanations of each area in this section.

«  Computer Security Policy

» Predefined Security Policies

« Image Execution Control Settings

« Defense+ Settings

' COMODO Firewall Pro

= €-0-M-0-D-0 & ©

Firewall Professional SUMMARY FIREWALL DEFENSE+ MISCELLANEOUS

Defense+ Tasks Computer Security Policy

This section is all about Defense+ rules, Advanced users can use this section to manage the Defense+ rules
ko exploit the Full power of the Defense+ engine,

Common Tasks

| Predefined Security Policies

Advanced ’ In firewsall, wou can create a set of Defense+ rules which can be shared by more than one application. Such a
set is called a Predefined Firewall Policy.

Image Execution Control Settings

Image Execution Control is an integral part of Defense+ engine. It is responsible for authenticating every
executable image being loaded into the memory,

Defense+ Settings

Defense+ has many options which affect its defense mechanisms. You can easily modify these options to
make Defense+ operate according to the specific defense requirements of vour computer.

|.ﬁ.II systems are active and running.
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View Defense+ Events

The 'Defense+ Events' area contains logs of all actions taken by Defense+. A 'Defense+ Event' is triggered whenever an
applications behavior contravenes your Computer Security Policy. (For example, if a particular application makes an at-
tempt to access another application's memory space, modify protected files or the registry etc).

&7 Defense+ Events
application Action | Target \Date |
EC:'I,WINDOWS'I,systemSZ'I,svchns. .. Madify File CSwstem Yolume Information_res... 22 August 2007 ..,
||3C:'I,WINDOWS'I,systemSE'I,svchns. .. Madify File 4 5wstem Yolume Information_res,.. 22 August 2007 ...
||3C:'I,WINDOWS'I,systemSE'I,svchns. .. Modify File i\ 3yskem Yolume Information_res... 22 Augusk 2007 ...
@ What do these settings do? [ Refrezh ] [ More... ] [ Cloze ]
I

Column Description:

1. Application - indicates which application or process propagated the event. If the application has no icon, the de-
fault system icon for executable files will be used.

2. Action - indicates kind of action.

3. Target - represents the location of the target file.

4. Datel/Time - contains precise details of the date and time of the access attempt.

'Refresh’ - reloads and updates the displayed list to include all events generated since the time you first accessed the
'Defense+ Events' area.

'More ..." - clicking this button loads the full, Comodo Firewall Pro Log Viewer module. See below for more details on this
module.

Log Viewer Module

This area contains a full history of logged events for both the Firewall and Defense+ modules. It also allows you to build
custom log files based on specific filters and to export log files for archiving or troubleshooting purposes.
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99 COMODO Firewall Pro : Log Viewer

| Eie Filer
= 1[y Firewall Logs application Action Prot... Source IP Sowr... Destination [P Dest.. Dabe [
E Today Fsystem Idle Process @) Blocked  LUOP  192.168.7... 138 192.168.70.... 138 14 August200...
This Week System Idle Process @) Blocked LDP  192.168.7.. 138 192,168,70,... 138 14 fugust 200...
% ;m::.‘;:ﬁ System Idle Process @) Blocked UOP  192.168.7.. 138 192,168,70,.., 138 14 fugust 200...
5 (G Defense+ Logs System Idle Process () Blocked LDP  192.188.7.. 137 192.168.70.... 137 14 fugust 200...
(5 Today Floystem Idie Process @) Blocked UDP  192.168.7... 137 192,168.70,... 137 14 fugust 200...
5 This Week Eﬁymm Idie Process @0 Blocked LDP  192.168.7.. 137 192,168,70,... 137 14 fusgust 200...
ms Morth System Idle Process (@) Blocked UDP 192,166.0.. 2269  255.255.355.. 6F 14 fugust 200...
€ wmems @ooctoros @it UWr imiel. 3 miem. % Wimsm. |
Ready Firewall Logs 4

The Log Viewer Module is divided into two sections. The left hand panel displays a set of handy, pre-defined time Filters
for both the Firewall and Defense+ event log files. The right hand panel displays the actual events that were logged for
the time period you selected in the left hand panel (or the events that correspond to the filtering criteria you selected)

Filtering Log Files
Comodo Firewall allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:

Clicking on any of the preset filters in the left hand panel will alter the display in the right hand panel in the follow-
ing ways:

Today - Displays all logged events for today.
This Week - Displays all logged events during the past 7 days.
This Month - Displays all logged events during the past 30 days.

All the Times - Displays every event logged since Comodo Firewall Pro was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Defense+ Logs for 'Today' are displayed.

% COMODO Firewall Pro : Log Viewer

| Eile  Filter
EI{E Firewall Logs
L Today

% This Week

- This Month

Application Action
B CHWWINDOWS \system 32\ csrss. exe

B CHWWINDOWS \system 32\ cerss, exe

Target Date
Terminate ... @ C:'Program Files\Comoda'\Firewall'cfp... 17 September 2007 16...

Terminate ... @ C:Program Files\Comodo'\Firewall'cfp... 17 September 2007 16...

1] Al The Times

|Defense+ Today Logs
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Note: The type of events logged by the 'Firewall' component of Comodo Firewall Pro differ to those logged by Defense+
component. This means the information and the columns displayed in the right hand panel will change depending on
which type of log you have selected in the left hand panel. For more details on the data shown in the columns, see either
View Firewall Events or View Defense+ Events.

User Defined Filters:

Having chosen a preset time filter from the left hand panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table
below provides a summary of available filters and their meanings:

Firewall Filters Defense+ Filters
Date — displays only the events between two user Date — displays only the events between two user defined
defined dates dates
Application Name — displays only the events Application Name — displays only the events propagated by
propagated by a specific application A specific application
Protocol — displays only the events that involved a Target Name — displays only the events that involved a
specific protocol specified target application
Source IP address — displays only the events that Action— displays events according to the response (or action
originated from a specific IP address taken) by the firewall.

Source Port — displays only the events that originated
from a specific port number

Destination IP address - displays only the events with
a specific target IP address

Destination Port - displays only the events with a
specific target port number

Action — displays events according to the response (or
action taken) by the firewall. Choices are ‘Blocked’,
Allowed’ and ‘Unknown’

You can access the user defined filters in two ways -
(i) Filter Menu - access by clicking ‘Filter > Firewall Logs / Defense+ Logs > Filter by..."

(i) Context Sensitive Menu - right clicking on any event will also allow you to specify the additional filters
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i@ COMODO Firewall Pro : Log Viewer

| File | Fiter
= { >  Firewall Logs ’ IT Remove Current Filter Action Target
o Defense+logs  » Export To HTML on Files\Microso...  Access Me... EE) C:\Program f
- : o ... C:\Program F
4§ This Month Filter By - Date g c. '
' % all The Times = e licati e +|Program
gﬂ C:WINDOWS \explore Application Name ... E‘ C:'Progranm f
EI '::H Defense+ Logs Sy .
_____ " CHWINDOWS \explore Protocol . C:\Program |
_____ 5& CWINDOWS \explare Source b IF ,a,.j.jress i
_____ 3 Thls Manth 5& CWIMDOWS \explore Destination » Fort... i
..... & All The Times Flc:wmoowsieyster |, — r
o winpows\systen. C:\Program f

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files using Log
Viewer interface - using the context sensitive menu and via the 'File' menu option. After making your choice, you will be
asked to specify a name for the exported html file and the location you wish to save to.

(i) File Menu

.- @ COMODO Firewall Pro : Log Viewer

|| Ele  Fiter

Exportto HTML ~ » Firewall Logs

Clear L Defense+ Logs

Exit Al

' AllThe Times [Tsystem Idle Process
EI @ DEfEHSE+LDgs ES stem Idle Process

(] Today :I e Tl

e Firewall Logs - will export the Firewall log that is currently being displayed in the right hand panel (e.g. If you
have selected 'This week' in the Firewall tree then that is the log file that will be exported)

* Defense+ Logs - will export the Defense+ log that is currently being displayed in the right hand panel

e A1l - will export ALL logs for ALL TIME for both Defense+ and Firewall as a single html file.

(ii) Context Sensitive Menu - right click in the log display window to export the currently displayed log file to html.
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. & COMODO Firewall Pro : Log Viewer

| Ble  Eilter
A Firewall Logs Application Action Prot.

T':":!E”J" [ system Idle Process ®) Blocked LDP
5 ::'5 Wet:k [ system Idle Process @ Blocked UDP
% AIII'SI'hMD'Ir'I BSystem Idle Process @ Blocked LDP
G Defe = ) e i gystem Idle Process fwi Blabad DR
E‘ E Tr'je"' oes [~ ]5ystem Idle Process Femove Current Filter P

15 Today
.EE This Wesk BSystem Idle Process |T Export To HTML P
[ This Manth BSystem Idle Process Filter By ¢ [P
P

-Ag) Al The Times BSystem Idle Process
- .

Refresh

[Ready [Firewall This week Logs |

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export To
HTML' from the context sensitive menu. Again, you will be asked to provide a filename and save location for the

file.
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My Protected Files

This section allows you to protect specific files and folders against unauthorized modification. Protecting files prevents
modification by malicious programs such as virus, trojans and spyware. It is also useful for safeguarding very valuable
files (spreadsheets, databases, documents) by denying anyone and any program the ability to modify the file - avoiding
the possibility of accidental or deliberate sabotage. If a file is 'Protected' it can still be accessed and read by users, but not
altered. A good example of a file that ought to be protected is the your 'hosts'’ file.
(c:\windows\system32\drivers\etc\hosts). Placing this in the 'My Protected Files' area would allow web browsers to access
and read from the file as per normal. However, should any process attempt to modify it then Comodo Firewall Pro will
block this attempt and produce a 'Protected File Access' pop-up alert.

To access My Protected Files, navigate to: Defense+ Tasks > Common Tasks > My Protected Files.

U My Protected Files

-

My Protected Files

: |=] Executables

— ﬁ*.exe

— E*.dll

— B*.sys

— E* ocx

— m*.bat

— B*.pif

— ) sor

L E*.cpl

|=] Skartup Folders

— BC:'I,DD-:uments and Setkings1all UsersiSkart Menul Pragrams), Skarkup) ®
— BC:'I,DD-:uments and SettingsiksenialStart MenuProgramsiStartupl®
— m%windir“fo'l,systemSZ'l,GrDupF‘u:uliu:y'l,Mau:hine'l,Su:ripts'l,Startup'l,*

L B‘:'.-"owiI'Iljir":'.-"ollls‘:.l'stEI'ﬂSz'l,GrDLlpF'D'il:‘;.-"l,USEI"I,SEI’iFItSIIILDgDI'IIII*

.

@ what do these settings do?

To manually add an individual file; file group or process, click the 'Add' button. Click here for a description of the choices
available when selecting a file.

File Groups » Executables

Running Processes, ., Al Applications
Browse, .. Important FilesFolders
Windows Updater Applications

 ———
Windows System Applications

Temporary Files

Groups. .. COMODO FilesFolders
COMODO Firewall Pro
Startup Folders

3rd Party Protocol Drivers
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Exceptions

Users can choose to selectively allow another application (or file group) to modify a protected file by affording the appro-
priate Access Right in 'Computer Security Policy' . A simplistic example would be the imaginary file 'Accounts.xIs'. You
would want the Excel program to be able to modify this file as you are working on it, but you would not want it to be ac-
cessed by a potential malicious program. You would first add the spreadsheet to the 'My Protected Files' area by clicking
the 'Add' button then 'Browse..."' to 'Accounts.xls'. Once added to 'My Protected Files', you would go into 'Computer Secu-
rity Policy' and create an exception for Excel so that it alone could modify 'accounts.xIs'.

H My Protected Files

My Protected Files | Add -

%}c: ‘Highly Confidential\accounts. xls

¥ Computer Security Policy

ADOCALON Name Treat &5 =

o UV INDOWS e ystem A2 WgaTray.cxe: Custom pobcy
'i{:'?mg‘m! Fles'Pocket CHMPocke (CHM. £xe CLEsRam DOdCY
@ C: Program Fles Phayrau.ese Cuaatnen pobey

ml.‘.:;.'.'.':‘.".‘nG-‘.‘.-S‘svs‘.rle‘:w-m.em Custom polcy

@C!Prug'-n Fles'Micosoft Office \OFFICE 1 1'EXCEL EXE Cusstom pobkcy

@ 1hat do these settings do? Lodowly || cas

_JUse aFredefined Falicy -

Acoess Hame Drefandt Action E Sethngs [

Probectad COM Intefaces () i
Pratected Regstry Keys (@ age ) Ak () Block My

2. Then go to ‘Computer Security Policy' in the advanced section and
add ‘EXCEL.EXE" to the lizt of applications and click ‘Edit’

4. Locate ‘Protected Files/Folders’ in the list
and click the ‘Modify' button

¥ Protected Files/Folders

Alovoad Fles Foldens - Add  ~ |
a8 1| C: Highiy Confidentialsccounts. ds | Fila Graups 4
Famning Processes,
) ihat do these setiings do? \ Aaply : \ Gariel :__

5. On the ‘Allowed Files/Folders® tab, click ‘Add’ then
‘Browse...". Add ‘Accounts.xls’ as an exception to the
‘Ask’ or ‘Block’ rule in ‘Process Access Rights’

Another example of where protected files should be given selective access is the Windows system directory at 'c:\win-
dows\system32'. Files in this folder should be off-limits to modification by anything except certain, Trusted, applications
like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to the 'My Protected
Files' area (* = all files in this directory). Next go to 'Computer Security Policy', locate the file group 'Windows Updater Ap-
plications' in the list and follow the same process outlined above to create an exception for that group of executables.

The 'Groups..." button allows the user to access the 'My File Groups' interface:
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ﬂ My File Groups

My File Groups
[=] Executables
Ber e Edit...

— B =l Remove
— )7 svs
— E *.00x Purge
— B *bat

— []70if

— E *, 501

L B =, cpl

Al Applications

Important Files/Folders
Windows Updater Applications
Windows System Applications
Tempaorary Files

" -

@ What do these settings da? [ Cancel ]
A

File groups are handy, predefined groupings of one or more file types. Creating a file group allows you to quickly deploy
a Computer Security Policy across multiple file types and applications.

This interface allows you to

» Create a new File Group by clicking the 'Add' button

« Edit the names of an Existing File Group or File by right-clicking and selecting the 'Edit' button

* Add a file to an existing file group by selecting the File Group name from the list then clicking 'Add > Select From
>

» Re-assign files to another file group by dragging and dropping

Note: This area is for the creation and modification of file groups only. You will not be able to modify the security policy of
any applications or files from here. To do that, you should use the Computer Security Policy interface or the Predefined
Security Policy Interface.
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My Quarantined Files

Comodo Firewall Pro allows you to lock-down files and folders by completely denying all access rights to them from other
processes or users - effectively cutting it off from the rest of your system. If the file you quarantine is an executable then
neither you nor anything else will be able to run that program. Unlike files that are placed in 'My Protected Files', users
cannot selectively allow any process access to a quarantined file.

In order to access My Quarantined Files, navigate to: Defense+ Tasks > Common Tasks > My Quarantined Files.

: ¥ My Quarantined Files |

File mame

[=] Important Files/Folders

—B:: ndir e \servicin
| 3:__ ndir e\ vstam.in
_:_‘}:__ rdir 2%

_:.'}:_. ndir %
_E=_. i 2

|
x

|
[ACACACE

=1 =1 =1 =]

"

@ What do these settings da?

To manually add an individual file; file group or process, click the 'Add' button. Click here for a description of the choices
available when selecting a file.

File Groups r

Running Processes. ..

Browse...
———

Executables

Al Applications

Important FilesFolders
Windows Updater Applications
Windows System Applications
Temporary Files

COMODO Files Folders
COMODO Firewall Pro

Startup Folders

3rd Party Protocol Drivers

Additionally, files can be transferred into the My Quarantined Files module using the 'Move to.." button in the 'My Pending

Files' and 'My Own Safe Files' areas.
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The 'Groups..." button allows the user to access the 'My File Groups' interface:

w My File Groups

My File Groups
[=] Executables
— ﬁ T ene
— B ~di Remove
— E F.8ys
— B =00 Purge
— [ bat

— B = pif

— )7 s

L B =, cpl

Al Applications

Important Files Folders
Windows Updater Applications
Windows System Applications
Temporary Files

Edit...

.

@ Vihat do these settings do?

File groups are handy, predefined groupings of one or more file types. Creating a file group allows you to deploy a cus-
tom or predefined computer security policy across multiple file types and applications.

The 'My File Groups' interface allows you to:

e Create a new File Group by clicking the 'Add' button

« Edit the names of an Existing File Group or File by right-clicking and selecting the 'Edit' button

« Add afile to an existing file group by selecting the File Group name from the list then clicking 'Add > Select From
>

* Re-assign files to another file group by dragging and dropping

Note - This area is for the creation and modification of file groups only. You will not be able to modify the security policy of
any applications or files from here. To do that, you should use the Computer Security Policy interface or the Predefined
Security Policy Interface.
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My Pending Files

Once installed, Comodo Firewall Pro watches all file system activity on your computer. Every new executable file intro-
duced to the compulter, is first scanned against the Comodo certified safe files database. If they are not safe, they are
added to the 'My Pending Files' for users to review and possibly submit to COMODO. Apart from new executables, any
executables that are modified are also moved to the 'My Pending Files' area.

“My Pending Files” is specifically important while Defense+ is in 'Clean PC Mode'. In Clean PC Mode, the files in 'My
Pending Files' are NOT considered clean. For more information, please check 'Clean PC Mode' on the Defense+ settings
page.

The 'My Pending Files Area allows the user to:

« Assess the pending files to determine whether or not they are to be trusted. If they are trustworthy, they can be
moved to 'My Safe Files' using the 'Move to' button. Similarly, files that are suspicious can be moved to the 'My
Quarantined Files' area.

» Use the 'Lookup..." feature to see if the master Comodo safelist contains more information.

« Send the file to Comodo for analysis using the 'Submit' feature

e Manually add files to the pending list for look-ups or submitting to Comodo

« Use the 'Purge' feature to scan the list for files that no longer exist on your system and remove them from the "My
Pending Files' list.

In order to access pending files, navigate to: Defense+ Tasks > Common Tasks > My Pending Files.

] ¥ My Pending Files

3, |File Path Company Submitked

O BC:'I,DDcuments and SettingsiksenialDeskiop\CFP_Setup_,.. e

O 'fgt::'l,Pr-:ngram Files\Pocket CHMPacket _CHM, exe Fly Sky Software, ...

Remove

Lookup, .,
Submit, ..

Purge

"

@ YWhat do these settings do? [/ Read the Privacy Statement

The 'Lookup..." button allows you to check for information on the files by consulting the master Comodo safelist, Se-

lect the file(s) you want to check and click the Lookup... button. This will contact Comodo servers to conduct a search of
Comodo's master safe list database to check if any information is available about the file in question. If no information is
available, you are presented with the option to submit them to Comodo for analysis:
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Clicking the "Submit" button will automatically begin the file submission process.

Perfo rming online lookup...
=0

& My Pending Files

@ Flease wait while the files are being checked online. ..

3 |File Path C\Program Files\Pocket CHM\Pocket_CHM, exe

ngt:"'RECVCLERIS_I_E_Z |mmwmmmmmmmwmmmmmmmmmmmmmmmmmmmwmmmmmmmwmmm o <
=) ﬂC:IDDcuments and Sell yhat sort of informetion is being sentireceived? i
ﬁmc:\,Pngram FiIESI\PDCk_,L I OCRS._ T ML A TTy Jeg JOTCorar = ., Remove

T =
G

|

I

/)

\

; Question

™ There are unknown files inyoor lisk, Wouold wou like to submit them to
- EJ COMODO For analysis?

[[] Remember my answer r YEs 3] [ Mo ]

e

After sending the file to us, our developers will determine whether or not it represents a threat to your security. If it is
found to be trustworthy, it will be added to the Comodo safelist. (see the section Submit Suspicious Files for more details
on this)

You can manually add files to the Pending Files list by clicking the 'Add.." button and either browsing to their location on
your hard drive or selecting a running process:

add -

Browse Files,

Browse Running Process

The 'Move to..." option allows you to transfer the files out of the 'My Pending Files' area and into either the My Own Safe
Files or My Quarantined Files areas of Defense+:

Maove to '] ||

My Cnn Safe Files
My Quarantined Files

Files can also be transferred into this module by clicking the 'Move to..."' button in the 'My Own Safe Files' area.
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My Own Safe Files

Comodo Firewall Pro allows you to define a personal safelist of files to complement the default Comodo safelist.

Files added to this area are automatically given Defense+ trusted status. If an executable is unknown to the Defense+
safelist then, ordinarily, it and all its active components will generate Defense+ alerts when they run. Of course, you could
choose the 'Treat this as a Trusted Application' option at the alert but it is often more convenient to classify entire directo-
ries of files as 'My Own Safe Files'.

By adding executables to this list (including subfolders containing many components) you can reduce the amount of
alerts that Defense+ generates whilst maintaining a higher level of Defense+ security. This is particularly useful for devel-
opers that are creating new applications that, by their nature, are as yet unknown to the Comodo safelist. Files can be
transferred into this module by clicking the 'Move' button in the 'My Pending Files' and 'My Quarantined Files' areas.

& My Own Safe Files e

Select |File Path Campary
[ VCONFIG, 55
[ C10.5vs CIOE 0
C\MSD0SE,5YS
[ C:\WTDETECT.COM
[ CiuERE Lookup, ..
E}C:'I,Dcucuments and Settingstall Usersiapplication ..
}C:'I,Dncuments and Settings\All Users\Application ...
CProgram Filest AEEYY Lingwo 10 Mulkilingual Dic,.. ABEYY (BIT Software)
ﬁC:IPngram Files! ABBYY Lingwa 10 Mulkilingual Dic,.. ABBYY (BIT Software)
Z:\Program Files\AEEYY Lingwo 10 Multilingual Dic... ABBYY (BIT Software)
C:Program Filest AEEYY Lingwo 10 Mulkilingual Dic... ABEYY (BIT Software)

= C\Program Files\ABBYY Lingwvo 10 Multiingual Dic... ABBYY (BIT Software)
i \Program Files\AEEYY Lingwo 10 Multilingual Dic... ABBYY (BIT Software)
C:\Program Filest AEEYY Lingwo 10 Mulkilingual Dic... ABEYY (BIT Software)
C:\Program Files\ABEYY Lingwo 10 Multilingual Dic... TODO: < Company name >
CProgram Filest AEEYY Lingwo 10 Mulkilingual Dic,.. ABEYY (BIT Software)

Remove

Submit. ..

Purge

goooooooooaiaoaam

.

@ what do these settings do?

Click the 'Add' button to manually imports files or processes into this area:

fdd T

Brovese Files,,

Browse Running Process

The 'Move to..." option allows you to transfer the selected files out of the 'My Own Safe Files' area and into either the My
Pending Files or My Quarantined Files areas of Defense+:
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Moveto =

My Pending Files
My Quarantined Files

The 'Lookup..." button allows you to check for information on the selected files by consulting the master Comodo safe-
list, This will contact Comodo servers to conduct a search of Comodo's master safe list database to check if any informa-
tion is available about the file in question. If no information is available, you are presented with the option to submit them
to Comodo for analysis:

Clicking the "Submit" button will automatically begin the file submission process. This is particularly useful in the case of
'My Own Safe Files' as it will allow the files you know to be safe to be added to the master Comodo safelist. This list will
then be distributed to all other installations of the firewall and allow all users to trust these files.

Comodo Firewall Pro 3.0 — User Guide 99




C:0-M-0-D-0

Creating

View Active Process List

To view Active Process list, navigate to: Defense+ > Common Tasks > Active Process List.

The interface displays all currently active processes that are running on your PC and the parent application of those pro-
cesses. By tracing an application's parent process, Defense+ can detect whether a non-trusted application is attempting
to spawn an already trusted application and thus deny access rights for that trusted application. This system provides the
very highest protection against trojans, malware and rootkits that try to use trusted software to launch an attack.

Application - Displays the names of the applications which are currently running on your PC.
PID - Process Identification Number.
Company - Displays the name of the software developer

User Name - The name of the user that started the process

| 8 Active Process List e
application \PID | Company User Mame
[=] Swstem Idle Process 0 MT SUTHORITYSY. .

| =] E Swskem 4 MT AUTHORITYLSY. .
- E aMss, Bxe 536 Microsaft Corparation MT AUTHORITYISY. ..
L}E C5F55, BxE 592  Microsoft Corporation MT AUTHORITYSY. ..
- ﬂ winlogon, exe Gz4  Microsaft Corporation MT AUTHORITYISY. ..
H=] l_ﬁ SEFViCES, BXE 672 Microsoft Corporation MT AUTHORITYISY. ..
H=] E sychost.exe 912 Micrasoft Corporation MT AUTHORITYISY. ..
E PrmkSvr... 528  PROMT Ltd. MT AUTHORITYSY. ..
E prmeds.,. 2372  PROMT Ltd. MT AUTHORITYSY. .,
E pitmsyr.... 2524  PROMT Ltd. MT AUTHORITYSY, ..
— E svchost.exe 976 Microsoft Corporation MT AUTHORITYSY. ..
— E svchost.exe 1048  Microsoft Corporation MT AJTHORITYSY, ..
— E sychost.exe 1144 Microsoft Corporation MT AUTHORITYISY. ..
— E sychost.exe 1176 Microsoft Corporation MT AUTHORITYISY. ..
— E spoolsv.exe 1296  Microsoft Corporation MT AUTHORITYSY. ..
— E crmdagent.exe 1404 COMODO NT AUTHORITYASY...

— 1 mdm.exe 1436 Microsoft Corpaoration MT AUTHORITYISY. .. L]

@ What do these settings do?
4

Right click on any process to:
Show the full path: Displays the location on your location of the executable in addition to it's name
Terminate: Shuts down the currently selected process

Terminate and quarantine: Shuts down the currently selected process and places the executable into the My Quaran-
tined Files section of Defense+.
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My Trusted Software Vendors

Comodo Firewall Pro can now validate digitally signed applications from trusted vendors. Trusted Vendors are those
companies that digitally sign 3rd party software to verify it's authenticity and integrity. This signature is then counter-
signed by an organization called a Trusted Certificate Authority. By default, Defense+ will detect software that is signed
by a software vendor and counter-signed by a Trusted Certificate Authority. It will then automatically add that software to
the Comodo safe list.

The 'My Trusted Software Vendors' section can be found by navigating to Defense+ > Common Tasks > My Trusted
Software Vendors.

f & My Trusted Software Vendors

Vendors (Signer Name in the Code Signing Certificate) Defined By 7 | Add -
Comodo CA Limited COMODO
Comodo CP, Inc COMODO
Microsoft Corporation USER.
@ What do these settings do? [ Apply ] [ Cancel ]
i

Click here to read background information on digitally signing software

Click here to learn how to Add / Define a user-trusted vendor

Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to verify:

(i) Content Source: The software they are downloading and are about to install really comes from the publisher that
signed it.

(i) Content Integrity: That the software they are downloading and are about to install has not be modified or corrupt-
ed since it was signed.

In short, users benefit if software is digitally signed because they know who published the software and that the code has-
n't been tampered with - that are downloading and installing the genuine software.

The 'Vendors' that digitally sign the software to attest to it's probity are the 3rd party software developers. These are the
company names you see listed in the first column in the graphic above.

However, companies can't just 'sign' their own software and expect it to be trusted. This is why each code signing certifi-
cate is counter-signed by an organization called a 'Trusted Certificate Authority’. 'Comodo CA Limited' and 'Verisign' are
two examples of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-signature is critical

to the trust process and a Trusted CA will only counter-sign a vendor's certificate after it has conducted detailed checks

that the vendor is a legitimate company.
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All files that are signed by the listed 'vendors' will be automatically trusted by the Defense+ module of Comodo Firewall
Pro. (if you would like to read more about code signing certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in ques-
tion. For example, the main program executable for Comodo Firewall Pro is called 'cfp.exe' and has been digitally
signed.

« Browse to the (default) installation directory of C:\Program Files\Comodo\Firewall

* Right click on the file 'cpf.exe'

e Select 'Properties' from the menu

« Click the tab 'Digital Signatures' (if there is no such tab then the software has not been signed)

This will display the name of the CA that signed the software as shown below:

| General || Version | Cn:nmpatil:nil'rt'_.fl Digital Signatures | Summarny

— Signature list
Mame of signer: | E-mail address: | Timestamp |
Comodo CA Limited Mot available Wednesday, Novemb...

QK ] [ Cancel Apphy

Click the 'Details' button to view digital signature information. Click 'View Certificate' to inspect the actual code signing
certificate. (see below)
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ital Signature Details Certificate

General |.-5.dvanced| General |Details || Certification F'aﬁ'||

» Digital Signature Information
This digital signature is QK.

Certificate Information

T I This certificate is intended for the following purpose(s):
» Ensures software came from software publisher
Mame: ICDdeD CA Limited * Protects software from alteration after publication
E-mail: INu:ut available
Signing time: I'-.-".n'ednesday, Movember 0F
*Refer to the certification authority's statement for details,
L Yiew Certificate I| =
Issued to: Comodo CA Limited
Countersignatures
Issued by: LUTN-USERFirst-Ohject
Mame of signer: E-mail address: Timestamp
Comodo Time 5t... Mot available Wednesday, Movem. ..

Valid from 5/13/2007 to 5/13/2010

[}

Irn
)
w

El__nstall Cerﬁﬁcate...ﬂ [ Issuer Statement ]

It should be noted that the example above is a special case in that Comodo, as creator of 'cpf.exe’, is both the signer of
the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast majority of

cases, the signer or the certificate (the vendor) and the counter signer (the Trusted CA) will be different. See this exam-
ple for more details.

Adding and Defining a user-trusted Vendor
A software vendor can be added to the "Trusted Software Vendors' list in two ways:

e By reading the vendor's signature from an executable file on your local drive
< By reading the vendor's signature from an running process

Read from a signed executable. ..
Read From a running process. .,

Click the add button on the right hand side and select 'Read from a signed executable...". Browse to the location of the ex-
ecutable your local drive. In the example below, we are adding the executable 'YahooMessenger.exe'.
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Look in: |B Messenger B = £ EE-
= =] bl %] ¥l dl
i yacsui.dll ¥PluginReqistry.dll
:j ¥ahooBridgeLib.dll E?Server.exe
L e Y ahooMessenger.exe I yupdater.exe
My Documents = . : .5?13: ?

fahooMessenger, exe.manifest wy_res,dll

~ yaudiomgr.dil wvoicesm,dil
Q! YCPFoundation.dil yvoiceui.dl
My Computer ¥Image.dll wweupl, dll
¥IniDom.dl yvcvwr.di
@ ¢ D
My Metworl File name: |Yahu:u:uMessenger.exe B Cpen

Flaces

Files of type: |}-‘-.II Files (.7} B

After clicking 'Open’', Comodo Firewall will check that the .exe file is signed by the vendor and counter-signed by a Trust-
ed CA. If so, the vendor (software signer) will be added to the Trusted Vendor list:

\ Digital Signature Details

General | Advanced

o, Digital Signature Information
This digital signature is OK.

e Tc \
\ MMame: |Yahon! I;cz
Muaue\

Signing time: IFrida\,r, December 01, M06 12:42:03 AM

& My Trusted Software Vendors

et G
" - Ouniersignaiures \
. Vendors {Signer Mame in the Code Signing Certificate) |Deﬁned By | Add T
M f si : E-mail add . Ti ta
oo Mal BCCress LS L N Comads CA Limited COMODO
e VeriSign Time St... Mot available Friday, December 01...
M \ Comedo CP, Inc COMODC =
Microsoft Corporation USER
¥ahoo! Inc. LISER

@ What do these settings do? [ Apply ] [ Cancel ]
z

In the example above, Comodo Personal Firewall was able to verify and trust the vendor signature on YahooMessen-
ger.exe because it had been counter-signed by the trusted CA 'Verisign'. The software signer 'Yahoo! Inc' is now a trust-
ed vendor and is added to the list. All future software that is signed by the vendor "Yahoo! Inc' will be automatically added
to the Comodo safe list UNLESS you change this setting in Defense+ settings.
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Comodo Firewall Pro also allows you to add a trusted vendor by selecting from processes that are currently running on
your PC. To do this, click the 'Add..." button and select 'Choose from a running process..."

U Choose a process =

E iSyster Idle Processi ;]
L——_IE Syskem
=7 smss.exe

EI. winlogon, exe
=77 services.exe
7 swchost.exe
[T swchost.exe
=7 swchost.exe
“ wiaudt, exe
= swchost.exe
7 swchost.exe

[ spoclsv.exe
[ crndagent.exe

[ dlg.exe w

[ svchost.exe

= Isass.exe

=) g explorer.exe

hh.exe

5| EXCELEXE

A nvuExe L]

@ What do these settings do? [ Select ] [ Cancel ]

m

Select the signed executable that you want to trust and click the 'Select' button. Comodo Firewall Pro will perform the
same certificate check as described above.

If the firewall cannot verify that the software certificate is signed by a Trusted CA then it will not add the software vendor
to the list of 'My Trusted Vendors' . In this case, you will see the following error message:

L]
W1 ) The file does nok seem to be a valid signed executable,

Note: The 'My Trusted Software Vendors' list displays two types of software vendors:

«  User defined trusted software vendors - As the name suggests, these are added by the user via one of the two
methods outlined earlier. These vendors can be removed by the user by selecting and clicking the 'Remove' but-
ton. All software created by user certified vendors is automatically added to the firewall safelist.

e Comodo defined trusted software vendors - These are the vendors that Comodo, in it's capacity as a Trusted CA,
has independently validated as a legitimate company. Comodo certified vendors are hardcoded into the firewall
and cannot be removed. All software created by Comodo certified vendors is automatically added to the firewall
safelist.

Comodo Firewall Pro 3.0 — User Guide 105




C:0-M-0-D-0

Creating

Scan My System

The 'Scan My System' feature allows users to run on-demand scans on their fixed hard drives that will detect known
malware, trojans and spyware. If malicious executables are discovered on your system then they can be immediately
deleted straight from the scan results window. In addition to the proactive system monitoring of Defense+ and fully
featured packet filtering firewall, the 'Scan My System' feature adds another layer of protection for users wishing to
completely secure their systems. Comodo recommends all users run a system scan at least once per week.

Running an On-Demand Malware Scan on your system

To run an on demand scan on your computer, first click the 'Scan My System' icon in Defense+ Tasks Overview

Comodo Firewall Pro will automatically commence scanning your hard drives:

:-Malware List

~Malware List

Mame Location

t' Barrotes. 84910 = 0xabl) C\Program Filesiiolol,System Mechanic Professional éidrive medich. ..
t' Barrobes. 549010 = Oxatl) Ci\Program Fileshiolol,Svstem Mechanic Professional 6\DriveScrubb. ..

L 4

[ Save As,., ][ Close ]

Scan progress is displayed at the top of the interface and any suspicious files are displayed in the 'Scan Results' pane.
The scan can be paused or stopped at any time by clicking the appropriate buttons at the lower right corner. When the
scanner has finished checking your hard drive, you will see the 'Scan Complete' interface which contains details of any
malware that was discovered:
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‘Scan My System - Completed .

Scanming @ CH\¥Server, bt

Total Objects Scanned ;107440 Stark Time @ 20:39:15
Tokal Threats Found : 2 Duration : 00:19:17
~5can Resulks -
Status Location
.Earrutes.84'§{ID = 0Oxabl) Ci\Program FileshiololSwstem Mechanic Professional 83drive medic bootimageiow. ..
.Earrutes.849{ID = 0xadl) Zi\Program FileshiololSwstem Mechanic Professional 83\DriveScrubber\DriveScrub. ..

" -

| Delteal | Ext |

« The 'Scan Results' pane displays a list of all suspicious files detected during the scan

« The 'Status' column displays the name of the threat that was discovered. In other words, the name of the malware
that has infected the file listed in the 'Location’ column

« The 'Location' column displays the location and filename of the infected file or malicious executable.

To delete all the listed files, click the 'Delete’ button. Clicking 'Exit' will close the Scan System interface and return the
user to the main interface.

Background info: The name of the threat (status column) can often be different to the actual file name stated in the
'Location' column. This is especially true in the case of Trojan horse programs which are specifically re-named to
resemble or duplicate the name of recognizable, trusted programs. (for example a trojan called
'I_steal _your_credit_card_details.exe' may be re-named after the Internet Explorer executable ‘iexplore.exe’in an attempt
to fool the user into granting it internet access or to allow it to run in the first place. Comodo Firewall Pro's scanner
overcomes this by checking the digital signature of all the files it scans against a 'black list' of the digital signatures of
known malicious programs. This means it will detect all infected files - including those that attempt to masquerade as
another program.
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My Protected Registry Keys

Comodo Firewall Pro automatically protects system critical registry keys against modification. Irreversible damage can be
caused to your system if important registry keys are corrupted or modified in any way. It is essential that your registry
keys are protected against attack.

In order to access 'My Protected Registry Keys', navigate to: Defense+ Tasks > Common Tasks > My Protected Registry

ﬂ My Protected Registry Keys :

My Protected Regiskry Kews

[=] shell Related kKeys
HELI SO T ARE T Microsoft windows Currentversion Explorer i Browser Helper Objecksi® | S
HELI Safbware MicrosofE Windows CorrentYer sionlexplorert ShellExecukeHoaks) *
HELMYSOFTWARE MicrosofEwindows MTYCurrentyersiont windows\appInit_DLLs

HELI SO T ARE W owad 32Mode Microsaft windows MTYCurrentyersiont windowsiap, ., Groups. .,
HELMY Sofbwaret Microsoft Active SetupiInstalled Components' ¥ StubPath

M SOFTWaRE \Microsofth Internet ExploreriMaintstart Page

M SOFTW AR E Microsofth Internet ExploreriMaintSearch®

M SOFTWARE Microsoft Internet ExploreriMainiLocal Page

M AOFTW AR E Microsoft\ Inkernet ExplorerSearchi®

# SofbwareMicrasoft Internet ExplarertSearchilrl
HELMYSOFTWARE Microsof B windowst CurrentersionyURLY*

M AOFTW AR E Microsofthwindowsh Currentyersiont Internet Settings\Cache!Special Path. ..

HELE SOFTWARE T Micrasaft Windows! Correntyersion Inkernet Settings) ZoneMap|Darmn. .. L]

Edit...

Remove

. &

@What do these settings dov [ apply [ Zancel ]
o

You can import additional registry keys that you wish to protect by clicking the 'Add' button:

0 [
[ g - | i
Registry Groups + Automatic Startup
Registry Entries... COMODO Keys
I
[ — ] nternet Explorer Keys
= Important Keys

The 'Registry Groups' option allows you to batch select and import predefined groups of important registry keys. Comodo
provide a default selection of 'Automatic Startup' (keys), 'Comodo Keys', 'Internet Explorer Keys' and 'Important Keys'.

The 'Registry Entries...." option opens the Windows registry editor within the Comodo Firewall Pro interface and allow you
to select individual keys.

You can add items manually by browsing the registry tree in the right hand pane. Drag & drop specific registry keys into
the 'Selected Items' pane. To add item manually enter its name in the field and press the '+’ button.
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ﬂ Please drag and drop your selection in the Selected items section

~Add new ikem -

|

. -

~Fisting ikems ~ —aelected items -

- HKEY _CLASSES_ROOT

- HKEY _CURRENT _USER

- HKEY_LOCAL_MACHINME
- HKEY_USERS

- HKEY _CURRENT _CONFIG

. - " -

wehat do these setkings do? apply Cancel
“

The 'Groups..." button allows the user to access the 'My Registry Groups' interface:

EE My Registry Groups

My Reqgistry Groups

[=] Automatic Startup

— *\Software\Microsoft\Windows\Currentversion'Load

=\Software\Microsoft\Windows NT\CurrentVersion\WoOWboaot\™
*\Software\Microsoft\Windows MT\CurrentVersion\IniFileMapping™

HKLM\Software \Microsoft\Windows NTA\CurrentVersionWinlogon®

HKLM'\SOFTWARE Microsoft\Windows\CurrentVersion\ShellServiceObjectDelayLoad*
HKLM\Software \Microsoft\Windows \Currentversion\Shell Extensions\Approvedt™
F\SOFTWARE \Wicrosoft\Windows\Currentversion\Policies \Explorer \Run®
*\Software\Microsoft\Command Processor \AutoRun

HKLM\Software \Policies \MicrosoftWindows\System\Soripts \Startup

HKLM\Software \Microsoft\Windaws NTA\CurrentVersion\Image File Execution Cptions'D. ..
HKLMSoftware WMicrosoft\Windows NT\CurrentVersion\Accessibility Ytlity Managery™
HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion \Explorer \Erowser Helper Objects\™
HELM\Software Microsoft\Windows \CurrentVersion \explorer\ShelExecuteHooks |

Remove

. -

@ what do these settings do? [ Cancel ]
A

Registry groups are handy, predefined groupings of important registry keys.
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This interface allows you to

e Create a new registry key Group by clicking the 'Add' button

* Add keys to your new group by selecting the Registry Group name from the list then clicking 'Add > Select From
> Registry Key...'

< Add keys to a preexisting group by selecting its name from the list then clicking 'Add > Select From > Registry
Key...'

« Edit the names of existing registry key Group or individual key by right-clicking and selecting the 'Edit' button

« Re-assign registry keys to another group by dragging and dropping

Comodo Firewall Pro 3.0 — User Guide 110




C:0-M-0-D-0

Creating

My Protected COM Interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects interact with-
in a single application or between applications - specifying how components work together and interoperate. COM is
used as the basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch attacks on
your computer. It is a critical part of any security system to restrict processes from accessing the Component Object Mod-
el - in other words, to protect the COM interfaces.

Comodo Firewall Pro automatically protects COM interfaces against modification, corruption and manipulation by mali-
cious processes. The predefined COM Interface groups can be accessed by clicking the 'Groups..." button.

In order to access 'My Protected COM Interfaces', navigate to: Defense+ Tasks > Common Tasks > My Protected COM.

E My Protected COM Components

My Prokected COM Interfaces

[=] Important COM Interfaces
— {4991 D034B-3041-4291-33BA-332836069097 -

T
InkernetExplorer, application. S

Edit...

Ctlook, Application,
YRPC Contralintswes Groups. ..
LocalSecurityautharity Backup

LocalSecurityauthority, Restore

LocalSecurityduthority, Debug

LocalSecuribyAutharity LoadDriver

LocalSecuribyautharity, Shukdawn

" -

@ “What do these settings da? [ Cancel ]
A

You can import additional COM interfaces that you wish to protect by clicking the 'Add' button:

[—] |h<} My Protected Registry Keys

Edd - Nefenes 4 allmwe Leare tn nrntert the enecific
Internet Explorer Windows Shell

COM Components.. Windows Management

X Fseudo COM Interfaces - Privileges
Remowve
Pseudo COM Interfaces - Important Ports
Groups. .. in

Mizcellaneous Classes
The 'COM Groups' option allows you to batch select and import predefined COM interfaces.
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The 'COM Components...."' option allows you to add individual COM components. You can add items manually by brows-
ing the components in the right hand pane. Drag & drop specific components into the 'Selected Items' pane. To add man-
ually add a component' enter its name in the field and press the '+’ button.

—Add new ikem -
|
~Fxisking items - —aelecked items -
- About, Promtabout ﬂ

- About, Promtabout, 2

- About, Promt&ppCounter

- About, PromtappCounter, 1
-acs

- AccClientDocgr, AccClientDocMgr
- AecClientDockgr, AccClientDoctgr, 1
- AccDictionary, Acchictionary
- AccDictionary, Acchictionary, 1

- AccessControlEntry

- AccessControlList

- AccServerDocMagr, AccServerDocMagr

- AccServerDocMgr, AccseryerDocMar, 1 L]

P P W P Y Y N T | -...-\..-Hln..-
]

I
. 4 . 4

A5

What do these sektings do? Apply Cancel
(7]

To access 'My COM Interface Groups', click on the 'Groups' button.

v My COM Interface Groups

My COM Groups

[=] Important COM Interfaces
— {4991034B-50A1-4291-53366-3325 36669097

InternetExplorer. Application, *

Cutlook, Application,
VRPC Controlintsyos
LocalSecurity duthority  Backup

LocalSecurity duthority  Restore

LocalSecurityduthority, Debug

LocalSecurityAutharity, LoadDriver

LocalSecurity duthority, Shukdown

@ What do these settings do?
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COM groups are handy, predefined groupings of COM interfaces.

This interface allows you to

* Create a new COM Group by clicking the 'Add' button

e Add components to your new group by selecting the group name from the list then clicking 'Add > Select From >
COM components...'

* Add keys to a pre-existing COM group by selecting its name from the list then clicking 'Add > Select From > COM
components...'

< Edit the names of existing COM Group or individual component by right-clicking and selecting the 'Edit' button

* Re-assign COM components to another group by dragging and dropping
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Computer Security Policy

The Computer Security Policy area allows the user to view, manage and edit the Defense+ security policies that apply to
applications.

The first column, 'Application Name', displays a list of the applications on your system for which a security policy has
been deployed. If the application belongs to a file group, then all member applications assume the security policy of the
file group. The second column, 'Treat as', column displays the name of the security policy assigned to the application or
group of applications in column one.

ﬁ Computer Security Policy

Application name |Treat as Add. ..
=] All Applications Custom policy
— — Edit...
This is the name of = B
the FILE GROUP |=] Windows System Applications | Windows System Ap... I. g — 3
— B T { Tnis is a PREDEFINED POLICY which
i i i #"#E NaIr Yo B ySTEMIZSMSs . EXE m
Appiications listed beneath o By T —— —— can be applied to a FILE GROUP or B )
the file group name inherit < | e e s e it o s
the POLICY of that file group N [ n oy STEr ogon. exe
\ES=E e o
- B 2ewindir ¥elsystem32ispoolsy.e
L A cewindirvtleystem32Ysass. exe
= CWINDOWS system32\dsve. exe |Custu:|m palicy l
These applications do not < d EC: \Program Files\Internet Explorerjexplore.exe CUSTOM F'bLICIES_{:an I::e created by
belong iFJ a_F_FLE GROU_P " C: \Program Files\Microsoft Office\OFFICE 11\OUTLOOK, EXE the user and depl ! o individuzl
and are individually assigned 3 CWINDOWS system32\notepad. exe applications
a custom or predefined
security POLICY
@ What do these settings do? [ Apply ] [ Cancel ]
A
General Navigation:
Add... - Allows the user to Add a new Application to the list then create it's policy. See the section 'Creating or Modifying
y

a Defense+ Security Policy'.

Edit... - Allows the user to modify the Defense+ security policy of the selected application. See the section 'Creating or
Modifying a Defense+ Security Policy'.

Remove - Deletes the current policy. Note - you cannot remove individual applications from a file group using this inter-
face - you must use the 'My File Groups' interface to do this.

Purge - Runs a system check to verify that all the applications for which policies are listed are actually installed on the
host machine at the path specified. If not, the policy is removed, or 'purged’, from the list.

Users can re-order the priority of policies by simply dragging and dropping the application name or file group name in
question. To alter the priority of applications that belong to a file group, you must use the 'My File Groups' interface.

Creating or Modifying a Defense+ Security Policy

To begin defining a application's Defense+ policy, you need take two basic steps.

Comodo Firewall Pro 3.0 — User Guide 114




C:0-M-0-D-0

Creating

1) Select the application or file group that you wish the policy to apply to.

(2) Configure the security policy for this application.

(1) Select the application or file group that you wish the policy to apply to
If you wish to define a policy for a new application (i.e. one that is not already listed), click the 'Add..." button in the main
Computer Security Policy interface.

This will bring up the 'Application System Activity Control' interface shown below:

Application Path

[ ] [ Select *]

("I Use a predefined policy Windows Installer Application -
(@) Use a custom policy Access Rights Prokeckion Settings
@ 'hat do these settings do? [ apply ] [ Cancel ]

Because you are defining the Defense+ security settings for a new application, you will notice that the 'Application Path'
field is blank. (If you were editing an existing policy instead, then this interface would show that policy's name and path.)

Click the 'Select' button to begin

] [ Select -

File Groups r
Running Processes...
Browse...

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups; Running
Processes and Browse... (to application

(i) File Groups - choosing this option allows you to create a Defense+ security policy for a category of pre-set files or
folders. For example, selecting 'Executables' would enable you to create a Defense+ policy for all files with the extensions
.exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include 'Windows System Applications', 'Windows
Updater Applications' , 'Start Up Folders' etc - each of which provide a fast and convenient way to apply a generic policy
to important files and folders.

To view the file types and folders that will be affected by choosing one of these options, you need to visit the 'My File
Groups' interface.

The 'My File Groups interface can be accessed either of the following methods:

* Navigate to Defense+ > Common Tasks > My Protected Files then click the 'My Groups' button.
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* Navigate to Defense+ > Common Tasks > My Quarantined Files then click the 'My Groups' button.

(i) Running Processes - as the name suggests, this option allows you to create and deploy a Defense+ policy for any
process that is currently running on your PC.

& Choose a process

E mgtgsve.exe
[ slg.exe
2™ adobelmsve.exe
™ Isass.exe
Eg explorer.exe
™ hkemd.exe

=-E5 msnmsgr.exe
@ VersionVerifier, exe ‘

-]@] ouTLOOK.EXE
. )

@k-‘-:hatdn:n these settings do? [ Select ][ Cancel ]

You can choose an individual process (shown above) or the parent process of a set of running processes. Click 'Select' to
confirm your choice.

(iii) Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the location of
the application for which you want to deploy the Defense+ security policy.

ﬂ Please drag and drop your selection in the Selected items section

----- | english.lng ;] {C:\Program Files\Opera 9Y0pera.exe
fastforward.ini

B html40_entities. dtd
-] License.rtf

----- [E] Ingcode. txt

----- Cpera.dl =

----- ﬂ' Opera.exe
operadefa.ini
%) ouniAnsi.di
; plugin-ignare.ini
prondict.ini
L ready.pocm

f| runner ]
-
PR

@ What do these settings do? [ Apply ] [ Cancel ]
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In the example below, we have decided to create a security policy for the Opera web browser.

Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
application's policy.

(2) Configure the security policy for this application

There are two broad options available for selecting a policy that will apply to an application - Use a Pre-defined Policy or
Use a Custom Policy

(i) Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing security policy on to the
target application. Choose the policy you wish to use from the drop down menu. In the example below, we have chosen
'Limited Application’. The name of the predefined policy you choose will be displayed in the 'Treat As' column for that ap-
plication in the Computer Security Policy interface.

& Application System Activity Control

Application Path

(@) Use a predefined policy Installer or Updater B
~ Installer or Updater
(_JUse a custom palicy Trusted Application
i Windows System Application
Izolated Application

Limited Application

@ What do these settings da?

Note: Predefined Policies, once chosen, cannot be modified directly from this interface - they can only be modified and
defined using the 'Predefined Security Policies' interface. If you require the ability to add or modify settings for an specific
application then you are effectively creating a new, custom policy and should choose the more flexible Use Custom Poli-
cy option instead.

(i) Use a Custom Policy- designed for more experienced users, the 'Custom Policy' option enables full control over the
configuration specific security policy and the parameters of each rule within that policy. The Custom Policy has two main
configuration areas - Access Rights and Protection Settings.

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects whereas 'Protec-
tion Settings' determine what the application can have done fo it by other processes.

Access Rights - The Process Access Rights interface allows you to determine what activities the applications in your
custom policy are allowed to execute. These activities are called 'Access Names'.
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Process Access Rights

Access Mame I Default Action | Settings I
@Run an executable (@ ack ()Block
Elnterprucess Memory Accesses Ciask (alow (@) Blodk
B Windows MinEvent Hooks @ ask (alow (C)Blodk
E Process Terminations (ask (Oallow (@) Block
Device Driver Installations Clask (alow (@) Blodk
JE“I Windows Messages (ack (@ alow ()Block
Protected COM Interfaces Clask (alow (&) Blodk
@ Protected Registry Keys Ciask (alow (@) Blodk
E_, Protected Files /Faolders @ ack (Oallow ()Block
ﬁ Loopback Metwarking (ask (@ alow ()Block
& DMS Client Service Clask (alow (@) Blodk
@ Physical Memary (ask (Oallow (@) Block
E‘ Computer Monitor (ask (@ alow ()Blodk
e Disk: (ask (Oallow (@) Block
O Keyboard Clask (alow (&) Blodk
@ What do these settings do? [ Apply ] [ Cancel ]

Click here to view a list of definitions of the Action Names listed above and the implications of choosing to Ask, Allow or
Block for each setting.

Exceptions to your choice of 'Ask’, 'Allow' or 'Block' can be specified for the policy by clicking the 'Modify..." button on the
right.:

& Run an executable

Allowed Applications | Blocked Applications |

Allowed Applications |

|@|C:'Program Files Microsoft Office \OFFICE 11\OUTLOOK. EXE
|

What do these settings da? Apply Cancel
L

o~

Select the 'Allowed Applications' or 'Blocked Applications' tab depending on the type of exception you wish to create.
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Clicking 'Add' will allow you to choose which applications or file groups you wish this exception to apply to. (click here for
an explanation of available options)

In the example above, the default action for 'Run as an executable' is 'Ask'. This means Defense+ will generate an alert
asking your permission if 'Opera.exe’ tried to run another program. Clicking 'Modify' then adding 'Outlook.exe' to the 'Al-
lowed Applications' tab creates an exception to this rule. Opera.exe is now allowed to run 'Outlook.exe' but an alert will be
generated if it tries to run any other application.

Protection Settings - Protection Settings determine how protected the application or file group in your policy is against
activities by other processes. These protections are called 'Protection Types'.

ﬂ Protection Settings

Pratection Type | Ackive | Exceptions |
Elnterpmcess Memory Accesses O Yes @ Mo
BWindDws,l'WinEvent Hooks (Cives (@ Mo
Eprucess Terminations (ives (@IMo
Jél'-.-'-.-'indnws Messages O Yes @ Mo

@ What do these settings daoy [ Apply ] [ Cancel ]

Select 'Yes' to enable monitoring and protect the application or file group against the process listed in the 'Protection
Type' column. Select 'No' to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each setting.

Exceptions to your choice of 'Yes' or 'No' can be specified in the application's policy by clicking the 'Modify..." button on
the right.

Click 'Apply' to confirm your setting.
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Image Execution Control Settings

Image Execution Control is an integral part of the Defense+ engine. If your Defense+ Security Level is set to "Safe mode'
or 'Clean PC Mode', then it is responsible for authenticating every executable image that is loaded into the memory.

Comodo Firewall Pro calculates the hash an executable at the point it attempts to load into memory. It then compares this
hash with the list of known/recognized applications that are on the Comodo safe list. If the hash matches the one on
record for the executable, then the application is safe. If no matching hash is found on the safelist, then the executable is
'unrecognized' and you will receive an alert.

This area allows you to quickly determine how proactive the monitor should be and which types of files it should check.

'General’ tab

K- Image Execution Control Settings

General | Files To Check

Image Execution Control Level

Aggressive - Intercepts the executable Files before being loaded inko the memory:
- Executable files not lisked in the Files To Check section are excluded

Marrmal

Disabled

@ What do these settings do? [ apply ] [ Cancel ]

L
e

Adjust the slider to your preferred protection level:

Aggressive - This setting instructs Defense+ to intercept the file types listed in the 'Files to Check' tab before they are
loaded into memory and also Intercepts prefetching/caching attempts for the executable files.

Normal - Same as aggressive but does not intercept prefetching/caching attempts. This is the default and recommend-
ed setting.

Disabled - No execution control is applied to the executable files.

Click 'Apply’ to implement your settings.

'Files to Check' tab
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Lists file types that Defense+ will check using the Image Execution Level specified on the 'General' tab.

& Image Execution Control Settings
Files To Check
Check Files | add =
E *.exe Executables File Groups 3
Important Folders Funning Processes, .,
Skarkup Folders Search...
@ What do these settings do? [ Apply ] [ Cancel ]

The default and recommended setting is *.exe. This means every .exe file will be authenticated by Defense+ before it is
allowed to run. If Defense+ is unable to authenticate a particular .exe file then you will receive an alert which will ask your
permission before the application allowed to run.

Click the 'Add' button to add additional file groups or processes to the 'Files to check' list. Click here for an outline of the
options available when adding file types.

Click 'Apply' to implement your changes.
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Predefined Security Policies

As the name suggests, a predefined security policy is a set of access rights and protection settings that have been saved
and can be re-used and deployed on multiple applications. Each policy is comprised of a number of 'Rules' and each of
these 'Rules' is defined by a set of conditions/settings/parameters. 'Predefined Security Policies' is a set of policies that
concern an application's access rights to memory, other programs, the registry etc. (Note - this section is for advanced

and experienced users. If you are a novice user to Comodo Firewall Pro, we advise you first read the Computer Security
Policy section in this help guide if you have not already done so)

Although each application's security policy could be defined from the ground up by individually configuring its constituent
rules, this practice may prove time consuming if it had to be performed for every single program on your system. For this
reason, Comodo Firewall Pro contains a selection of predefined policies according to broad application category. Each
predefined policy has been specifically designed by Comodo to optimize the security level of a certain type of application.
Users can, of course, modify these predefined policies to suit their environment and requirements.

To configure this category, navigate to: Defense+ > Advanced > Predefined Security Policies. There are four default se-
curity policies listed under the Policy Name column.

H Predefined Security Policies

Palicy Name | add. ..

| ad..
Trusted Application
Shell Application

Isolated Application

Isolated Browser Application

" -

-/

[ Cancel ]
A

@ what do these settings do? [ Apply

To view or edit an existing predefined policy:

* Double click on the Policy Name in the list
e Select the Policy Name in the list, right-click and choose 'Edit'
* Select the Policy Name and click the 'Edit... button on the right

From here, you can modify a policy's name and, if desired, make changes to its 'Process Access Rights' and 'Protection
Settings'. Any changes you make here will be automatically rolled out to all applications currently under that policy.

To create a new predefined policy you should click the 'Add..' button, type a name for the policy then follow the same
configuration procedure as outlined for creating a custom, application specific policy. Click here to view.

Once created, your policy will be available for deployment onto specific application or file groups via the Computer Secu-
rity Policy section of Defense+ .
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Defense+ Settings

The Defense+ component of Comodo Firewall Pro is a host intrusion prevention system that constantly monitors the ac-
tivities of all executable files on your PC. With Defense+ activated, the user is warned EVERY time an unknown applica-
tion executable (.exe, .dll, .sys, .bat etc) attempts to run. The only executables that are allowed to run are the ones you
give permission to. An application can be given such permission to run in a variety of ways including; manually granting
them execution rights in Computer Security Policy; by deciding to treat the executable as trusted at a Defense+ alert or
simply because the application is on the Comodo safe list. Defense+ also automatically protects system-critical files and
folders such as registry entries to prevent unauthorized modification. Such protection adds another layer of defense to
Comodo Firewall Pro by preventing malware from ever running and by preventing any processes from making changes to
vital system files.

Note for beginners: This page will often refer to 'executables’ (or ‘executable files'). An 'executable’ is a file that can in-
struct your computer to perform a task or function. Every program, application and device you run on your computer re-
quires an executable file of some kind to start it. The most recognisable type of executable file is the '.exe’ file. (e.g.,
when you start Microsoft Word, the executable file 'winword.exe' instructs your computer to start and run the Word appli-
cation). Other types of executable files include those with extensions .cpl .dll, .drv, .inf, .ocx, .pf, .scr, .sys.

Unfortunately, not all executables can be trusted. Some executables, broadly categorised as malware, can instruct your
computer to delete valuable data; steal your identity; corrupt system files; give control of your PC to a hacker and much
more. You may also have heard these referred to as Trojans, scripts and worms. Worse still, these programs are explicit-
ly designed to run without you knowing about them. Defense+ is designed to make sure you DO know about them by
blocking all unknown executables and alerting you whenever they try to run.

The Defense+ Settings area allows you to quickly configure the security level and behavior of Defense+ during operation.
This settings area can be accessed in the 'Advanced' section of 'Defense+ Tasks' and, more immediately, by clicking on
the blue text next to 'Defense+' on the Summary Screen (shown below).

Proactive Defense

(&1  The Defense+ has blocked O suspicious attemptis) so far,
= The Defense+ security level is set 8 Safe Mode

41 application(s) are ackive and running in the memaory,
2 filefs) are waiking for wour peview,

|
|

&8 Gwitch o Installation Mode

'General Settings' tab

Comodo Firewall Pro allows you to customize the behavior of Defense+ by adjusting a Security Level slider to switch be-
tween preset security levels.

The choices available are: Paranoid, Safe mode, Clean PC Mode, Training Mode and Disabled. The setting you choose
here will also be displayed on the firewall summary screen.
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I.ﬁ Defense+ Settings

aeneral Sethings | Monitor Settings

Defense+ Security Level

Paranoid Mode - Computer security policy is applied
- Ewery action of the safe executable files are learnt

=afe Mode - Every action of the unknown executable Files are alerted to
T the user

lean PC Mode

Training Mode

Disabled
Keep an alert on screen For masimunm 120 seconds

[#] Trust the applications digitally signed by Trusted Software Vendors
[] Black all the unknown requests if the application is closed

[[] Deactivate the Defense+ permanently (Reguires a system restark)

wehat do these setkings do? Apply Cancel
@

G
el

« Paranoid Mode: This is the highest security level setting and means that Defense+ will monitor and control all
executable files apart from those that you have deemed safe. The firewall will not attempt to learn the behavior of
any applications - even those applications on the Comodo safe list. and will only use your configuration settings
to filter critical system activity. Similarly, the firewall will not automatically create 'Allow' rules for any executables -
although you still have the option to treat an application as Trusted' at the Defense+ alert. Choosing this option
will generate the most amount of Defense+ alerts and is recommended for advanced users that require complete
awareness of activity on their system.

« Safe mode: While monitoring critical system activity, the firewall will automatically learn the activity of executa-
bles and applications certified as 'Safe' by Comodo. It will also automatically create 'Allow' rules these activities.
For non-certified, unknown, applications, you will receive an alert whenever that application attempts to run.
Should you choose, you can add that new application to the safe list by choosing 'Treat this application as a
Trusted Application' at the alert. This will instruct the firewall not to generate an alert the next time it runs. If your
machine is not new or known to be free of malware and other threats as in 'Clean PC Mode' then 'Safe mode'
is recommended setting for most users - combining the highest levels of security with an easy-to-manage num-
ber of Defense+ alerts.

« Clean PC Mode: From the time you set the slider to 'Clean PC Mode', Defense+ will learn the activities of the ap-
plications currently installed on the computer while all new executables introduced to the system are monitored
and controlled. This patent-pending mode of operation is the recommended option on a new computer or one
that the user knows to be clean of malware and other threats. From this point onwards Defense+ will alert the
user whenever a new, unrecognized application is being installed. In this mode, the files in 'My Pending Files' are
excluded from being considered as clean and are monitored and controlled.

Installation Mode: Installer applications and updaters may need to execute other processes in order to run ef-
fectively. These are called 'Child Processes'. In 'Paranoid’, Safe' and 'Clean PC modes', Defense+ would raise
an alert every time these child processes attempted to execute because they have no access rights. Whilst in
one of these 3 modes, Comodo Firewall Pro will make it easy to install new applications that you trust by offering
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you the opportunity to temporarily engage 'Installation Mode' - which will temporarily bestow these child process-
es with the same access rights as the parent process - so allowing the installation to proceed without the usual
alerts.

If you are installing a new, unknown application. Defense+ will alert you with a pop-up notification and, as you
want to allow this application to continue installing, you should select 'Treat this application as an Installer or Up-
dater'. You will subsequently see the following:

Switch to the Installation Mode?

| 2 4 Would you like to switch to the "Installation Mode” to make this policy fully effective?
\T/ If you are not instaling @ new application or performing an update, you do not need to switch.

Clicking 'Yes' will engage 'Installation Mode' and so grant child processes with the same access rights as the parent
process.
This will be followed by the following reminder that you need to switch back to your previous mode:

Reminder

Your Defense+ Security Level is still in "Installation Made”, Would vou
ike to switch back to your previous mode?

Clasing this window in 23 seconds. ..

| L2121 E=1 0= 1= 1 EER L= (=)0 = =

Why is this important? [ =S ] [ hio ]

« Training Mode: The firewall will monitor and learn the activity of any and all executables and create automatic
'Allow' rules until the security level is adjusted. You will not receive any Defense+ alerts in 'Training Mode'. If you
choose the 'Training Mode' setting, we advise that you are 100% sure that all applications and executables in-
stalled on your computer are safe to run.

Tip: This mode can be used as the “Gaming Mode”. It is handy to use this setting temporarily when you are run-
ning an (unknown but trusted) application or Games for the first time. This will suppress all Defense+ alerts while
the firewall learns the components of the application that need to run on your machine and automatically create
'Allow' rules for them. Afterwards, you can switch back to 'Safe mode' mode).

» Disabled: Disables Defense+ protection. All executables and applications are allowed to run irrespective of your
configuration settings. Comodo strongly advise against this setting unless you are confident that you have an al-
ternative intrusion defense system installed on your computer.

Keep an alert on screen for maximum (n) seconds - Determines how long the Firewall will show a Defense+ alert with-
out any user intervention. By default, the timeout is set at 120 seconds. You may adjust this setting to your own prefer-
ence.

Trust applications digitally signed by Trusted Software Vendors - Leaving this option checked means software which
is signed by a Trusted Certificate Authority will be automatically added to the safe list. Comodo recommend leaving this
option enabled. For more details, see My Trusted Software Vendors.
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Block all unknown requests if the application is closed - Checking this box will block all unknown requests (those not
included in your Computer Security Policy) if Comodo Firewall Pro is not running/has been shut down.

Deactivate Defense+ permanently (Requires a system restart) - Shuts down the Defense+ Host Intrusion element of

Comodo Firewall Pro PERMANENTLY. The firewall is not affected and will continue to protect your computer even if you
deactivate Defense+. Comodo do not recommend users close Defense+ unless they are sure they have alternative Intru-
sion Prevention Systems installed.

'Monitor Settings' tab

The 'Monitor Settings' tab allows you configure which activities, entities and objects should be monitored by Defense+.
Note: The settings you choose here are universally applied.

« If you disable monitoring of an activity, entity or object using this interface it will completely switch off monitoring
of that activity on a global basis - effectively creating a universal 'Allow’ rule for that activity. This 'Allow' setting
will over-rule any policy specific 'Block' or 'Ask’ setting for that activity that you may have selected using the 'Ac-
cess Rights' and 'Protection Settings' interface.

4

&7 Defense+ Settings

Genetral Settings | Monitor Settings

~Ackivities Ta Monitor -.

[# Interprocess Memory Accesses [ Process Terminations
[ Windows/"WinEvent Hooks ] Window Messages
[# Dievice Driver Installations [ OME Client Service

[ Loopback Mebworking

~Fntities To Monitor Against Modifications -

[ Protected COM Interfaces [ Protected Registry Kevs  [#] Protected Files/Folders

bjects To Monitor Sgainst Direct Access

[#] Physical Memory [# Carmputer Monitar [ Disks [ kevboard

@ What do these settings do? [ Apply ] [ Cancel ]

G
Fid

Activities To Monitor:

Interprocess Memory Access - Malware programs use memory space modification to inject malicious code for numer-
ous types of attacks, including recording your keyboard strokes; modifying the behavior of the invaded application; steal-
ing confidential data by sending confidential information from one process to another process etc. One of the most seri-
ous aspects of memory-space breaches is the ability of the offending malware to take the identity of the invaded process,
or 'impersonate' the application under attack. This makes life harder for traditional virus scanning software and intrusion-
detection systems. Leave this box checked and Defense+ will alert you when an application attempts to modify the mem-
ory space allocated to another application.
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Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by which a function
can intercept events (messages, mouse actions, keystrokes) before they reach an application. The function can act on
events and, in some cases, modify or discard them. Originally developed to allow legitimate software developers to de-
velop more powerful and useful applications, hooks have also been exploited by hackers to create more powerful mal-
ware. Examples include malware that can record every stroke on your keyboard; record your mouse movements; moni-
tor and modify all messages on your computer; take over control of your mouse and keyboard to remotely administer your
computer. Leaving this box checked means that you are warned every time a hook is executed by an untrusted applica-
tion.

Device Driver Installations - Device drivers are small programs that allow applications and/or operating systems to in-
teract with a hardware device on your computer. Hardware devices include your disk drives, graphics card, wireless and
LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc.. Even the installation of a perfectly well-inten-
tioned device driver can lead to system instability if it conflicts with other drivers on your system. The installation of a ma-
licious driver could, obviously, cause irreparable damage to your computer or even pass control of that device to a hack-
er. Leaving this box checked means Defense+ will alert you every time a device driver is installed on your machine by an
untrusted application.

Loopback Networking - Loopback connections refer to the internal communications within your PC. Any data transmit-
ted by your computer through a loopback connection is immediately also received by it. This involves no connection out-
side your computer to the internet or a local network. The IP address of the loopback network is 127.0.0.1, which you
may have heard referred to under its domain name of 'http://localhost' i.e. the address of your computer. Loopback chan-
nel attacks can be used to flood your computer with TCP and/or UDP requests which can smash your IP stack or crash
your computer. Leaving this box checked means Defense+ will alert you every time a process attempts to communicate
using the loopback channel.

Process Terminations - A process is a running instance of a program. (for example, the Comodo Firewall Pro process
is called 'cfp.exe'. Press 'Ctri+Alt+Delete’ and click on 'Processes' to see the full list that are running on your system). Ter-
minating a process will, obviously, terminate the program. Viruses and Trojan horses often try to shut down the processes
of any security software you have been running in order to bypass it. With this setting enabled, Defense+ will monitor and
alert you to all attempts by an untrusted application to close down another application.

Window Messages - This setting means Comodo Firewall Pro will monitor and detect if one application attempts to send
special Windows Messages to modify the behavior of another application (e.g. by using the WM_PASTE command).

DNS Client Service - This setting alerts you if an application attempts to access the 'Windows DNS service' - possibly in
order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed Denial of Service attack whereby
an malicious entity sends several thousand spoofed requests to a DNS server. The requests are spoofed in that they ap-
pear to come from the target or 'victim' server but in fact come from different sources - often a network of 'zombie' pc's
which are sending out these requests without the owners knowledge. The DNS servers are tricked into sending all their
replies to the victim server - overwhelming it with requests and causing it to crash. Leaving this setting enabled will pre-
vent malware from using the DNS Client Service to launch such an attack.

Note for beginners: DNS stands for Domain Name System. It is the part of the Internet infrastructure that translates a
familiar domain name, such as 'example.com' to an IP address like 123.456.789.04. This is essential because the Inter-
net routes messages to their destinations on the basis of this destination IP address, not the domain name. Whenever
you type a domain name, your internet browser contacts a DNS server and makes a 'DNS Query'. In simplistic terms, this
query is 'What is the IP address of example.com?'. Once the IP address has been located, the DNS server replies to your
computer, telling it to connect to the IP in question.

Entities To Monitor Against Modifications
Check the boxes against the needed options, if you want to enable monitoring of them:

- Protected COM Interfaces enables monitoring of COM interfaces you specified here.
- Protected Registry Keys enables monitoring of Registry keys you specified here.
- Protected Files/Folders enables monitoring of files and folders you specified _here.
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Objects To Monitor Against Direct Access

Determines whether or not Comodo Firewall Pro should monitor access to system critical objects on your computer.. Us-
ing direct access methods, malicious applications can obtain data from a storage devices, modify or infect other exe-
cutable software, record keystrokes and more. Comodo advise the average user to leave these settings enabled:

- Physical Memory

Monitors your computer's memory for direct access by an applications and processes. Malicious programs will attempt to
access physical memory to run a wide range of exploits - the most famous being the 'Buffer Overflow' exploit. Buffer
overruns occur when an interface designed to store a certain amount of data at a specific address in memory allows a
malicious process to supply too much data to that address., This overwrites its internal structures and can be used by
malware to force the system to execute its code.

- Computer Monitor

Comodo Firewall Pro will raise an alert every time a process tries to directly access your computer monitor. Although le-
gitimate applications will sometimes require this access, there is also an emerging category of spyware-programs that
use such access to monitor users' activities. (for example, to take screenshots of your current desktop; to record your
browsing activities etc)

- Disks

Monitors your local disk drives for direct access by running processes. This helps guard against malicious software that
need this access to, for example, obtain data stored on the drives, destroy files on a hard disk, format the drive or corrupt
the file system by writing junk data.

- Keyboard

Monitors your keyboard for access attempts. Malicious software, known as 'keyloggers', can record every stroke you
make on your keyboard and can be used to steal your passwords, credit card numbers and other personal data. With this
setting checked, Comodo Firewall Pro will alert you every time an application attempts to establish direct access to your
keyboard.
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Miscellaneous Overview

The 'Miscellaneous' section contains several areas relating to overall configuration as well as handy utilities and shortcuts

to help enhance and improve your firewall experience.

You have the following options to choose from:

» Settings: Allows the user to configure general firewall settings (password protection, update options, language,

theme etc.)

e Manage My Configurations: Allows the user to manage, import and export their firewall configuration profile

» Diagnostics: Helps identify any problems with your installation

»  Check For Updates: Launches the Comodo Firewall Pro updater

e Submit Suspicious Files: Allows users to send suspicious files to Comodo for analysis and possible inclusion on

the Comodo safelist.

» Browse Support Forums: Link to Comodo User Forums.

e Help: Launches this help guide

« About: Displays version and copy-right information about the product.

Firewall Professional

&

SUMMARY

Y

FIREWALL

DEFEMSE +

MISCELLANEDUS

Settings

This section lets vou configure general settings like password
protection, update options, language, theme etc,

Manage My Configurations

This section allows wou to imporkfexportfdelete vour Firewall's
configuration settings,

Diagnostics

Did wour Fireweall report an error? This tool may help vou to
identify the problem,

Check For Updates

Check For the lakest updates For wour Firewall ko make sure it is
up-to-date,

&

Submit Suspicious Files

Did wour Firewall report suspicious files? You can submit as many files as
wou wish ko COMODO For analysis by using this section,

Browse Support Forums

Meed Help? Find the answers to wour questions in COMODO Forums,
2ur developers regularly post and we would love to hear From wou,

Help

Do wou wank to learn more about your firewall? You can use this section
ko view the help file.

About

Wieww the copyright and the version information abouk yvour Firewall,

F |.ﬁ.II syskems are active and running.
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Settings

The 'Settings' dialog box allows you to configure various options related to the operation of Comodo Firewall Pro and can
be accessed by clicking the 'Miscellaneous' button followed by 'Settings'.

& COMODO Firewall Pro

o C-0-M-O-D-O & &,

Firewall Professional SUMMARY FIREWALL DEFENSE + MISCELLANEOUS

@ Settings ‘__/,—?_ I% Submit Suspicious Files

This SEFH':"" lets you canigure general settings like passwaord Did wour Firewall report suspicious Files? You can submit as many files as
protection, update options, language, theme etc. wou wish bo COMODO For analvsis by using this section,

&

'General’ tab

General |Paren13| Contral " pdate " Language " Themes " Lugging|

[ Automatically start the application with Windows (Recommended)

[#] Show the baloon messages

[¥] Show the traffic animation in the tray

[ Automatically detect new private networks

@ What do these settings do? [ Apply ] [ Cancel ],
el

e Automatically start the application with Windows (Recommended) - With this option checked, Comodo Fire-
wall Pro will be automatically loaded every time you start your computer. This is the default and highly recom-
mended setting. Unchecking this box means the application will not load at computer startup and, unless you
have an alternative firewall/intrusion detection system running, your computer will not be protected.

« Show the balloon messages - These are the notifications that appear in the bottom right hand corner of your
screen - just above the tray icons. Usually these messages say ' Comodo Firewall Pro is learning ' or 'Defense+
is learning ' and are generated when these modules are learning the activity of previously unknown components
of trusted applications. Uncheck this option if you do not want to see these messages.

« Show the traffic animation in tray - By default, the application's 'Shield' tray icon displays a small animation
whenever traffic moves to or from your computer.
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If the traffic is outbound, you will see green arrows moving upwards on the right hand side of the shield. Similarly,
for inbound traffic you will see red arrows moving down the left hand side. This provides a very useful indicator of
the real-time movement of data in and out of your computer. Uncheck this box If you would rather not see this an-
imation.

* Automatically Detect New Private Networks - Checking this option means that the firewall will automatically
detect any new networks that the computer is connected to. Comodo recommends users to leave this option at
its default, enabled setting.

'Parental Control' tab

The parental control tab allows you to configure password protection for Comodo Firewall Pro.

General | Parental Contral |Update " Language " Themes " Ln:ngging|

[# Enable the password protection for the settingsi [Change Password. .. ]

[C] Suppress the Firewall alerts if the password protection is enabled

[[] suppress the Defense + alerts if the password protection is enabled

@ ihat do these settings do? [ Apply ][ Cancel ],
o,

« Enable password protection for settings - Checking this box will activate password protection for all important
configuration sections and wizards within the interface. If you choose this option, you must first specify and con-
firm a password by clicking the 'Change Password..." button. You will be asked for this password every time you
try to access important configuration areas (for example, all sections in the Defense+ Tasks and Firewall Tasks
areas will require this password before allowing you to view or modify their settings)

f & Password Required

Enter the paszward : ||

[ Apply ][ Canicel ]A

This setting is of particular value to parents, network administrators and administrators of shared computers to
prevent other users from modifying critical firewall settings and exposing the machine to threats.

e Suppress Firewall alerts when password protection is enabled - If checked, no Firewall Alerts will be dis-
played when password protection is enabled. Parents and network admins may want to enable this setting if they
do not want users to be made aware when a Firewall alert has been triggered. For example, a trojan horse pro-
gram may be attempting to download itself or transmit private information to a third party. Usually, the firewall
would generate an alert and ask the user how to proceed. If that user is a child or an inexperienced user then

Comodo Firewall Pro 3.0 — User Guide 131




C:0-M-0-D-0

Creating

they may unwittingly click 'allow' just to 'get rid' of the alert and/or gain access to the website in question - thus
exposing the machine to attack. Checking this option will block the connection but will not generate an alert.

» Suppress Defense+ alerts when password protection is enabled - If checked, no Defense+ Alerts will be
displayed when password protection is enabled. Parents and network admins may want to enable this setting if
they do not want users to be made aware when a Defense+ alert has been triggered. For example, a malware
program may be attempting to modify, terminate or delete a critical registry key in order to launch an attack on
your machine. Usually, the Defense+ intrusion detection system would generate an alert and ask the user how to
proceed. If that user is a child or an inexperienced user then they may unwittingly click 'allow' just to 'get rid' of the
alert - thus exposing the machine to attack. Checking this option will block the activity of the suspected malware
but will not generate an alert.

'Update’ tab

The 'Update' tab allows users to configure how Comodo Firewall Pro behaves regarding program updates; automatic
lookups of unknown files and auto-submission settings.

|General " Parental Contral | Update |Language " Themes " Lu:ugging|

[ automatically check for the program updates:

] Automatically perform an online lookup for the unrecognized files

[ Automatically submit the files in the submission queue to COMODO

@ Vihat do these settings do? [ Apply ][ Cancel ],
F

e Automatically check for program updates - Determines whether or not Comodo Firewall Pro should automat-
ically contact Comodo servers for updates. With this option checked, Comodo Firewall Pro will automatically
check for updates every 24 hours AND every time you start your computer. If updates are found they are auto-
matically downloaded and installed. We recommend that users leave this setting enabled to maintain the highest
levels of protection. Users that choose to disable automatic updates can download them manually by clicking
'Check for Updates' in the 'Miscellaneous' section.

e Automatically perform an online lookup for unrecognized files - Whenever the Defense+ module detects an
executable file that is not on the safelist (i.e. it does not yet recognize or trust the file) then it will connect to the
Comodo servers and consult the master safelist database to see if we have any information about it. Any infor-
mation discovered about a file is automatically downloaded to your computer and used to update your safelist.
The lookup process is described in greater detail in the 'My Pending Files' area of Defense+ tasks. Comodo rec-
ommends leaving this setting enabled.

« Automatically submit the files in the submission queue to Comodo - Executable files that are unrecognized
by Defense+ (not in the internal safelist) are automatically queued for submission to Comodo Digital Trust for
analysis (see 'My Pending Files' for more details on submitting files). Leaving this option checked means that all
queued files will be submitted immediately.

'Language’ tab

Comodo Firewall Pro is available in multiple languages. You can switch between installed languages by selecting from
the drop down menu.

In order for your choice to take effect, you must restart the firewall. You can do this by either:

(i) Restarting your computer (recommended)

Comodo Firewall Pro 3.0 — User Guide 132




C:0-M-0-D-0

Creating

(i) Closing then restarting the firewall by right clicking on the firewall tray icon and selecting 'Exit'. To restart the
firewall, select Start> Programs> Comodo>Firewall>Comodo Firewall Pro. The firewall will be in your choice of lan-
guage the next time you restart the application.

.-Settings

|General " Parental Conkral " IJpdate | Language |Themes | Logging

Select Language |English B

@ What do these settings do? [ apply ] [ Cancel ]
(A

Bl

'Themes' tab

The themes tab allows you to customize the look and feel of Comodo Firewall Pro according to your preferences. Use the
drop down menu to switch between installed themes.

Setti ngs

|General || Parental Contral " Ipdate || Language | Themes |L|:u;|ging|

Select Theme |Default B

@ What do these settings do? [ apply ] [ Cancel ].,
Bl

'Logging' tab

A log file is a record of all actions taken by Comodo Firewall Pro during the course of it's operation (for example, if the
firewall blocks a particular application from connecting to an outside server then you will see a record of this 'block’ action
in the log files).

This tab allows you to configure the maximum size of the log file and the action that should be taken when the size limit is
reached.
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|General " Parental Contral " Update " Language " Themes | Logging ]

If the log file's size exceeds I z MEB

(@) Delete it and create a new file
(IMave it to the specified folder

[C] Disable Firewall logging  [C] Disable Defense+ logaging

@'J.'I'uat do these settings do? [ Apply ] [ Cancel ]’
e

« If the log file size exceeds 'n’' MB - choose the maximum size of the log file before Comodo Firewall implements
your choice of action:

o Delete it and create a new file - choosing this option means the firewall will delete the current log file af-
ter it reaches the specified size and create a new one. All events recorded in the file at the point it reach-
es the size limit will be deleted and the logging will start over from scratch in a new file. If you wish to
maintain archives of your log files you should either (i) select 'Move it to the specified folder' (explained
below) (ii) regularly export your log files to html using the log viewer module.

o Move it to the specified folder - instead of deleting the log file, the firewall will move it to a folder of
your choice when the size limit is reached. Click the blue text to choose the location of your folder.

o Disable Firewall Logging - checking this box means NO firewall events will be recorded in the 'View
Firewall Events' interface. This setting will over-rule any individual 'Log as a firewall event..." instructions
you created when 'Adding and Editing a Network Control Rule'.

o Disable Defense+ Logging - checking this box means NO firewall events will be recorded in the "View
Defense+ Events' interface. This setting will over-rule any individual log instructions that have been creat-
ed for an application.

For the majority of users, we recommend leaving the maximum log file size at the default 2mb. This will provide easily
enough records for effective troubleshooting. Advanced users may want to specify a larger file size in order to view
records stretching further back in time when the log viewer module is accessed.

Log files and log file management are discussed in more detail in the sections 'View Firewall Events' and 'View Defense+
Events'.
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Manage My Configurations

Comodo Firewall Pro allows you to maintain, save and export multiple configurations of your firewall settings. This is es-
pecially useful if you are a network administrator looking to roll out a standard security configuration across multiple com-
puters. This feature is also a great time saver for anyone with more than one computer because it allows you to quickly
implement your firewall security settings on other computers that you own without having to manually re-configure them.

To access 'Manage My Configurations', navigate to 'Miscellaneous > Manage My Configurations'. You have the following
import/export options -

.-Manage My Confi...X ]

7

Export -

@ Imnport b
—
Select -
—
—3g Delste -

Click the area on which you would like more information:

Export my configuration to a file

Import a saved configuration from a file
Select a different active configuration setting
Delete an inactive configuration profile

O O O O
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Export my configuration to a file

Ir-

"-Manage My Confi... X

| v coMopo - Metwork Security
@ Expart  w COMODO - Optimum Security

=

Import -

Select -

il

Delete -

o |

If this is the first time you have accessed this interface you will see two preset choices -

- 'COMODO - Optimum Security' (which is the configuration 'Firewall with Defense+ (recommended)")

« 'COMODO - Network Security' (which is the configuration 'Firewall + Leak Test Protection')

The name of YOUR CURRENTLY ACTIVE CONFIGURATION will have a checkmark next to it. In the example shown
above, 'COMODO Network Security' is the currently active profile. Important Note: Any changes you have made to the
firewall settings since installation are recorded in this, active, profile.

You have the opportunity to export your current configuration (including changes made since installation) under the
preset name (Optimum or Network Security). However, Comodo advise that you create a new name when you export
your custom configuration.

To export your existing configuration, click the export button then your currently active configuration (in the example
above, 'COMODO - Network Security). Type a filename for the profile (e.g. 'My Firewall Profile') and save to the location
of your choice.
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| Select a path to export the confi
Save i @ Dasklop E &= ey
2. My Documents
: i My Computer

My Rzt il My Nabwrcek, Places
Documents ‘j

(d

Deckion

D

Wy Documents

9

My Compipe:

My Metwork.  Fibs namea: IF- Save
Flaces - —
Save o lupe: = | Concel

Import a saved configuration from a file

Importing a configuration profile allows you to store any profile within Comodo Firewall Pro. Any profiles you import do no
become active until you select them for use.

..Manage My Confi...[3C .

Import As...

@ Import v Impart...
N —

—_
Select -

—
Delete -

To import a profile choose 'Import As...." or 'Import...." . Browse to the location of the saved profile and click 'Open'.
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'Import As..." allows you to assign a different name for the profile when you import.

-- Import As = ..

IM y_Firewsall_Configuration]

Enter a name for thiz configuration ; ]

k. ] [ Cancel

Once imported, the configuration profile is available for deployment by selecting it.
Select and Implement a different configuration profile

To select the imported configuration, click the 'Select’ button and choose your profile.

'.Manage My Confi...[[X ]

COMODO - Metwork Security
v COMODO - Oplimum Securit

My_Firewal_Configuration
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Delete an inactive configuration profile

You can remove any unwanted configuration profiles using the 'Delete’ button. You cannot delete the profile that the Fire-
wall using - only the inactive ones. In the example below, 'My_Firewall_Configuration' is grayed out because it is the cur-
rently active profile. You can however, delete the inactive profile, 'COMODO - Active Security'

.Manage My Confi...[X] :

COMODO - Metwork Security
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Diagnostics

Comodo Firewall Pro contains it's own integrity checker. This checker will scan your system to make sure that the firewall
is installed correctly. It will check your computers:

« File System - to check that all of Comodo's system files are present and have been correctly installed
« Registry - to check that all of Comodo's registry keys are present and in the correctly installed
e Checks for the presence of software that is known to have compatibility issues with Comodo Firewall Pro.

.- Diagnostics

Flease wait while COMODO Firewall Prois verifying the inkegriky
of the installation,

| i s abork

Checking the reqgiskry, .

4

The results of the scan will be shown in the following pop-up window

Information

-
- | ) The diagnostics ukility did not find any problems with yoor installation,
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Check for Updates

Updates can be downloaded and installed at any time by clicking the 'Check for Updates' link in Miscellaneous section.

; & COMODO Firewall Pro Updater

IUpdater uses Internet Explarer's Internet connection sektings
ko deliver wour updates,

| stat [ Cancel [ Help

To check for updates available, click on 'Start' button.
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% COMODO Firewall Pro Updater =g

Checking Updates. ..

[ Pause ][ Cancel ][ Help ]

To initiate the update process click the Start button (If you want to download and install the updates later, click the 'Abort’
button.)

After the installation process is completed, Click OK. You will then be asked to restart the system. Click Yes to reboot the
system now or No to reboot at a later time.
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Submit Suspicious Files

Files which are not in the Comodo safelist and are also unknown to the user can be submitted directly to Comodo for
analysis and possible addition to the safelist.

File Submission Process

Files can be transferred into this module by clicking the 'Move to.." button in the 'My Pending Files' and 'My Own Safe
Files' areas. The interface also allows you to manually add files that you would like to submit. Click 'Add' to manually add
suspicious files to the 'List of Files'. Similarly, to remove a file from the submission process, click the 'Remove' button.

! @ COMODO Firewall Pro - Files Submission

File Marme File Path File Size Date Status Added B
. | ~Appl
Description {COptional) 2aid
- Description bo selected files ]
Mail ID (Opional) I [ Description to all files ]
[ Subrnit: ] [ Pause ] [ Zancel ] [ Help ]

Use the 'Add..." button to manually select and add executables to the list.
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4 KE Freparing. .. SafefPending Lisk add
e
/ [ Remove ]
Look in: | (23 Firewall B = % EF- [ Femove all ]

rijRepair
{2)cfp
5'1}' HECETt gcfpcanfg
ocuments 8 —
E: t]u:l:psl:umit
- Ucfpupdat
Desktop Ecmdagent

tlcrashrep

=
=
=

ocurments

@

by Computer

£

My Metwark  File name: B | Open
Flaces B

Files of bype: Ezecutable file[* exe] | Cancel

m
o
T
0
=
i
=5
i
()
Low
m
ol
o,

COM Files [ COM]
CPL Files [*.CPL]

. Apply | Driver Files [ DFY)
INF Files [* INF]

s O Files [*0C)

C PF Files [*.PF)
5 Files [*.5')

The drop down allows you to choose the type of executable you wish to block. After locating the file or files you wish to
submit, click the 'Open’ button. Note: You cannot submit files that are already on the Comodo safe list.

DL fler ‘

You have the option to add an accompanying description to each file you submit and also the option to associate your

email ID with the submitted file(s). Our analysts may use this address to contact you should they require further clarifica-
tions.

Click 'Submit' to send the files to Comodo for analysis.
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‘@ CFP File Submission

e Suspicious Files Submission

File Mame File Path File Size Status Added By

Testing. exe [:\Docurments and. . In Quele SafefPending Lisk [ ]
Testing.exe D4 Documents and. . In Queus Safe/Pending Lisk
cfpsbmit, exe FCFPS. 05 Mrele, . In Quels SafefPending Lisk [
cFpshrmit, exe CiUnmeshCOTVCa, . In Quels SafeiPending Lisk [ Remove all ]
cFpsbmit, exe [ 4Program Fileshic,.,. In Queus Safe/Pending Lisk
Hashlkility , ex e Cn\Docurments and. . Preparing... SafefPending Lisk

Remove ]

"-Stnpping upload process. Please wait...

ol

Apply

Descripkion (Optional)
Cescription ko selected files

rMail ID {Optional) I Cescription ko all files

Subrnit Resume Cancel

Please wait for the confirmation to be displayed after clicking the Submit button to ensure that the file is submitted suc-
cessfully. Comodo will analyze the file you submit. If it is found to be trustworthy, it will be added to the Comodo safelist.
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Browse Support Forums

The fastest way to get further assistance on Comodo Firewall Pro is by posting your question Comodo Forums, a mes-
sage board exclusively created for our users to discuss anything related to our products.

Click the 'Browse Support Forums' link to be taken straight to the website at http://forums.comodo.com. Registration is
free and you'll benefit from the expert contributions of developers and fellow users alike.

"% COMODO Firewall Pro e |

C-0-M-0-D-O ) & &

Firewall Professional SUMMARY FIREWALL DEFENSE+ MISCELLANEOUS

@ Settings I% Submit Suspicious Files

This SEFti':'” lets you canigurE general settings like password Did wour Firewall report suspicious Files? ¥ou can submit as many files as
pratection, update options, language, theme ete, wou wish ko COMODO For analysis by using this section,

%éa Manage My Configurations '— Browse Support Forums
=
This section allaws you o impartfexport/delete your firewall's —=3  Ijeed Help? Find the answers ko your questions in COMODO Forums.
configuration settings. k"‘ Qur developers regularly post and we would love to hear From wou,

ot s - - Windows Imeenet Explares
y v B hiredToruss comsdo. comf
-
G| [ el b the Comoda Porum - Indes

bu want ko learn more about vour firewall? You can use this section

C.O.M.O.D.O" wwy Ehe hielp File,

Creating — e - e
Woakeorees, Casat. Phakss login or regitter, Prp—— [[the copyright and the wersion information abouk vour Firewall,
Aot 13, TOOT. OF 134143 A 10163 Topis |

Foravar || [Logn }:-u i Y |

Logen wEn BRI pREEwed Bnd pession lengrh

= -

14 August F00T
Coanodo Cormer of Trust Seal Bolsters Online Seosnity lor FMillload of [onsumers
oW Auguit POT
oo Urrveds Free Prodects and Strategees for Creating s Highly Secure P
[Ereer—

Online Knowledge Base

We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is free.
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Help

Clicking the 'Help' link in the Miscellaneous section will open this help guide. Each area has its own dedicated page con-
taining detailed descriptions of the application's functionality.

Iﬁj Comodo Firewall Pro User Guide
File Edit Mew Go Help

Hide Locate  Back  Forward  Stop Refresh Font Print  Optionzs

Contents I [des I Searchl FaLI_’I Getting Started - Chapter 1

= El Flrewall Introduction;
£] What's New in Camodo Firewall Basics
2] Comaoda Fireweall Pro- O
El System Requirements

El Starting Comoda Firewal

] Installation What is a Firewall?
j Alerts

Mavigation and Firewall Sum

Firewall Tazks Overview

Defenze+ Tazks Overview

Broadly speaking, a computer firewall is a
software program that prevents unauthorized
access to orfrom a private network. Firewalls
Miscellaneous Overview are tools that can be used to enhance the
security of computers connected to a netwaork,
m such as LAM ar the Internet. They are an
integral part of a comprehensive security

Comodo Firewall Pro 3.0 — User Guide 147




C:0-M-0-D-0

Creating

About

Click the 'About' icon in the Miscellaneous Section Summary page to view the 'About' information dialog.

From here you can view information about the Version Number of the Firewall that is installed on your computer , the
Web site from where you can download the latest version of the Comodo Firewall Pro and the status of your license like

Subscription validity and the type of License.

"-A bout COMODO Firewall Pro

C-:O0-M-0-D-O

Firewall Professional

Version  3.0.12.265
Patent Pending

Copyright (c) 2004-2007 COMODO, All rights are reserved,

upport Forums

[ Find the answers to vour questions in COMODO Forums,
npers reqularly post and we would love ko hear From waou,

\nk ko l2arm more abaout your Firewall? Yau can use this seckion
E help File,

Check For Updates

heck for the latest updates for vour firewall to make sure it is
up-ta-date,

About

Wiew the copyright and the version information about your firewall,
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About Comodo

Comodo is a leading global provider of Identity and Trust Assurance services on the Internet, with over 200,000

customers worldwide. Headquartered in Jersey City, NJ with global offices in the UK, Ukraine, and India, the company
offers businesses and consumers the intelligent security, authentication and assurance services necessary to ensure
trust in online transactions.

As a leading Certification Authority, and in combination with the Digital Trust Lab (DTL), Comodo helps enterprises
address digital ecommerce and infrastructure needs with reliable, third generation solutions that improve customer
relationship, enhance customer trust and create efficiencies across digital ecommerce operations. Comodo's solutions
include SSL certificates, integrated Web hosting management solutions, web content authentication, infrastructure
services, digital ecommerce services, digital certification, identity assurance, customer privacy and vulnerability
management solutions.

Comodo is delivering the highly rated Comodo Firewall Pro free to consumers as part of an initiative to empower

consumers to create a safe and trusted online experience whenever they go online. This initiative will make available free
to all consumers some of the leading tools that consumers can use to be safe and avoid leading threats such as Phishing
attacks.

To download Comodo Firewall Pro and other free security products, visit
http://www.Comodogroup.com/products/free_products.html
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