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1 Comodo Internet Security Pro - Introduction

Overview

Comodo Internet Security Pro offers 360° protection against internal and external threats by combining a powerful
Antivirus protection, an enterprise class packet filtering firewall, and an advanced host intrusion prevention system called
Defense +. CIS Pro subscribers also receive the Remote Malware Removal, PC Tune Up and Expert Installation and
Configuration services AND enjoy secure connectivity from any wireless location with the TrustConnect service.

When used individually, each product delivers superior protection against its specific threat challenge. When used
together as a full suite they provide a complete 'prevention, detection and cure' security system for your computer.

9 COMODO Internet Security
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Comodo Internet Security Pro includes:

< Antivirus - The proactive antivirus system that automatically detects and eliminates viruses, Worms and Trojan
horses.

» Firewall - The Firewall that constantly defends your system from inbound and outbound Internet attacks with a
industry strength packet filtering firewall.

« Defense+ - A rules based intrusion prevention system that protects your critical operating system files from
malicious processes, internal attacks and blocks unknown malware before it ever gets a chance to install.

Comodo Internet Security Pro — User Guide 6
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Malware Removal Service - Comodo experts remotely remove viruses if your system become infected

PC Tune Up Service - Our experts will also optimize the configuration of your computer to maximize its performance
Professional Installation and Configuration of Comodo Internet Security pro by our experts

Secure Wireless Internet Connectivity - TrustConnect makes surfing the web safe from any public Wi-Fi location
(10 GB per month)

24 x 7 support - we're there when you need us

All the components listed have been carefully engineered to work seamlessly together in order to protect your system
against all possible threat vectors. Comodo Internet Security Pro features:

Easy installation;

A friendly graphical user interface;

Highly granular configuration options;

Easily understood and informative alerts;

Wizard-based detection of trusted zones and much more.

Comodo Internet Security pro can be used ‘out of the box’ - so even the most inexperienced users will not have to deal
with complex configuration issues after installation. The complete security package relieves you from fear of attacks from
any side and provides peace of mind to home and business users.

This introductory section is intended to provide an overview of the basics of Comodo Internet Security and should be of
interest to all users.

Introduction

Special Features

Installing Comodo Internet Security Pro
System Requirements

Starting Comodo Internet Security Pro
General Navigation

Understanding Alerts

The next four sections of the guide cover every aspect of the configuration of Comodo Internet Security. The final two
sections contain configuration and technical help for TrustConnect and the Remote Assistance Services.

Antivirus Task Center

Run a Scan

Update Virus Database
Quarantined Items
Viewing Antivirus Events
Scheduled Scans

Scan Profiles

Scanner Settings

Comodo Internet Security Pro — User Guide 7
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Firewall Task Center

* Overview of Task Interface

Common Tasks

* View Firewall Events

. Def \ T Applicati

» Define a New Blocked Application
» Stealth Ports Wizard

» View Active Connections

* My Port Sets

» My Network Zones

» My Blocked Network Zones

Advanced

 Network Security Policy

» Predefined Firewall Policies

» Attack Detection Settings

» Firewall Behavior Settings
Defense+ Task Center

» Overview of Task Interface
Common Tasks

» View Defense+ Events

« My Protected Files

e My Blocked Files

e My Pending Files

» My Own Safe Files

» View Active Process List

» My Trusted Software Vendors
» Scan my System

» My Protected Registry Keys

My Protected COM Interfaces

Advanced

»  Computer Security Policy
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» Predefined Security Policies

» Image Execution Control Settings

» Defense+ Settings
Miscellaneous

* Overview of Miscellaneous Tasks Interface

« Settings

» Manage My Configurations
» Diagnostics

» Check For Updates

e Submit Suspicious Files

e Help
» About
TrustConnect

e TrustConnect Overview

»  Microsoft Windows Configuration
« Mac OS X Configuration
T Te VPN Confi )
» Apple iPhone / iPod Touch Configuration
» TrustConnect FAQ
Remote Assistance Services

» Remote Assistance Services
Comodo SafeSurf
» Overview of Comodo SafeSurf
» Accessing the Comodo SafeSurf interface

» Configuring Comodo SafeSurf
» Comodo SafeSurf Alerts

» Uninstalling Comodo SafeSurf / Disabling the toolbar
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1.1 Special Features

Defense+ Host Intrusion Prevention System

< Virtually Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;
« Authenticates the integrity of every program before allowing it to load into your computer's memory;

< Alerts you every time an unknown or untrusted applications attempts to run or install;

< Blocks Viruses, Trojans and Spy-ware before they can ever get onto your system;

< Prevents unauthorized modification of critical operating system files and registry entries.

Advanced Network Firewall Engine

The Firewall component of Comodo Internet Security Pro offers the highest levels of perimeter security against inbound
and outbound threats - meaning you get the strongest possible protection against hackers, malware and identity thieves.
Now we've improved it again by adding new features like

- Stealth Mode to make your PC completely invisible to opportunistic port scans;

« Wizard based auto-detection of trusted zones;

- Predefined Firewall policies allow you to quickly implement security rules;

« Diagnostics to analyze your system for potential conflicts with the firewall and much more.

Comprehensive Antivirus protection

« Detects and eliminates viruses from desktops, laptops and network workstations

« Constantly protects with real-time, On-Access scanning;

« Highly configurable On-Demand scanner allows you to run instant checks on any file, folder or drive;
« Daily, automatic updates of virus definitions;

« Isolates suspicious files in quarantine preventing further infection;

« Built in scheduler allows you to run scans at a time that suits you;

- Simple to use - install it and forget it - Comodo AV protects you in the background

Intuitive Graphical User Interface

» Summary screen gives an at-a-glance snapshot of your security settings;

- Easy and quick navigation between each module of the firewall;

« Simple point and click configuration - no steep learning curves;

» New completely redesigned security rules interface - you can quickly set granular access rights and privileges on
a global or per application. The firewall also contains pre-set policies and wizards that help simplify the rule
setting process.

Comodo TrustConnect

Included with a CIS Pro subscription, Comodo TrustConnect is a fast, secure Internet proxy service that makes surfing
the web safe -

« At Coffee shops, Hotels and Airports;

« At any other public Wi-Fi location;

< At your home location;

» For Enterprises with remote workers and road-warriors that need secure access to internal networks

Malware Removal, PC Tune up and Professional Installation services

Comodo Internet Security Pro — User Guide 10
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Comodo Internet Security Pro subscribers also get access to the following personalized support services -

+ Malware Removal Service - Comodo experts will remotely diagnose and remove viruses if your system becomes
infected;

« PC Tune-up Service — Experts will fine-tune the configuration of your computer to optimize it for top performance;

< Remote installation and configuration of CIS Pro by our experts means your system is set up with the perfect
balance of security and usability right from the start;

» 24 x 7 Live Chat support - we're ready for you with informed, professional help whenever you need assistance

Comodo Internet Security - extended features
Highly Configurable Security Rules Interface

Comodo Internet Security Pro (CIS Pro) offers more control over security settings than ever before. Users can quickly set
granular Internet access rights and privileges on a global or per application basis using the flexible and easy to
understand GUI. This version also sees the introduction of pre-set security policies which allow you to deploy a
sophisticated hierarchy of firewall rules with a couple of mouse clicks.

Application Behavior Analysis

Comodo Internet Security Pro features an advanced protocol driver level protection - essential for the defense of your PC
against Trojans that run their own protocol drivers.

Event logging

Comodo Internet Security Pro features a vastly improved log management module - allowing users to export records of
Antivirus, Firewall and Defense+ activities according to several user-defined filters. Beginners and advanced users alike
will greatly benefit from this essential troubleshooting feature.

'Training Mode'™ and 'Clean PC' Mode

These modes enable the firewall and host intrusion prevention systems to automatically create 'allow'™ rules for new
components of applications you have decided to trust, so you won't receive pointless alerts for those programs you trust.
The firewall will learn how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'™. This
database checks the integrity of every executable and the Firewall will alert you of potentially damaging applications
before they are installed. This level of protection is new because traditionally firewalls only detect harmful applications
from a blacklist of known malware - often-missing new forms of malware as might be launched in day zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing
virtually one of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without detection.
The security suite Firewall protects its own registry entries, system files and processes so malware can never shut it
down or sabotage the installation.

Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built in
submit feature to send files to Comodo for analysis. Comodo will then analyze the files for any potential threats and
update our database for all users.

Comodo Internet Security Pro — User Guide 11
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1.2 Installation

Before you install Comodo Internet Security Pro, read the installation instructions carefully and also review the system
requirements listed in this chapter. (note: Comodo Internet Security Suite Pro subscribers can request remote installation
by our experts. Click here for more details. )

Installation Process

To install, download the Comodo Internet Security Pro setup files to your local hard drive. (setup.exe can be downloaded
from http://www.personalfirewall.comodo.com )

=

Next, double click on the setup file to start the installation wizard and follow the process as below.
STEP 1: Welcome dialog box

The set up program starts automatically and the Welcome wizard is displayed. Click Next to continue.

.-::'? COMODO Internet Security Installer =7 .

Welcome to COMODD Inkernet Security Installer, This will
install COMODO Internet Security an your computer, To
continue, please click on 'Mext' button,

| cBak | [ Mea> ] [ Finish

t\h_.l

STEP 2: License Agreement

When Comodo Internet Security Pro is installed for the first time, you must complete the initialization phase by reading
and accepting the license agreement. After you read the End-User License Agreement, click Yes to continue installation.
If you decline, you cannot continue with the installation.

Comodo Internet Security Pro — User Guide 12
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::'- COMODO Internet Security Installer

Press PAGE DWW key to see the rest of the agreement,

EMD USER. LICEMSE AGREEMEMT
Comodo Internet Security - BETA

3

This is a BETA license that is being granted only for testing and evaluation purposes, £
IMPORTANT - READ THESE TERMS CAREFULLY BEFORE Do MLOBDING COMODO IMNT
This End-User License Agreement (the “Agreement) is a legal contract bebween vou, a:

1.Grank of License for Registered Users

1.1.For the duration of the beta test period and for evaluation and testing purposes I:IIL]

Do wou accept all the terms of the proceeding license agreement? IF vou choose 'T
DECLIME', the setup will close, To Install the COMODO Internet Security , wou must accepk
this agreement.

| <Back | | IACCEPT | | IDECLINE |

A

STEP 3: Location Destination Folder

On the Destination Wizard page, confirm the location of the Comodo Internet Security Pro installation files.To install the
program in the default destination location, click Next. The default destination directory is the C:\Program
Files\COMODO\Comodo Internet Security Pro.

-

4= COMODO Internet Security Installer

Choose Destination Falder
S 1 Folder wy L il install files

Setup will install COMO00 Inkernet Security in the Following Folder.

To install to this folder click next, To install to a different folder, click Browse and select
another Folder,

~Destination Folder -
C\Program FileslCOMODOLCOMODD Inkernet Security
~Disk status an drive "C' o

Required space; §3.66 ME

Avvailable space; 10226.55 ME

| <Back | [ Mest | [ Finish

)
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If you do not wish to install Comodo Internet Security Pro in the default location, click BROWSE and select a different
folder for installation. Click OK to continue with the installation process.

&
<= COMODO Internet Security Installer
Bl

Choose Destination Folder

Select Folder where Setpl will install files

.-Brnrwse For Falder =Ir=) Wblder,

Please select a Folder and press QK sclick Browese and select

] Program Files
I3 Adobe
IC0) AskBarDis
I AskSearch K
I3 Common Files
I COMODo

I ComPlus Applications

[m [»]

I Installshield Installation Information L]
Folder: I Program Files
Mest | [ Fiish |
| Make Mew Folder | | (4] 4 || Cancel | P
A

STEP 4: Set Up Status Box

A setup status dialog box is displayed. You will see a progress bar indicating that files are being installed.

Comodo Internet Security Pro — User Guide 14




C:0-M-0-D-0

Creating

MODO Internet Security Installer

Exkracting Files 61%:...
File Mame : chplogyww,dll

|EIEIEIEEIEIEIEIEIEIEEII!IEIEIEIEIEIEEIEIEIEIEIEIEIEEIEIEIEIEIEI

[ <Back | [ Mest ] [ Finish

)

STEP 5: Welcome Screen

A configuration wizard dialog box will open. Click Next to continue with the installation.

'COMODO Internet Security Configuration Wizard

Welcome to the COMODO Internet Security Configuration Wizard,
This wizard will help wou ko configure your product in a couple of steps,

During this process, please do not close the wizard or power ofF wour
compuker,

~ The installation may cause wour internet connection to be termporariky
dropped. Please save all your work before continuing.

To conkinue, please press 'Mext’ bukton,

Comodo Internet Security Pro — User Guide 15
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STEP 6: Starting configuration

The next configuration screen allows you to select the components of Comodo Internet Security Pro to be installed on
your system. You have three options to choose from:

'COMODO Internet Security Configuration Wizard

COMODO Inkernet Security comes with a colleckion of vikal security
solutions Far wour PC, Please select producks vou wish toinskall or
unselect products vou wish to uninstall in order ko continue.

[# Install COMODO Antivirus (Recommended)

Select this option ko install COMODO Antivirus on your computer, IF wou
hawve anaother antivirus software installed, vou need to uninstall it before
conkinuing.

[¥] Install COMODO Firewall {Recommended):

Select this option ko install COMODO Firewall on wour compuker, IF wou
hawve anather firewall software installed, wou may need to uninstall it
before continuing.

« hstall COMODO Antivirus - Selecting this option installs Comodo Antivirus and Defense+ components. De-select
this option, if you already have a third party Virus protection activated in your computer system.

» hstall COMODO Firewall - Selecting this option installs Comodo Firewall and Defense+ components. De-select

this option, if you already have a third party Firewall protection activated in your computer system.

« hstall Complete Suite - In order to obtain maximum protection Comodo recommends that you un-install any third
party personal Firewall and Antivirus in your system and select both the options to install the complete Security
Suite. Comodo Internet Security Pro is a full fledged Security Suite and offers protection against all types of
viruses, malware, Trojan horses, intrusions, hacking and so on. With this single installation, you won't be in need
of any third party Firewall or Antivirus.

Option - 1 Installing Comodo Antivirus

This can be chosen when you have a third party Firewall protection activated in your system. Selecting this option installs
Comodo Antivirus with Defense+. The Host intrusion Prevention software, Defense+, can stop malware, viruses, trojans
and worms before they ever get a chance to install themselves by blocking their ability to make changes to your
operating system, applications, registry, running processes and important system files. This extra layer of protection
represents an significant increase in security and is recommended for the vast majority of users.

Comodo Internet Security Pro — User Guide 16
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Defense+ is installed with optimum protection settings. This also sets the default configuration for security settings to
optimum level. Click here for more details on default protection level.

'COMODO Internet Security Configuration Wizard

COMODO Inkernet Security comes with a colleckion of vikal security
solutions For wour PC, Please select products you wish to install or
urselect producks wau wish ko uninstall in arder to conkinue,

[# Install COMODO Antivirus (Recommended)

Select this option ko install COMODO Antivirus on your computer, IF wou
have another antivirus software installed, vou need to uninstall it before
conkinuing.

[[] Install COMODO Firewall {(Recommended);

Select this option ko install COMODO Firewall on wour compuker, IF wou
have another firewall software installed, wou may need ko uninstall it
before conkinuing,

If you want to install only Comodo Antivirus, deselect Install COMODO Firewall and click Next . The installation moves
to STEP 7.

Option - 2 Installing Comodo Firewall

This can be chosen when you have a third party Antivirus protection activated in your system.

Comodo Internet Security Pro — User Guide 17
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'COMODO Internet Security Configuration Wizard

COMODO Internet Security comes with a collection of vital security
solutions Far wour PC, Please select producks vou wish toinskall or
unselect products vou wish to uninstall in order to continue,

[[] Install COMODO Antivirus {Recommended)

Select this opkion ko inskall COMODO Antivirus on yaur computer, IF wou
hawve anather antivirus software installed, wou need to uninstall it before
conkinuing.

[¥] Install COMODO Firewall {Recommended):

Select this opkion ko inskall COMODO Firewall an wour campuker, IF woo
hawve anather firewall software installed, wou may need to uninstall it
before continuing.

The next step allows to choose the type of installation (and protection level).

'COMODO Internet Security Configuration Wizard

COMODD Internet Security has many powerful Features which affect the
nurmber of popup alerks vou may see while it is installed.

(I Firewall Only

 This option is for people who only need enterprise strength network
| Firewall,

(@) Firewall with Optimum Proactive Defense:

This option provides optimal netwark, security by adding a protection
against the methods which are commonly used by malware in order bo
bypass firewall software,

(I Firewall with Maximum Proactive Defense+

This option provides maximum security including leak. protection and
defense against malware threats,

| <Back | | Mexts |
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The options available are:

Firewall only - This option is only recommended for experienced firewall users that have alternative Host Intrusion
Prevention software installed on their systems. Selecting this option will install ONLY the packeting filtering network and
not Defense+ - essential for blocking malicious software (like worms and trojans) from making outgoing connection
attempts. This isn't to say this option is an unwise choice (the network firewall is one of the strongest available - offering
highly effective and configurable inbound and outbound protection) but it is important to realize that, on it's own, it does
not offer the host intrusion protection as afforded by Defense+.

Firewall with Optimum Proactive Defense - Selecting this option will install the packet filtering Comodo Firewall
with Defense+. Defense+ is installed with optimum protection settings. This also sets the default configuration for
security settings to optimum level. Click here for more details on default protection level.

Firewall with Maximum Proactive Defense+ - This is the most complete option and offers the greatest level of security.
Selecting this will install Comodo Firewall with Defense+. Defense+is installed with maximum level of protection
settings.This also sets the default configuration for security settings to maximum level. Click here for more details on
default protection level.Select the option of your choice and click Next. The installation moves to STEP 7.

Option - 3 Installing both Antivirus and Firewall (Recommended)

Comodo recommends you to uninstall any third party antivirus and firewall software your system and install the complete
security suite - Comodo Internet Security in order to obtain maximum protection against all sorts of threats,viruses,
malware, Trojan horses, intrusions, hacking and so on. This also sets the default configuration for security settings to
optimum level. Click here for more details on default protection level.

To install the complete suite leave both Install COMODO Antivirus and Install COMODO Firewall checked and click
Next. The installation moves to STEP 7.
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(COMODO Internet Security Configuration Wizard

COMODD Internet Security comes with a collection of vital security
solutions Far wour PC, Please select producks vou wish toinskall or
unselect products ywou wish ko uninstall in order to conkinue,

[¥] Install COMODO Antivirus (Recommended)

Select this option to install COMODO Antivirus on wour computer, IF you
hawve another antivirus software installed, wou need to uninstall it before
conkinuing.

[¥] Install COMODO Firewall {Recommended):

Select this option to install COMODO Firewall on wour computer. IF vou
hawve anather firewall software installed, wou may need to uninstall it
before continuing,

STEP 7: Install Comodo SafeSurf Browser Toolbar

The Comodo SafeSurf Toolbar protects against data theft, computer crashes and system damage by preventing most
types of Buffer Overflow attacks. This type of attack occurs when a malicious program or script deliberately sends more
data to a target applications memory buffer than the buffer can handle - which can be exploited to create a back door to
the system though which a hacker can gain access. Comodo developed the SafeSurf Toolbar explicitly to protect end-
users from these kinds of attacks whilst they browse the Internet. After installation, the program will monitor and protect
the memory space of all applications that are running on your system and immediately block any buffer overflow attacks.
Apart from providing another essential layer of protection, the toolbar also provides one-click access to news, search,
shopping; a built in pop-up blocker; is compatible with all major browsers and can be separately uninstalled or disabled at
any time after installation.
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'COMODO Internet Security Configuration Wizard

“our COMODO Internet Secunty entitlez you to the COMODO SafeSwuf
Toolbar powered by Azl com for free. Get one-click access to news,
zearch, shopping and COMODO SafeSurf protection from malkware.

B Confidently surf with protection from browser bazed-malware attacks

W Frotect yourself with stronger privacy controlz

B Save time by searching smarter and faster

B Block unwanted annoving pop-ups

W Additional security and authentication enhancements coming soarn...

c.om0.0-0 | Froswcives - @ssfesel [T Sorpng 48 Swet

The free COMODO 5 afeSurf Toolbar:

EMD USER LICEMSE AGREEMENT /PRIVACY POLICY/TERMS OF | =
SERVICE

[MPORTAMT -- PLEASE READ CAREFULLY - SHORT PLAIM
EMGLISH SUMMARY OF EMD USER LICEMSE

[ Install COMODO SafeSurf, | agree to the above terms
[ tMake fzk.com my default search provider
[# Make COMODO Search my homepage

[ < Back ][ Mext ]

After reviewing the EULA and installation options, click 'Next' to continue.

STEP 8: Configuring your Computer System

'COMODO Internet Security Configuration Wizard

Please wait while COMODO Internet Security configures your
computer...

Inskalling Firewall Kernel, ..

[0 R 1 R R ] R R
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The installer will begin configuring your system, installing the components you have selected and copying the application
signature database to your computer.

STEP 9: Granting License

The set-up will now contact Comodo servers to activate the product.

Comodo wishes to keep you informed on each release of its new product, service and special promotions. In order to
obtain information on each update, type your e-mail address in the text box (optional, you need not give your e-mail
address if you do not want to receive information on updates). You can also sign-up to receive regular news updates on
Comodo Products by selecting the check box.

Click Next to continue.

'COMODO Internet Security Configuration Wizard

The installer will mow by ko ackivake wour FREE lifetinme license by
contacking wikh COMODO license servers,

Cptional: Please provide us wikth wour e-mail address if wou wish ko
receive e-mail communications from COMODO on new products, services
and special pramotions,

. Please write wolr email address below and click, Mext' ko cankinue with
the ackivation process,

If vwou do not wish to receive any communications From COMODO please
click “Mext” ko conkinue with the ackivation process,

Ernail Address (Opkianal)
Il

[] Sign me up far the news abouk COMODO producks (Optional)

Comodo will nok share wour email address or information with are third
parties,

Privacy Policy

STEP 10: Scanning the system for Malware

Comodo Internet Security Pro will scan your computer's fixed drives for the presence of known malware and viruses. It is
strongly recommended that you run the scan as it will help ensure that you computer enjoys the maximum protection
levels right from the first installation of the Security Suite.

If you don't wish to scan at this time then clear Scan my system for Malware check box and click Finish. The set-up
moves to STEP 12.

Click Next to begin the scan.
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COMODO Internet Security Configuration Wizard

It's possible that wour system was infected with malware prior to
installing COMODO Internet Securiby, We highly recommend scanning
wour system far malware prior bo completing installation,

[ Scan my system for malware (Recommended);

COMODO Inkernet Security will scan your system for malware,  IF any is
Found we will present wou with options For eliminaking it.

STEP 11: Checking for updates

Comodo Internet Security Pro will now check for updates in the virus databases from Comodo website and download the
updated Virus Database. Maintaining Virus database upto date guarantees the relevance of your antivirus software and
maximizes the protection.

.-Duwnlnading the updates: 64% completed...

@ Please wait while the virus signatures are updated. ..

This might take a Few minutes,

Downloading the updates: 64% campleted. ..

|I‘!II‘!‘II‘!II!II!IEII‘!II‘!IEII!II!II!II!IEII!IEII!II!II!II!II!IEIEIEIEIEIEI Cancel

STEP 12: Scanning your system

The Security Suite now starts scanning your system for viruses and malwares.
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Scan My System - Scanning

M 2pplicunsaf. winaz. DemaLeakT ...
E pplicUnwnt . winaz Leaktest. G, .

CDE\exelfirehole, exe

CDE\exeiGhast exe

r"' Tokal Objects Scanned @ 109 Skart Time @ 17:05:45
| @ Total Threats Found : 2 Duration @ 00:00:16
ra
CADE Y exelleakiestl 2 exe
~5can Resulks g
Status Lacation

&

[ Pause

|

stop |

You can pause, continue or stop the scanning. If you select to stop the scanning in the middle of the process, You will be
asked for a confirmation on aborting the scan.

Scan My System - Scanning = i
r Tokal Objects Scanned @ 915 Skart Time : 17:05:45
@ Total Threats Found @ 5 Durakion :  00:01:50
|
C:\Documents and SettingsiadministratoriDeskiopt DE\exe! They'redlivel exe
~5can Results - .
ina?
Status Abort Scanning?
A 4pplicUnsaf winaz . Demal ak
El ~pplicunwnt. win32 Leakiest | 1 E Are you sure ta abort the virus scanning?
-.ﬁ.pplicUnwnt.WiHSE.Leakl:est.
-,ﬁ'pp"cl_lnwnt.WinSzILeaktest. L ................................ j [ ]
-P.pp"I:UI‘lWI'lt.WiI'lSE.LEEkJ:ESt. ........... i B8 i Mo
[ Pause ][ Stop ]
Click Yes if you want to stop the scanning. You will be asked whether your system is free of any malware.
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‘Clean PC?

Click Yes or No as per your system status to complete the installation and move to step 13 .

If you continue scanning (Recommended), the results window provides you the scan results, with options for deleting the

malwares detected or to save the report on completion.
To delete the malware from your system

» Click Delete All after selecting the files.

Scan My System - Completed =5 =
Total Objects Scanned : 1899 Skart Time : 17:05:48
Total Threats Found @ 23 Duration ;. 00:02:36

M.

Zi\Documents and Settings)AdministratoriLocal Settings)Application Data\Microsofthwindows Live Contacts!{3a09efd. . \contacts. pat

~acan Resulks
I Stakus

! ApplicUnsaf, Win3z2, Demoled
ApplicUrwnt, Win3z Leakkesh
! ApplicUnwnt Win32, Leakkest
H ApplicUrwnt. Win32, Leakkest
H ApplicUnwnt. Win32, Leakkest

'-5 uccessful

m

M EICAR-Test-File(ID = Ox4d1
I E1cAR-Test-File(ID = Ox4d1aF)
I E1cAR-Test-File(ID = Ox4d1aF)
M EICAR-Test-File(ID = Ox4d1af)
.HEICP.R Test-File(ID = Ox4d1af)

o e -~ a4 la

.

: icarigicarl (17.VExk

Ci\Documents anu:l Settlngs'l,.ﬁ.dmlnlstratur'l,DesktDp'l,Eu:ar'l,eu:ar1 (103, Ycom
Zi\Documents and SettingsiAdministratoriDeskkophEicargicarl (12).Ycom
i \Documents and Settings\administratoriDeskkop\Eicargicarl {163, Ycom
Z 'I,Dcucuments and SEttII'lgs'I,P-dl‘l‘lll‘llStI’ﬂtDI"l,DESktDD'I,EIEEIF'I,EIEar1 (17 %com

—_ [ e [ 1 (o 4 Famh o

[ Delets Al ][

Exit

To save the results click Save As and select a location and file name in the Save As dialog box and click Save.
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Scan My System - Completed

Fr S Total Objects Scanned @ 1899 Stark Time : 17:05:48
@ Total Threats Found ;23 Duration :  00:02:36
N

CDocuments

~acan Results 3
e Save i |E,‘.| COMODO Intermet 5 ecurity E = =% EE- I

Skaktus

. applicl _ Repair
. Applict @ SCANMers
Elarnic  MyRecent 155 Themes
I 2ppiicL Documents ] ticense

i

I 20piicL E

(] | [3

. EIC AR Desktop

EIlfeicar, _

AR ; _’)

EICAR- :

g!,,,.n by Docurments |

poteli = R 0

£

Cancel

File narne: | B Save
=

i

by Metwork,  Save as bype: | Tt Files™ txt)
Flaces

STEP 13: Installation Complete

An installation completion screen will appear. Your system must be restarted in order to finalize the installation. Please
save any unsaved data and Click Finish to reboot. Clear Restart Now check box If you would rather reboot at a later
time.
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Ll

<= COMODO Internet Security Installer =]

COMODD Inkernet Security has been installed successFully,
Please restart the system for installation ko complete,

[¥] Restart the compukter

[ <Back | [ bes ] [ Finish l

STEP 14: Restarting your computer system

After restarting, if your computer is connected to a home or work network, then you will be prompted to configure it at
the New Private Network Detected! dialog:

PH COMODO Internet Security

El MNew Private Network Detected!
A, 1 i -

192, 0.113 =4 0

The Firewall haz detected a new private netwark, that waur PC iz about ta jain,
Yau may either close thiz window aor Fallaw the steps shown in the screen.

Step 1 - Give a name to this network [ e.g. Home Metwork or Office Hetwork]

I Local Area Metwork 21

Step 2 - Decide if you want to trust the other PCz in this network.

] | would like ta be fully accessible ta the other PCz in this network

Select only to enable file/folder/printer andar inkernet connection sharing [e.g for pour
home or office netwarkz)

[[] Do ot automatically detect the new netvorks [ Ok ] [ Close ]

Step 1: Even home users with a single computer will have to configure a home network in order to connect to Internet.
(this is usually displayed in the Step 1 text field as you network card). Most users should accept this name.

Step 2: If you wish your computer to accept connections from other PC's in this network or for printer sharing, then also
check this option (e.g. a work or home network). This will then become a trusted network. Users that only have a single
home computer connecting to the Internet should avoid this setting.
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Select Do not automatically detect new networks If you are an experienced user that wishes to manually set-up their
own trusted networks (this can be done in 'My Network Zones' and through the 'Stealth Ports Wizard")

You must click OK to confirm your choice. If you click on Close button, all the network connections will be blocked.

STEP 15: Upgrade options and A-VSMART warranty

After first rebooting, all users are offered the opportunity to upgrade to Comodo Internet Security Pro.

'COMODO Internet Security

Comodo Wants You to Enjoy the Trusted Internet

(Bl Get powerful security and service for your home PCs.

Protect your computer with Comodo's award-winning firewall and anti-virus software

¥ith a Comodoe Internet Security Pro upgrade, you get :

& Award-winning Comodo Internet Security Software
@ TrustConnect
@ Live support
® Yirus diagnosis and removal
@ Tune-ups
#& Defaulk configuration
& 74/7 chat suppork for wour secority package Far all the computers inwvour bome

Shows me more information about Comodo Internet Securiby Proin my web browser

() No thanks
Closes this window,

If you select Tell me more and click next, you will be to be directed to the Comodo website where you can find more
details about the warranty and to complete the registration process.

You can register for an A-VSMART warranty and get Comodo experts to remove the malware for you before
professionally installing and configuring your Comodo Internet Security Pro for optimal security at a nominal cost.

If you select No thanks and click Next, the screen will closed and the management interface screen of Comodo Internet
Security Pro will appear.
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COMODO Internet Security

CO-M-0O0-D-O ﬁ? [dﬁel @ @ &

H SUMMARY ANTIYIRUS FIREWALL DEFEMSE + MISCELLAMEDOUS
Internet Security

7 Summary E% Highlights

/@iy, System Status *Jain the Comado Farums*
| -
\ l &l systems are ackive and running. ...and meet up with thu:uusgnds C'!: other
., / Comodo users to ask guestions, find answers,
_ You do nok need ko perform any actions at this time, make suggestions, about our producks,

[(ENYEN]
L

T, Virus Defense
'.‘@f' The realtime wirus scanning is Enabled "_|£’1 Proactive Defense
% A

S— The virus database has been updated on Monday, Sepbember 22 2008 12:38:29

The Defense+ is set to Clean PC Mode

@' 0 threat(s) detected so Far
29 application(s) are active.

5 file{s) are waiking for vour review

'f; Bun Virus Scanner
ﬁ Switch ko Inskallakion Mods

Metwork Defense
L'_'; Traffic

The Firemall has blocked O inkrusion attempt{s) so Far,
=" The Firewall security level is set bo Safe Mode | 00 0% = ohost exe

‘ 0 inbound connectionis)
f # outbound connection(s)

8 Stop Al Activities

b

Iﬁ |F'.II systems are active and running.

Note: The interface varies depending on the options you choose during Installation.

» Click here for more details on main interface of Comodo Internet Security Pro (Installation with both the options

selected (Recommended)

e Click here for more details on main interface of Comodo Antivirus (Installation with only Antivirus option selected

» Click here for more details on main interface of Comodo Firewall (Installation with only Firewall option selected).

Closing this window will exit the Comodo Internet Security Pro management interface. The Security Suite will remain
active, protecting your computer, in the background.

To completely shut the program down, right-click on the Comodo Internet Security Pro shield icon at the system tray and
select Exit. If you choose to exit, you will see a dialog box confirming whether you want to exit or not.

'COMODO Internet Security %0

\ ? ) Are you sure ol wank the close the application?

L

If you click Yes, the security will be disabled and will not protect your PC.

)
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1.3 System Requirements

To ensure optimal performance of Comodo Internet Security Pro, please ensure that your PC complies with the minimum
system requirements as stated below:

< Windows Vista (Both 32-bit and 64-bit versions) or Windows XP (Both 32-bit and 64-bit versions)
» Internet Explorer Version 5.1 or above
- 64 MB available RAM

» 35 MB hard disk space for 32-bit versions and 55 MB for 64-bit versions

1.4 Starting Comodo Internet Security Pro

After installation, Comodo Internet Security Pro will automatically start whenever you start Windows. In order to configure
and view settings within Comodo Internet Security Pro, you need to access the management interface.

There are 3 different ways to access the management interface of Comodo Internet Security Pro:

System Tray lcon, Windows Desktop, Windows Start menu

1. Comodo Internet Security Pro Tray Icon
Just double click the shield icon to start the main interface.

Tip: By right-clicking on the tray icon, you can access short cuts to selected settings like Firewall Security Level,
Defense+ Security level and so on.

2. Windows Desktop

Just double click the shield icon in the desktop to start Comodo Internet Security Pro.
3. Start Menu

You can also access Comodo Internet Security Pro via the Windows Start Menu.
» Click Start and select All Programs > Comodo > COMODO Internet Security > COMODO Internet Security

Pro.

& Adobe Phatoshop €5

All Programs . @ CoMOoDo > [@ Reqistry Cleaner k

- — M T eI SR £ COMODO Interniet Security - BETA
@| Log oFf () | Shut Dovwin [
] oot L {2 Urinstall or Upgrade

:f start & Sentfor giridharana...

Comodo Internet Security Pro — User Guide 30




C:0-M-0-D-0

Creating

1.5 Overview of Summary Screens

By default, the management interface displays the 'Summary' area information. You can access this area at any time by
selecting the 'Summary' tab as shown in the General Navigation.

The specific layout of the summary screen you will see is dependent on the type installation of installation you chose.
Click the links below to view an outline of the summary screen that applies to your installation:

» COMODO Internet Security Pro with both Antivirus and Firewall (Recommended) or

e COMODO Firewall only;

e COMODO Antivirus only.

1.5.1 Comodo Internet Security Pro - Summary

W COMODO Internet Security

C-0-M-0-D-0 & v O, ® &

SUMMARY ANTIYIRUS FIREWALL DEFENSE + MISCELLANEOUS

Internet Security

7 Summary EY Highlights

_.r".'__'“.‘\\ System Status #Join the Comodao Forurms®
I-\ l all systems are active and running. .and meet up vith thu:uusgnds C'!: cther
i / Comodo users bo ask guestions, find answers,
— ou do nok need ko perform any actions at this time, make suggestions, about our producks,

CAYCrd
L

A Virus Defense
Ix@f' The realtime virus scanning is Enabled ___|,=_1] Proactive Defense
B el

The virus database has been updated on Monday, Sepbember 22 2008 12:38:29
The Defense+ is set to Clean PO Mode

@' 0 threat(s) detected so Far
29 application(s) are active,

5 file(s) are waiking For wour Fewview

ﬁ Bun Yirus Scanner
ﬁ Switch to Installation Mode

EI_" Metwork Defense
— Il L_'s Traffic
L!EI The Firewall has blacked 0 inkrusion attempt{s) so Far.
= The Firewall security level is set bo Safe Mode | 00 0% v ohost exe

‘ 0 inbound connectionis)
f # outbound conmection(s)

B stop Al Activities

b

lﬁ |.C'.II syskems are active and running.

Summary screen shows the following:
1. System Status

The System Status box displays the system's activities and recommendations on actions you need to perform.

2. Virus Defense
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The Virus Defense box contains:

The status of real time virus scanning.

The status of the virus scanning setting is displayed as a link (Enabled in this example). On clicking this link,
the Virus Scanner Settings panel is opened allowing you to quickly enable of disable the Real Time
Scanning, by toggling the status slider between up and down positions. For more details on Virus Scanner
Settings, refer Scanner Settings.

When the virus database was last updated.

The day and time at which the virus database was last updated is displayed as a link. On clicking the link,
the update of the virus database is started and the current date and time are displayed on completion of the
process.

*  Number of detected threats.

The number of threats detected so far from the installation of Comodo Internet Security Pro is
displayed here.

* Run Virus Scanner

The Run Virus Scanner link in this box allows you to Run a Scan, when clicked.

3. Network Defense
The Network Defense box contains:
* Number of Blocked Intrusion Attempts

The total number of intrusion attempts blocked by firewall since the installation of Comodo Internet Security
Pro is displayed here.

» Current Firewall Security Level

Your current Firewall Security Level (or 'Firewall Behavior Setting') is displayed as a link (Safe Mode in this
example). On clicking this link, the Firewall Behavior Settings panel is opened allowing you to quickly
customize the firewall security by moving the Firewall Security Level slider to preset security levels. For
more details on Firewall settings, refer Firewall Behavior Settings.

* Inbound/Outbound Connections

A numerical summary of currently active inbound and outbound connections to and from your computer is
displayed here. For more details on active connections, refer View Active Connections and Traffic section.

« Stop All Activities/Restore All Activities

This link allows you to toggle network activity between on and off. Specifically, clicking Stop All
Activities instantly blocks all incoming and outgoing network connections, placing the firewall in the Block
All Mode of Firewall Behavior Settings.. Similarly, clicking Restore All Activities re-implements your

previous Firewall Security Level.
4. Highlights

The Highlights box displays information about Security Alerts and News related to Comodo Internet Security
Pro & latest Critical security updates. Clicking on the text in the Highlights box takes you to the Comodo
website to read more details.
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5. Proactive Defense
The Proactive Defense box contains:
* Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Clean PC Mode in this
example). On clicking this link, the Defense+ settings panel is opened to allow you to quickly customize the
Defense+ security level by moving the Defense+ security level slider to preset security levels. For a more
details on Defense+ settings, refer Defense+ Settings.

* Number of Currently Active Processes

A numerical summary of all processes/applications that are running on your computer is displayed here as a
link. On clicking this link, Active Process List pop-up is displayed with details of each process/application.

You can see in-depth details of all running processes by clicking View Active Process in common tasks of
Defense+ Task center.

* Number of Files Waiting for Your Review
The number of files currently in the My Pending Files is displayed here. For more details on this refer My
Pending Files.

+ Switch to Installation Mode/ Switch to Previous Mode
This link allows you to quickly toggle between Defense+ Installation mode and your most recent Defense+

Security Level. The installation mode allows you to quickly install or run an application that you trust which
is, as yet, unknown to Comodo Internet security Pro. For more refer Defense+ Settings.

6. Traffic

The Traffic box in the Summary screen of Comodo Internet Security Pro displays a bar graph showing the
applications that are currently connected to the Internet and are sending or receiving data. The summary
also displays the % of total traffic each application is responsible for and the filename of the executable.
Clicking on any application name opens View Active Connections interface.
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1.5.2 Comodo Antivirus - Summary

' COMODO Antivirus

C-O-M-0-D-O

AntiVirus

&

SUMMARY

¥

AMTIYIRUS

@

DEFENSE+ MISCELLANEDUS

E%, Highlights

System Status

all systems are active and running.
‘¥ou do nok need ko perform any actions at this kme,

e — VYirus Defense

The realtime virus scanning is Enabled

= The wirus database has been updated on “Wednesday, September 24, 2005 16:05:26

@' 0O threat(s) detected so far

ﬁ Bun Yirus Scanner

*Jain the Comodo Forums®

..and meet up with thousands of okher
Comodo users ko ask questions, find answers,
make suggestions, about our producks,

a Taotal threat(s) detected: 0

Ny Totalthreat(s) removed: O

Total object(s) scanned: 7250

The next scheduled scan is due on:
Thursday, September 25, 2003 01:00:00

Proactive Defense

The Defense+ has blocked 0 suspicious attemph(s) so Far,
The Defense+ security level is set bo Clean PC Mode

36 application(s) are active and running in the memory,
73 file(s) are waiting For wour review

ﬁ Swiktch ko Installation Mode

ﬁ Tip of the Day

Dicl you knowy that you can block spyware
zites by using "My Blocked Zones" window:?

E |F'.|| syskems are ackive and running.

Summary screen shows the following:

1. System Status

The System Status box displays the system's activities and recommendations on actions you need to perform.

2. Virus Defense
The Virus Defense box contains:

« The status of realtime virus scanning

The status of the virus scanning setting is displayed as a link (Enabled in this example). On clicking this link,
the Virus Scanner Settings panel is opened allowing you to quickly enable of disable the Real Time
Scanning, by toggling the status slider between up and down positions. For more details on Virus Scanner

Settings, refer Scanner Settings.

* When the virus database was last updated

The day and time at which the virus database was last updated is displayed as a link. On clicking the link,
the update of the virus database is started and the current date and time are displayed on completion of the

process.
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*  Number of detected threats

The number of threats detected so far from the start of the current session of Comodo Antivirus is displayed
here.

* Run Virus Scanner

The Run Virus Scanner link in this box allows you to Run a Scan, when clicked.

3. Proactive Defense
The Proactive Defense box contains:
+ Number of blocked suspicious attempts

The number of suspicious attempts blocked by Defense+ from the start of the current session is displayed
as a link . On clicking this link, View Defense+ events is opened. For more details on viewing Defense+
events, refer View Defense+ events.

« Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Clean PC Mode in this
example). On clicking this link, the Defense+ settings panel is opened to allow you to quickly customize the
Defense+ security level by moving the Defense+ security level slider to preset security levels. For a more
details on Defense+ settings, refer Defense+ Settings.

* Number of Currently Active Processes

The number of all processes/applications that are running on your computer is displayed here as a link. On
clicking this link, Active Process List pop-up is displayed with details of each process/application.

You can see in-depth details of all running processes by clicking View Active Processes in common tasks
of Defense+ Task center.

» Number of Files Waiting for Your Review
The number of files currently in the My Pending Files is displayed here. For more details on this refer My
Pending Files.

» Switch to Installation Mode/ Switch to Previous Mode

This link allows you to quickly toggle between Defense+ Installation mode and your most recent Defense+
Security Level. The installation mode allows you to quickly install or run an application that you trust which
is, as yet, unknown to Comodo Internet Security Pro. For more refer Defense+ Settings.

4. Highlights

The Highlights box displays information about Security Alerts and News related to Comodo Internet Security
Pro & latest Critical security updates. Clicking on the text in the Highlights box takes you to the Comodo
website to read more details.

5. Antivirus Statistics
The Antivirus Statistics box of the summary screen gives:

« A numerical summary of total numbers of threats detected and removed from the start of the current session;
» Total number objects scanned; and
» Next scheduled scan
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The next scheduled scan date is displayed as a link. On clicking the link, the Scheduled Scans panel is
opened to set the scheduled scans. For more details on Scheduled Scans, refer Scheduled Scans.

6. Tip of the Day

This box contains helps you to use Comodo Internet Security Pro to its maximum potential by displaying
information about features you may have missed. You can click Left and Right arrows to view previous and next
Tips.

1.5.3 Comodo Firewall - Summary

% COMODO Firewall

’_/ C-0-M-0-D-O &) O o

17 (Y - SUMMARY FIREWALL DEFENSE + MISCELLAMNEDOUS
L\ Firewall

£7 Summary EY. Highlights
7=, System Status *Jnin the Comodo Forums™®

..and meet up with thousands of other
Comodo users bo ask questions, Ffind answers,
You do not need ko perform any actions at this time. make sugqestions, about our praducks,

all systems are ackive and running.

LSy

El_“ Metwrork Defense

T!El The Firewall has blacked 0 intrusion attempk(s) so far, L'_|§ Traffic
=" The Firewall security level is set ko Safe Mode

‘ 0 inbound conneckion(s) 55.5% system

f 31 outbound connection(s) 1BA% mermenr e
14 5o, iexplore.exe

1.7% swvchostexe

Proactive Defense —
& Tip of the Day
The Defense+ has blocked 0 suspicious aktemphis) so Far.

The Defense+ security level is set bo Clean PC Mode

B 5top Al Activities

Dicl you knowy that you can use wildcard (*,7)

27 application{s) are active and running in the memary, characters while defining paths anywhere in

82 filefs) are waiting For vour review the application?

ﬁ Swikch bo Installation Mode OI0)]

la |.ﬁ.|| syskems are active and running. A

Summary screen shows the following:

1. System Status

The System Status box displays the system's activities and recommendations on actions you need to perform.
2. Network Defense

The Network Defense box contains:

« Number of Blocked Intrusion Attempts
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The total number of intrusion attempts blocked by firewall since start of current session of Comodo Internet
Security is displayed here as a link. On clicking the link, Firewall Events panel is opened. For more details
on viewing Firewall events, refer View Firewall Events.

» Current Firewall Security Level

Your current Firewall Security Level (or 'Firewall Behavior Setting') is displayed as a link (Safe Mode in this
example). On clicking this link, the Firewall Behavior Settings panel is opened allowing you to quickly
customize the firewall security by moving the Firewall Security Level slider to preset security levels. For

more details on Firewall settings, refer Firewall Behavior Seftings.

* Inbound/Outbound Connections

A numerical summary of currently active inbound and outbound connections to and from your computer is
displayed here. The numbers are displayed as links. On clicking any number, Active Connections panel is
opened. For more details on viewing active connections, refer View Active Connections and Traffic section
on the summary screen.

Stop All Activities/Restore All Activities

This link allows you to toggle network activity between on and off. Specifically, clicking Stop All
Activities instantly blocks all incoming and outgoing network connections, placing the firewall in the 'Block
All_Mode' of Firewall Behavior Settings. Similarly, clicking Restore All Activities re-implements your

previous Firewall Security Level.

3. Proactive Defense

The Proactive Defense box contains:

« Number of Blocked Suspicious Attempts

The number of suspicious attempts blocked by Defense+ from the start of the current session is displayed
as a link . On clicking this link, View Defense+ events is opened. For more details on viewing Defense+
events, refer View Defense+ events.

* Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Clean PC Mode in this
example). On clicking this link, the Defense+ settings panel is opened to allow you to quickly customize the
Defense+ security level by moving the Defense+ security level slider to preset security levels. For a more
details on Defense+ settings, refer Defense+ Settings.

* Number of Currently Active Processes

A numerical summary of all processes/applications that are running on your computer is displayed here as a
link. On clicking this link, Active Process List pop-up is displayed with details of each process/application.

You can see in-depth details of all running processes by clicking View Active Processes in common tasks
of Defense+ Task center.

* Number of Files Waiting for Your Review

The number of files currently in the My Pending Files is displayed here. For more details on this refer_My
Pending Files.

» Switch to Installation Mode/ Switch to Previous Mode
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This link allows you to quickly toggle between Defense+ Installation mode and your most recent Defense+
Security Level. The installation mode allows you to quickly install or run an application that you trust which
is, as yet, unknown to Comodo Internet Security Pro. For more refer Defense+ Settings.

4. Highlights

The Highlights box displays information about Security Alerts and News related to Comodo Internet Security
Pro & latest Critical security updates. Clicking on the text in the Highlights box takes you to the Comodo
website to read more details.

5. Traffic

The Traffic box in the Summary screen of Comodo Firewall displays a bar graph showing the applications
that are currently connected to the Internet and are sending or receiving data. The summary also displays
the % of total traffic each application is responsible for and the filename of the executable. Clicking on any
application name opens_View Active Connections interface.

6. Tip of the Day

This box contains helps you to use Comodo Internet Security Pro to its maximum potential by displaying
information about features you may have missed. You can click Left and Right arrows to view previous and next
Tips.

1.6 Comodo Internet Security Pro - Navigation

After installation, Comodo Internet Security Pro automatically protects any computer on which it is installed. You do not
have to start the program to be protected.

See Starting Comodo Internet Security Pro if you are unsure of how to access the main interface.

Persistent Navigation
Comodo Internet Security Pro is divided into five main areas indicated by the buttons with respective icons at the top right
hand side corner of the main interface screen.

e Summary

e Antivirus

« Firewall

« Defense+

e Miscellaneous

Each of these areas contains several sub-sections that provide total control over configuration of the security
Suite. These icons are ever-present and can be accessed at all times.

I-.,U COMODD Internet Security

C-0-M-0-D-0 & t7 ', &

3 Internet SECUI'it}F SUMMARY AMTIYIRUS FIREWALL DEFENSE + MISCELLANEOUS

< Summary - Contains at-a-glance details of important settings, activity and other information. The summary
screen differs for different types of installation, namely:
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« Comodo Internet Security Pro
 Comodo Antivirus

» Comodo Firewall

See the Overview of summary screens section for more details on this area.

« Antivirus - Clicking this icon opens Antivirus Tasks configuration screen.

« Firewall - Clicking this icon open Firewall Tasks configuration screen. Advanced users are advised to first visit
the Network Security Policy area for an introduction to firewall policies and rule creation.

- Defense+ - Clicking this icon opens Defense+ configuration screen. Advanced users are advised to first visit the
Computer Security Policy area for an introduction to Defense+ policies and rule creation.

« Miscellaneous - Clicking this icon opens Miscellaneous options screen which contains several options relating to

overall configuration of Comodo Internet Security Pro.

1.7 Understanding Alerts

After first installing Comodo Internet Security, it is likely that you will see a number of pop-up alerts. This is perfectly
normal and indicates that the security suite is learning the behavior of your applications and establishing which programs
need privileges such as Internet access and file access rights. Each alert provides information and options that enable
you to make an informed decision on whether you want to allow or block a request or activity. Alerts also to allow you to
instruct Comodo Internet Security on how it should behave in future when it encounters activities of the same type.
Alerts Overview
Comodo Internet Security Pro alerts come in three varieties, namely:

»  Antivirus Alerts;

« Firewall Alerts; and

» Defense+ Alerts.

Broadly speaking, Antivirus alerts inform you when a virus or malware is executed into your system, Firewall alerts inform
you about network connection attempts and Defense+ alerts tell you about the behavior of application on your system. In
all the three cases, the alert can contain very important security warnings or may simply occur because you are running
an application for the first time. Your reaction should depend on the information that is presented at the alert.

An example alert is shown below.
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Description of the activity or connection attempt

Security Considerations area contains

Type of Alert
Can be Firewall or Defense+

themmite, exe iz ing to access iexplore_exe in memory. Yhat would

v like ta da?

i &)

thermite exe

. ©

jexplore. exe

ecurity Considerations
The parent application that iz accessing the target application in meman
will allow the parent application to fully control the target

Color indicates Severity of the Alert
Both Firewall and Defense+ alerts
are colour coded according to the rigk level.

High visibility icons quickly inform you which
applications and techniques are involved in

an alert. Clicking the name of the executables

here will open a window containing more information
about the application in guestion

advice to the user on how to react to application. This iz & common technique used by many legitimate Less Options means the user

the alert. applications az well a3 many malware, f thermite,exe is one of your is presented with a simple choice of
everyday applications, then pou can allow this request. Allow or Block with the option to

Remember my answer

Make your choice by selecting ”

one of the three options. In this (@) allow this request Less Options [=] |r

case, the user should ‘Block () Black this request

this Request. Check the box —_ , -

’ eq ' (") Treat this application as Tnstaller or Lpdater |’,| i Predefined Security Policies. Check the

Remember My Answer’ and the : “Treat As' option and choose a policy from

Firewall will automatically implement ‘ [ Remember my answer the drop down box

your decision the next time there is

an identical request @ Haw should T answer? [ oK ] [ Cancel ]

Severity Level

The upper strip of both Defense+ and Firewall alerts are color coded according to risk level. This provides a fast, at-a-
glance, indicator of the severity of the alert. However, it cannot be stressed enough that you should still read the 'Security
Considerations' section in order to reach an informed decision on allowing or blocking the activity.

Yellow Alerts - Low Severity - In most cases, you can safely approve these connection request or activity. The
'Remember my answer for this application' option is automatically pre-selected for safe requests

Orange Alerts - Medium Severity - Carefully read the ‘Security Considerations section before making a decision. These
alerts could be the result of a harmless process or activity by a trusted program or an indication of an attack by malware.
If you know the application to be safe, then it is usually okay to allow the request. If you do not recognize the application

performing the activity or connection request then you should block it.

Red Alerts - High Severity - These alerts indicate highly suspicious behavior that is consistent with the activity of a trojan
horse, virus or other malware program. Carefully read the information provided when deciding whether to allow it to
proceed.

Now that we've outlined the basic construction of an alert, let’s look at how you should react to them:

1.7.1 Answering an Antivirus Alert

Comodo Internet Security Pro generates an Antivirus alert whenever a virus or malware tries to be copied or executed
without your knowledge and displays the alert at the bottom right hand side of your computer screen. These alerts are a
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valuable source of real-time information that helps the user to immediately identify which particular files are infected or
are causing problems and the choices for actions to be taken.

The alert contains the name of the virus detected and the location of the file or application infected by it.

¥/ C:0:-M-0-D-0 | Antivirus Alert

t Comodo Antivirus has detected a Yirus:

Mame: Trojiware, Win3z, TrojanDownloader . Agent, AEA@ 1 443

Location:  C\Documents and Settings)sdminis, ., \vexgbamned exe

You can take one of the following steps to answer the Antivirus alert.

» Click Quarantine to move the file or application to Quarantined ltems for later analysis, if you feel that the virus
appears to be suspicious.

- Click Remove if you do not trust the application so that the application containing the virus is deleted from the
system.

» Click Ignore if you trust the application or the source of application.
Selecting Ignore provides you with two options.
e Once; and

e Permanently.

€/ C:0:M:0.D-0 | Antivirus Alert

n- Comodo Antiviras has detected a Yirus;

Mame: Trojware, Win3z, TrojanDownloader , Agent, AEA@ 1443

Location:  C\Documents and Settingsiadminis, ., \vexgbamed.exe

Once
Permanently

If you click Once, the virus will be ignored only at that time only. If the same application invokes again, an Antivirus alert
will be displayed.
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If you click Permanently, the virus will be moved to Exclusions list. The alert will not be generated if the same application
invokes again.

1.7.2 Answering Firewall Alert

Comodo Internet Security Pro generates a Firewall alert on network connection attempts. Following are the steps to be
followed to answer a Firewall alert:

1. Carefully read the 'Security Considerations' section. Comodo Firewall can recognize thousands of safe applications.
(For example, Internet Explorer and Outlook are safe applications). If the application is known to be safe - it is written
directly in the security considerations section along with advice that it is safe to proceed. Similarly, if the application

is unknown and cannot be recognized you will be informed of this. If it is one of your everyday applications that you want
to grant Internet access to then you should 'Allow This Request' (it may be the case that the application has not yet been
added to the safe application database yet).

If you don't recognize the application then we recommend you select 'Block This Request' but don't select the 'Remember
My Answer' checkbox.

In all cases, clicking on the name of the application will open a properties window that can help you determine whether or
not to proceed:

iexplore.exe Properties

@ |aq:4:v1.- oy

Type of s Popheation

Cresscription Intemet Epionsr

Locaton: C:'\Program Flesinbemet Exploner inqioie goom it & tale apphiaton Yiou can salely alow He: teguest
Siza: E10 KB (625,152 bytns)
Sire on diske: 612 KB (525,688 bytms)

Craated: Tuesday, August 10, 2004, 10:00:00 AM

(=] alow this request Less Oplipns |
Mocfied: Today. Nowvember 19, 2007, &:28:07 FW - o

() Block this request
A : 19, 2007, 6:58:55 PM - —
Accagesd: Today, Novembar 19 2007, 6:58:56 () Trsk hie o a2 B =
Forbates:  [[Esadeori] [ Heden Agvanced... | 1% Remerber my arwer

= - : PP o )( ol ]

2. If you are sure that it is one of your everyday application, try to use the 'Treat This Application As' option as much as
possible. This will deploy a predefined firewall policy on the target application category. For example, you may choose to
apply the policy 'Web Browser' to the known and trusted applications 'Internet Explorer', 'FireFox' and 'Opera' . Each
predefined policy has been specifically designed by Comodo to optimize the security level of a certain type of application.
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() Allaw this request Less Options EI
() Block this requesk
(@) Treat this application as Outgaing Ol B

Dutgoing Only
Web Browsers
Ftp Clients =
Trusted Applications
Blocked Applications

[# Remember ry answer

@ How should T answer?

If you do not see the 'Treat this Application As' option, you should click 'More Options'. Remember to check the box
'Remember My Answer'.

3. If Comodo Firewall reports behavior consistent with that of malware in the security considerations section then you
should block the request AND click 'Remember My Answer' to make the setting permanent.

1.7.3 Answering Defense+ Alerts

Comodo Internet Security Pro generates a Defense+ Alert based on behavior of applications running in your system.
Following are the steps to be followed to answer a Defense+ alert:

1. As with Firewall Alerts, carefully read the 'Security Considerations' section. Comodo Firewall can recognize thousands
of safe applications. If the application is known to be safe - it is written directly in the security considerations section
along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot be recognized you will be
informed of this. If it is one of your everyday applications that you want to grant execution rights to then you should 'Allow
This Request'. If you don't recognize the application then we recommend you select 'Block This Request' but don't select
the 'Remember My Answer' checkbox.

If you don't recognize the application then we recommend you select 'Block This Request' but don't select the 'Remember
My Answer' checkbox.

2. Avoid using the 'Installer or Updater' policy if you are not installing an application. This is because treating an
application as an 'Installer or Updater' grants maximum possible privileges onto to an application - something that is not
required by most 'already installed' applications. If select 'Installer or Updater', you may consider using it temporarily with
'Remember My Answer' left unchecked.

3. Pay special attention to 'Device Driver Installation' and 'Physical Memory Access' alerts. Again, not many legitimate
applications would cause such an alert and this is usually a good indicator of malware/rootkit like behavior. Unless you
know for a fact that the application performing the activity is legitimate, then Comodo recommend blocking these
requests.
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;y C-0-M-0-D-0 | Defense+ Alert

SDTrestore.exe iz tiving o access the physical memory directly.

What would you like to do?

SCTrestare.exe

ecurity Considerations

SDTrestore.exe could not be recogmzed and it iz about to access
the physzical memory directly. Accessing the phyzsical memorn is not
a common operation for everpday applications. |t iz occasionally
used by swstem profiling zoftware. However most of the tme, thiz iz
exploited by malware. The conzequence of a malicious code abtaining
direct phyzsical memon access can be a complete system take over by
thiz malicious code.

u C-0-M-0-D-0O | Defense+ Alert

L,
zocks.exe iz trving to load the device driver drboot. zpz. What would

woui like to do??

=k

socks, exe dmbook, sws

ecurity Considerations

A device driver is a very special executable file that has very
high pnvileges compared to a normal executable. In general,
applications load drivers in arder to have access to power and priviliges
that drivers haz access to becausze they run at kernel level in pour
operating system. Malware do exploit divers and a driver exploted could
dizarm pour zecurity. IF you are confident that socks_exe iz not a
malware, vou can allow this request.

(@) allows this request
() Block this request

Less Opkions E'

() Treat this application as |Installer ot Updater

[C] Remember my answer

&

(@) Allows this request
() Block this request

Less opkions E'

() Treat this application as |Instal|er or Updater

[C] Remember rvy answer

&

OF,

@ How shiould T answer? [ ] [ Cancel

)

@ Howw shiould T answer? [ oK ] [ Cancel

)

Physical Memory Access Alert

Device Driver Installation Alert

4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been installing a new
program and do not recognize the application requesting the access, then a 'Protected Registry Key Alert' should be a

cause for concern.
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y C-0-M-0:D-0 | Defense+ Alert

jurnper. exe iz trving to modify a protected registry key. *hat would
you like ta da?

*

UmMper, exe

ecurity Considerations

juriper.eke could not be recogmized and it 1z about to modify
the protected registry key HELMASOFTWARE \Microsoft
YWindows NTA\CurrentYersion\Wwindows'Applnit_DLLs. You
must make sure jumper exe iz a zafe application before allowing thiz
request,

(@) Allow this request Less Cptions EI

| Black this request

() Treat this application as Installer or Updater B

[C] Remember my answer

@ Howw shiould T answer? [ QK ] [ Cancel ]

Protected Registry Key Alert

5. 'Protected File Alerts' usually occur when you try to download or copy files or when you update an already installed
application. Were you installing new software or trying to download an application from the Internet? If you are
downloading a file from the 'net, try to use the 'Allow without Remembering' option to cut down on the creation of
unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its subdirectories) then pay
special attention. The Windows directory is a favorite target of malware applications. If you are not installing any new
applications or updating Windows then make sure you recognize the application in question. If you don't then 'Block This
Request' without checking the 'Remember My Answer' box.

If an application is trying to create a new file with a random filename e.g. "hughbasd.dll" then it is probably a virus and
you should block it permanently by selecting 'Treat As' 'Isolated Application' (third down in the graphic below).

() Allow this request Less Oipkions EI
(I Block this request
(@) Treat this application as windows Installer Application B

Windaws Installer Application
Trusted Application
Isolated Application =

@ How should T answer? Isnl{ated %Ewser TTpllc‘?_thnr::m

[C] Remember my answer
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6. If Comodo Internet Security Pro reports a malware behavior in the security considerations section then you should
block the request permanently by also selecting the 'Remember My Answer' option. As this is probably a virus, you
should also submit the application in question to Comodo for analysis.

7. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not yet included
in the Comodo certified application database. If the security considerations section says “If xxx is one of your everyday
applications, you can allow this request”, you may allow the request permanently if you are sure it is not a virus. You may
report it to Comodo for further analysis and inclusion in the certified application database.

8. If Defense+ is in Clean PC Mode, you will probably be seeing the alerts for any new applications introduced to the
system - but not for the ones you have already installed. You may review the 'My Pending Files' section for your newly
installed applications and remove them from the list for them to be considered as clean.

9. Avoid using “Trusted Application” or “Windows System Application” policies for you email clients, web browsers, IM or
P2P applications. These applications do not need such powerful access rights.

10. In_'Paranoid Mode', 'Safe mode' and 'Clean PC' mode, Comodo Internet Security Pro will make it easy to install new
applications that you trust by offering you the opportunity to temporarily engage 'Installation Mode'. If you are installing a
new, unknown application.

Defense+ will alert you with a pop-up notification and, as you want to allow this application to continue installing, you
should select 'Treat this application as an Installer or Updater'. You will subsequently see the following:

" Switch to the Installation Mode?

| 2 4 Would you like to switch to the "Installation Mode” to make this policy fully effective?
\T/ If vou are not installing a new application or performing an update, you do not need to switch,

This will be followed by the following reminder:

Your Defense + Security Level is still in "Installation Mode™. Would you
like to switch back to your previous mode?

Closing this window in 23 seconds. ..

212 121 R E2RERY 1) 001

Why is this important? [ lEs ] [ fia ]
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2 Antivirus Tasks Overview

The Antivirus Task Center allows you to quickly and easily configure all aspects of the Antivirus component of Comodo
Internet Security Pro (hereafter known simply as ‘Comodo Antivirus’.)

Comodo Antivirus leverages multiple technologies, including Real-time/On-Access Scanning, On Demand Scanning and
a fully featured Scan Scheduler to immediately start removing suspicious files from your system. The application also
allows users to create custom scan profiles which can be re-used across all scan types and features full event logging,
quarantine and file submission facilities. Comodo Antivirus detects and removes threats that are present on your machine
and forms an additional layer of security on top of the threat prevention offered by the Firewall and Defense+
components. In order to maintain maximum security levels, Comodo advises you to run regular Antivirus scans.

The Antivirus tasks center can be accessed at all times by clicking on the Antivirus Shield button. (second button from the
top left).

Common Tasks

The ‘Common Tasks’ area provides easy access to all Comodo Antivirus settings.
Click the links below to see detailed explanations of each area in this section.
e RunaScan
e Update Virus Database
¢ Quarantined ltems
« View Antivirus Events
= Scheduled Scans
» Scan Profiles

e Scanner Settings
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0DO Internet Security

) C-0-M-0-D-0 & Cy O o

H SUMMARY ANTIYIRUS FIREWALL DEFEMSE + MISCELLAMEDUS
Internet Security

Antivirus Tasks Run a Scan @ Scheduled Scans

This section allows vou scan vour hard drive Faor This section allows wou to modify the scheduled
= malware, viruses and spyware, virus scanning settings in order to have vour PC
Commnon Tasks periodically scanned.

Update ¥irus Database Scan Profiles

This section allows you to check For the latest virus Use this section ko add/remove new scanning
database and download the updates if any. profiles which are used by the wirus scannet to

determine the objects ko be scanned,
@ Quarantined Items
&
El 3

Er..',, Scanner Settings

;
IJse this section to see and manage the threats This section allows wou to change the advanced
quarantined by the wirus scanner, settings that affects how the virus scanner works,
¥iew Antivirus Events
This section allows vou to view a record of the
events, alerts and actions taken by the virus
sCannet,

l? |.ﬁ.II systems are active and running. A

2.1 Run a Scan

When you want to check a disk or folder for possible infection from viruses and malware, you can launch an On-Demand
Scan using the Run a Scan option. This executes an instant virus scan on the selected item. You can also check a wide
range of removable storage devices such as CD's, DVD's, external hard-drives, USB connected drives, digital cameras -
even your iPod!!

You have two options available when you choose to run an On-Demand Scan:
1. Scan a preselected area;
2. Define a custom scan of the areas you choose, by creating a Scan Profile; or
3. Context Sensitive Scan.

Scanning Preselected Areas

Comodo Antivirus has two pre-defined scan profiles to run On-Demand Scan on preselected areas on your system. They
are:

« My Computer - When this Profile is selected, Comodo Antivirus scans every local drive, folder and file on your
system.

» Critical Areas - When this profile is selected, Comodo Antivirus scans the Program Files Folder and WINDOWS
Folder of the Operating System of your computer.
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Custom Scan

You can run the virus scan on selected disks or folders by setting the scan profiles beforehand. For more details on Scan
profiles, refer Anitvirus Tasks > Common Tasks > Scan Profiles. You can also Create a Scan Profile from the Run a
Scan option.

Comodo Antivirus also scans the archive files such as .ZIP, .RAR, and so on, on running an on-demand scanning.
To start an On-Demand scanning
» Click Run a Scan in the main Antivirus Task Manager Screen.

The Run a Scan panel appears.

ﬂ Run a Scan

.
Flease select an item ko launch a scan:

Profile Mame |

My Compuker

Critical Areas

My Documenks
Saved Data
Personal Data

., -

@ wehat do these setkings do? [Create Mew Scan ] [ Scan ]

From the Run a Scan panel you can

e Run a scan one of the items listed in the panel

« Add a new item to scan by creating a new scan profile

+ Save the Scan results as text file

« Move any threats identified by the scan into quarantine

» Delete any infected files, folders or application

» Exclude an application you consider as safe from the threat list.
To scan your system for viruses and malware

1. Click Run a Scan in the Antivirus screen.
2. Select a Scan Profile name and click Scan.
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Comodo Antivirus starts to scan the item you selected, based on the scan profile you have selected. On completion of
scanning, the scanning completion window is displayed.

3. Click Results to view the Scan Results window. If malicious executables are discovered on your system, the
scan results window displays the number of objects scanned and the number of threats (Viruses, Malware and so
on).

"sy COMODO Antivirus - Scan Results

[ All? |Location !Threat Marne !
~ S C:PWINDOWS)system3 2 abofang.di Application. win3z. Adware, BHO, CR@ 133179
~ @ CWINDOWShsystem3Z| aGTIAPT. di Application. Win32. Adware, W3iearch@100771
=i 'ﬁ‘c: WINDOW Shsystem32 ahbornd . dll Application. win32. Adware \iearch@l 14441
= ‘ﬁ’c:'l,Documents and Settingst&dministratoriDesktopidownloadlazb79.dll Application. win32. Adware \Wiearch@100771
= ‘ﬁc:'l,Documents and SettingsAdministratoriApplication Datal 1254652079, dll Application, win32, Adware Waearch@100771

@ wehat do these settings do? [ Save ] [ Quarantine ] [ Remove ] [ Ignore ]
A

To save the Scan Results as a Text File

« Click Save and enter the location in the Save As dialog box.
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OMODO Antivirus - Scan Results

[ Al? |Location | Threak Name |
I~ ﬁ’C:'I,WINDOW are.BHO.CF‘@lSSl??
= P gy Save As e == wisearch@tooTTL
| W TIDC > E S higrl 1941
F LS Savein | @ Deskiop ¢ ] ? = - areAEAHE
= @' C:\Document ! are.Wiearch@1 00771
= @' C\Documenty = LMy Dacuments are WSearch@100771
L 9 My Comnpuker
My Recent MMy Metwark Places
D ocurnents I3 download
; [CIFP_Check
[Zl /d
Desktop
My Documents
by Compuiter
File: name: | E] Save
g Save as ype: | Teut Files(" =)
by Metwork
@ ‘what do these settings do? [ Save ] [ Quarantine ] [ Remove ] [ Ignore ]
FA

To move selected executables detected with threats to Quarantined Items
< Select the application from the results, click Quarantine and click Yes in the dialog box.

The selected application is moved to the Quarantined items. For more details on quarantined applications, refer Antivirus
Tasks > Common Tasks > Quarantined ltems.

& COMODO Antivirus - Scan Results

[ &ll? | Location iThreat Marne |
I~ ‘i’c:'I,WINDOWS'I,systemSZ'l,aboFang.dII Application.Win3z . Adware BHO.CF@133179
~ 'i’C:'I,WINDOWS'I,systemSZ'l,aGTIAP‘I.dII Application.Win32 . Adware. W3earch@ 100771
™ S CHINDOW S system 32| ahbemd. di Application. Win32 . Adware Wiearch@114441
~ 'ﬁ’c:'l,Documents and Settings ! AdministratoriDesktopidownloadyazb79.dl Application. \Win32, Adware MWSearch@ 100771
™~ ‘ﬂ’c:'l,Documents and Settings ! Administrator Application Datal12546%azb79.dll Application. \Win32, Adware MWSearch@ 100771

(COMODO Internet Security

\ ? ) Are you sure to quarantine the selected items?

s w ]

@What do these settings do? [ Save ] [Quarantine] [ Remove ] [ Ignore ]
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To delete an application detected with a threat

+ Select the application from the results, click Remove and click Yes in the dialog box.

& COMODO Antivirus - Scan Results

[ All? |Lacation | Threat Name
I 'ﬁ‘C:'I,WINDOWS'l,systemSE'l,abofang.dII Application. \Win32. Adware, BHO CF@1 33179
1~ ‘ﬁ"C:'I,WINDOWS'l,systemSZ'l,aGTIAPI.dII Application, Win32, Adware, WSearch@ 100771
= S CHINDONWYS| system32 ahbemd, di Application, Win3z2. Adware, Waearch@1 14441
] @ C:\Documents and Settings) Administrator|Deskkop)downloadazb 7. di Application, Win3z2 . Adware. Wiearch@100771
= ‘ﬂ‘c:'l,Documents and Settings) AdministratoriApplication Datall25464a2b79.dl Application, \Win32, Adware, WSearch@ 100771

(COMODO Internet Security

\ ? ) Are wou sure bo delete the selecked items From wour computer?

r—| -

ewhat do these settings do? [ Save ] [ Quarantine ] [ Remove ] [ Ignore ]

To exclude an application/ file you consider as safe, from the threat list
Select the application from the results, click Ignore and click Yes in the dialog box.

The selected application is moved to Exclusions list. For more details on Exclusions, refer Antivirus Tasks > Common
Tasks > Scanner Settings > Exclusions.
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OMODO Antivirus - Scan Results

[ All? | Location | Threak Name |
i ‘ﬁ’ CHWINDOWSsystemn32) abofang. dil Application.Win32. Adware. BHO .CF@lSSi?Q
& ‘i‘ CWINDCW S system32,aGTIART. I Application. Win3z. Adware, Wiearch@100771
= i C:\WINDOWS | system32|ahbemd. di Application . Wwin32, Adware, Wiearch@1 14441
~ ‘i’c:'l,Documents and Settings AdministratariDesktopldownloadhazb 79, dll Application. \Win32, Adware. WSearch@10077 1
™ 'ﬁC:'l,Documents and Settings AdministratariApplication Dakal 12546, a2b79.dll Application, \Win32, Adware, Waearch@1 00771

[ COMODO Internet Security

| : Are you sure to ignore the selected items permanently?

) )

ewhat do these settings do? [ Save ] [Quarantine] [ Remove ] [ Ignore ]
A

Creating a Scan profile

Scan Profiles are the user-defined profiles containing specific areas on your system that you wish to scan and can be re-
used for all future scans.
To create a new scan profile

1. Click Create New Scan in the Run a Scan interface.

A configuration screen appears.
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PE Scan Profile

Marne:
Lisk aof items ko be scanned:
Path
There are nao ikems ko show,
[ Add... ] [ Remove ]
@ what do these settings do? [ Apply ] [ Cancel ]
P

Type a name for the scan profile to be created in the Name box.
3. Click Add.

A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan profile
is selected.
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ﬂ Please drag and drop your selection in the Selected items section

~Existing ikems - ~Selected ikems -

" Control Panel :] :\Pragram Files)
-8 My Sharing Folders

A

Fl-|7) Documents and Settings
Program Files
H- ) RECYCLER
H- 1 Swskem Yalume Informat 3
-7 WINDOWS

~[F] AUTOEXEC
----- ~ boat

----- COMFI
,:-—ﬁfl 0

) MSDOS
----- = NTDETECT

<5 ntldr

;ﬂ sqrndatann, sqrm

- sqmdatanl.sqm -]
A i l [»]

. - " -

What do these settings do? Apply Cancel
o

4. Select the locations from the left column, drag and drop to the right column or select the locations and click right
arrow to move selected folders to right column.

5. Click Apply.
6. Repeat the process to create more Scan Profiles.

Note: You can also create new Scan Profiles by accessing Scan Profiles in the Antivirus Screen.

Context Sensitive Scan

You can right click any item i.e. a drive, folder or a file in Windows Explorer and select Scan with Comodo Antivirus to
perform a virus scan selectively on the item. This is useful when you suspect a particular item might contain virus due to
newly downloaded or copied folder/file.
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£ My Computer,

File  Edit  Yiew Faworites Tools  Help

cBack - \_) LI pSaarch [{ Faolders -

a My Computer

Hard Disk Drives
System Tasks

Wigw syskem information E_"@ Local Disk (C:)
ia Add or remove programs

[ chanae a setting
Devices with Removable Storage

Other Places £
— 314 Floppy (6]
W My Metwork Places '

My Documents
E} Control Panel Other

R,

Details 1/% Iy Sharing Folders

New Yolume (D:)
Local Disk,

File System: NTFS
Free Space: 22.1 GB
Total Size: 22,6 GE

Search,..
Open
Explore

& Scan with Comodo Antivirus

Sharing and Security. ..

Format. ..

Copy
Paste

Create Shortouk
Rename

Properties

Comodo Antivirus scans only the selected only the selected item and provides the scan results.
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2.2 Update Virus Database

In order to guarantee the relevance of your antivirus software, it is imperative that your virus databases are updated as
regularly as possible.

Our anti-virus database is maintained and updated around the clock by a team of dedicated technicians, providing you
with the solutions to the latest virus outbreaks. Updates can be downloaded to your system manually or automatically
from Comodo's update servers.

To manually check for the latest virus Database and then download the updates
+ Click on the Update Virus Database from the main Antivirus Task Manager Screen.
Note: You must be connected to Internet to download the updates.

A dialog box appears, showing you the progress of update process.

o

'Virus Database Update [5%)

Please wait while the wirus database is being updated.
This might take a few minukes. ..

Cownloading the updates:

|I'JI'JIH

On completion, your virus database is made up to date.

@ The wirus signature database is up-to-date,

Close

When infected or possibly infected files are found, if the anti-virus database has been not updated for a critically long
time, or your computer has not been scanned for a long time, the main window of Comodo Antivirus will recommend a
course of action and give a supporting explanation. We have customized our application to achieve optimal performance
based on the extensive expertise of Comodo in the anti-virus protection business.

Automatic Updates

Comodo AntiVirus checks for latest virus database updates from Comodo website and downloads the updates
automatically. You can configure Comodo Antivirus to download updates automatically in the Scanner Settings for Real
Time Scanning (On-Access Scanning) and Scheduled Scanning. Refer Real Time Scanning Settings and Scheduled

Scanning Settings.
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2.3 Quarantined ltems

When a virus alert appears, you have the option to quarantine that item. Items that are placed in quarantine cannot be
executed and cannot access any other file or process on your computer. This isolation prevents infected files from
affecting the rest of your PC. If you later discover the file is safe then you can restore it at any point.

For adding executables to Quarantined items, refer Antivirus Tasks > Common Tasks > Run a Scan . You can also:
« Manually add applications, executables or other files, that you do not trust, as a Quarantined item;
» Delete a selected quarantined item from the system;
* Restore a quarantined item;
» Delete all quarantined items.
To view the list of Quarantined Items

« Click Quarantined Items from the main Antivirus Task Manager Screen.

i ¥ Quarantined [tems

Item |Location | Diate/Time | Sdd
Application, Win32, Adware.F. .. EC:'I,DDcuments and Setkin, .. 23 Ock 08 02:50 {
ApplicUnsaf \Win3z2 . Demale. .. BC:'I,DOCLIMENI'I,ADMININ. 23 Ock 03 02:51
UserTkem EC:'I,DDcuments and Setkin... 23 Oct 08 02:51 Restare

Delete

ik

lear

.. -

@ What do these setkings do? [ Refresh

s
P

Close ]

Column Descriptions:

Item - Indicates which application or process propagated the event;
Location - Indicates the location where the application or the file is stored;
Date/Time - Indicates date and time, when the item is moved to quarantine.
Manually adding files as Quarantined Items

If you have a file, folder or drive that you suspect may contain a virus and not been detected by the scanner, then you
have the option to isolate that item in quarantine.

To manually add a Quarantined Item

« Click Add and select the file from Open dialog box.
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To delete a quarantined item from the system
+ Select the item and Click Delete.

This will delete the file from the system permanently.

To restore a quarantined item to its original location
« Select the item and click Restore.

If the restored item does not contain a malware, it will operate as usual. But if it contains a malware, it will be detected as
a threat immediately, if the Real Time Scanning is enabled or during the next scan.

To remove all the quarantined items permanently
« Click Clear.
This will delete all the quarantined items from the system permanently.

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.

Comodo Internet Security Pro — User Guide 59




C:0-M-0-D-0

Creating

2.4 View Antivirus Events

Comodo Antivirus documents the results of all actions performed by it in extensive but easy to understand reports. A
detailed scan report contains statistics of all scanned objects, settings used for each task and the history of actions
performed on each individual file. Reports are also generated during real-time protection, and after updating the anti-virus
database and application modules.

To view a log of Antivirus Events

« Click View Antivirus Events from the main Antivirus Task Manager Screen.

f &4 Anti-Virus Events

Location Malware Mame Action | Date |Status |
BC:'I,WINDOWS'I,S';;Stem32'l,samdump.dII applicUnsaf \Win3z . PS. .. Deteck 172008 7;.., Success
BC:'I,WINDDWS'I,S';;StemSE'l,samdump.-:III ApplicUnsaf Win3z.PS. .. Remove Q172008 7., Success
BC:'I,DDcuments and Settings\Adminis... Application,Wwin3z. Ad,,, Detect Q172008 7., Success
BC:'I,DDcuments and Settings\Adminis. .. Application.Wwin3z. Ad... Femove Qf17I2008 7:... Success
BC:\,DDcuments and SettingstAdminis. .. Application.Win3z.ad... Remove 9172008 7:... Success
EC:\,DDcuments and Settings\Adminis... Application.Win3z.Ad.., Detect Q72008 7:... Success
EC:\,DDcuments and Settings\Adminis... Application.Win3z.Ad.., Detect Q72008 7:... Success
BC:'I,DDcuments and Setkings\Adrinis. .. Application,Win3z.Ad... Remove Q172008 7:... Success
@ What do these setkings dov [ R efresh ] [ Mare... ] [ Cloze ]
A

Column Descriptions

Location - Indicates the location where the application detected with a threat is stored;
Malware Name - Gives the name of the Malware;

Action - Indicates action taken against the malware through Antivirus;

Date - Indicates the date of the event;

5. Status - Gives the status of the action taken.

Ao N-~

Click 'More ..." to load the full, Comodo Internet Security Pro Log Viewer module.

Log Viewer Module
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7 COMODO =
| Ele  Fiter
-3 Firewall Logs Lacatian Malwarehame fAction  Date  Skatus
E‘ 1 Defense+ Logs &' C\Documents and Settings\administratoriLo..,  Application. Win32....  Detect  9/17/.. Success
S T':'.da‘"' &' C\Documents and Settings\administratoriLo..,  Application. Win3z....  Remove  9/17.. Success
[ T:?S Weekh &' C\Documents and Settings\administratoriLo..,  Application.Win32....  Detect  9/17/.. Success
'E.E ;Hli:h:,t &' C\Documents and Settings\administratoriLo..,  Application. Win32....  Remove  9/17.. Success
ok e Times >
E{ﬂ Ativirus Logs &' C\Documents and Settings\administratoriLo..,  Application.Win32,...  Detect  9/17/.. Success
Taday 9 &' C\Documents and Settings\administratoriLo..,  Application. Win3z....  Remove  9/17.. Success
4§ This Week S COWINDOYYS sy stem3z ) samdurnp, dil ApplicUnsaf \Win3z.,,, Detect  9/17/... Success
-85 This Manth S COWINDOYY S system3z ) samdurnp, dil ApplicUnsaf \Win3z.... FRemove 9/17/... Success
~ K Al The Times
<] Il 2]
MReady |antivirus All The Times Logs Filtered bey: /ﬁm

This window contains a full history of logged events of Firewall, Defense+ and Antivirus modules. It also allows you to
build custom log files based on specific filters and to export log files for archiving or troubleshooting purposes.

The Log Viewer Module is divided into two sections. The left hand panel displays a set of handy, pre-defined time Filters
for Firewall, Defense+ and Antivirus event log files. The right hand side panel displays the actual events that were logged
for the time period you selected in the left hand side panel (or the events that correspond to the filtering criteria you
selected).

Filtering Log Files
Comodo Internet Security Pro allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:

Clicking on any of the preset filters in the left hand panel will alter the display in the right hand panel in the
following ways:

Today - Displays all logged events for today.
This Week - Displays all logged events during the past 7 days.
This Month - Displays all logged events during the past 30 days.

All the Times - Displays every event logged since Comodo Internet Security Pro was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Defense+ Logs for 'Today' are displayed.
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File  Filter

_ﬁﬂ Firewall Logs

application

[i CHWINDOW S explorer . exe

E‘C:\Prngram FilesiCOMODOACOMODO Inkernet Security, .,

BC:'I,Dncuments and SettingsiAdministrator\DeskioplakL. ..
BC:'I,Dncuments and SettingsiAdministrator\DeskioplakL. ..
BC:'I,Dncuments and SettingstAdministrakoriDeskiopl okl .
BC:'I,Dncuments and SettingstAdministrakorDeskiopl okl .
BC:'I,Dncuments and SettingstAdministrakorDeskiopl okl .
BC:\,Documents and SettingstAdministrakorDeskbopl kL. ..

i
i
i

«\l"‘ This Wweek
_ L This Month
~Hg Al The Times

|«

BC:\,Ducuments and ettingstAdministrakorDeskboptAkL. .

C\Documents and Settings ) Administrator Deskioplakl. ..
C:\Documents and Settings Administrator DeskiophCoa. .
Ci\Docurments and SettingsiAdministratoriDeskioplCoa. ..

1]

Inskall Hook,

Direct Kevboard Access
Access COM Interface
DMS/RPC Client Access

Action Targek
Safe Mode

ﬂ CiiDocumments and Se

Changes Defense+ ...
Create Process

Direct Maonitar Access
Direct Kevboard Access
Direct Keyboard Access
Direct Keyboard Access
Direct Keyboard Access
Direct Kevboard Access
3 CiiDocurnents and Se

\RPC Contralintsves
\RPC ControliDMSResoly

]

|Ready

|Defense+ Today Logs

Filtared by

4

Note: The type of events logged by the Antivirus, Firewall and Defense+ modules of Comodo Internet Security Pro differ
from each other. This means that the information and the columns displayed in the right hand side panel changes
depending on which type of log you have selected in the left hand side panel. For more details on the data shown in the
columns, see View Firewall Events or View Defense+ Events.

User Defined Filters:

Having chosen a preset time filter from the left hand panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table
below provides a summary of available filters and their meanings:

Antivirus Filters

Firewall Filters

Defense+ Filters

Date — Displays only the events logged
between the two user defined dates.

Date — Displays only the events logged
between the two user defined dates

Date — Displays only the events logged
between the two user defined dates

Location - Displays only the events
logged from a specific location.

Application Name — Displays only the
events propagated by a specific
application.

Application Name — Displays only the
events propagated by a specific
application.

Malware Name - Displays only the
events logged corresponding to a
specific malware.

Protocol — Displays only the events
that involved a specific protocol.

Target Name — Displays only the
events that involved a specified target
application.

Action - Displays events according to

Source IP address — Displays only the

Action— Displays events according to
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the response (or action taken) by the
Antivirus.

events that originated from a specific IP
address.

the response (or action taken) by the
Defense+.

Status - Displays the events according
to the status after the action taken.

Source Port — Displays only the events
that originated from a specific port
number.

Destination IP address - Displays only
the events with a specific target IP
address.

Destination Port - Displays only the
events with a specific target port
number.

Action — Displays events according to
the response (or action taken) by the
firewall.

You can access the user defined filters in two ways

i. Filter Menu:

Click Filter.

Move the cursor to Filter By.

PN~

Select anyone of the filter options.

Comodo Internet Security Pro — User Guide

Move the cursor on anyone of Firewall Logs, Defense+ Logs and Antivirus Logs.

63




C:0-M-0-D-0

Creating

COMODO Internet Security - Log Viewer
| Eile | Fiter
Firewall Logs b Location
Defense+ Logs  » " Ci\Documents and Setbings\AdministratoriDe. .
Artivirus Logs ¥ Biave Elrent Bt ingstAdrinistratoriDe, .
e ingst AdministrakoriDe. .
Export ToHTML.: inns) Adminiskraknri De. .
; Eilter By r Date...
Lol Al The Times =3
%’C:'I,Du:ucuments and 5el Locakion

& CiDocuments and Sel
&' CiDocuments and Sel
&' CiDocuments and Sel
‘ﬁ.‘JC:'I,DDcuments and Sel

Malware Marme
Action

Skakus

MalwateMarne
Teststring.Eicar@z11530
Teststring.Eicar@211530
Teststring.Eicar@z11530
Teststring.Eicar@z11530
[eststring.Eicar@z1 1830
[eststring. Eicar@z11530
[eststring. Eicar@z11530
[eststring. Eicar@z11530
[eststring. Eicar@z11530

[eststring. Eicar@z11530

ii. Context Sensitive Menu:

< Right click on any event to specify the additional filters corresponding to the respective log chosen. (Antivirus,

Firewall and Defense+)
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wc:'l,DDELImEI‘ItS and SettingshAdministratoriDe. ..
WC:'I,DDcuments and Settingsh AdminiskratoriDe. ..
&' Ci\Documents and Settings' AdministratoriDe. .
wc:'l,DDcuments and Settingsh AdministratoriDe. ..
‘ﬂ"c:'l,Dncuments and SettingshAdminiskratoriDe. ..
"ﬁ.)C:'I,DDcuments and SettingstAdminiskratoriDe. ..
wc:'l,Dncuments and Settingst AdministratoriDe. ..
wc:'l,DDcuments and Settingsh AdministratoriDe. ..
wc:'l,Dcu:uments and Settingsh AdminiskratoriDe. ..
"HJC:'I,DDcuments and Settingsh AdminiskratoriDe. ..
@' C\Documents and Settings' AdministratoriDe. ..
&' C\Documents and Settings' AdministratoriDe. ..
&' Ci\Documents and Settings' AdministratoriDe. ..

Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring, Eicar@z1 1330
Teskstring, Eicar@z11330
Teskstring, Eicar@z11330
Teskstring,Eicar@z11330
Teskstring,Eicar@z11330
Teskstring.Eicar@z1 1330
Teskstring.Eicar@z11330
Teskstring.Eicar@z1 1330
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% COMODO og =
| File  Fiter
El- Firewall Logs Application Action Frot...  Source IP SOurce
' éc:'l,F‘rcu;ram Files\Internet Exploreriisxplore.... &) alowed TCP 192,168,200,155 1107
QC:'I,F‘rcu;ram Files\Internet Exploreriisxplore.... & alowed TCP 192,168,200,155 1109
ﬁc:'l,Prcu;ram Files\Internet Exploreriiexplore. ... & alowed TCP 192,168.200,155 1110
#C:'I,Prcu;ram Files\Internet Exploreriiexplare, ... @ Allowed TCP 192,168.200,155 1114
DeFense+ Logs ; . )
EI% Artivirus Logs ﬁc:lProgram F!Ies'l,Internet Explu:urer'l,!explnre. - @ Allowed TCP 192,168,200, 155 1115
#C:'I,Prcu;ram FilestInternet Explorertiexplore, ... @ Allowed TCP 192,168,200, 155 1117
S#CProgram Files\Mozilla Thumd -+ - 4= —— P 0.0.0.0 1119
€9 C:\Program Files\Mazilla Thund 270 Current Fiker cp 0.0.0.0 1126
Q C:iProgram FilesiMozilla Thund Expork To HTML. .. P 0.0.0.0 1126
Q C:\Program Files'fMozilla Thund Filter By » Date... 1128
Q C:\Program Filestfozilla Thund Refresh Application Name. . 1130
Q CiiProgram FilesiMozilla Thunderowoyormare—sy—smowea—— 1131
C:\Documents and SettingstAdministratoriDe. .. 8 Blocked Fratacal... 1132
BC.'I,Dncuments and SettingstAdministratoriDe. .. (8 Blocked Source 4 1160
BWindnws Operating Svskem ) Blocked Destination 4 53
Ackian. ..
| <] im |
MReady |Firewall &l The Times Logs [Filtared by Am

After selecting the filter type, type the required dates, name, location and so on, in the respective fields in the pop-up and
click Apply.

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files using Log
Viewer interface - using the context sensitive menu and via the 'File' menu option. After making your choice, you will be
asked to specify a name for the exported HTML file and the location you wish to save to.

(i) File Menu

1. Click File Menu.
2. Move cursor to Export to HTML
3. Click on anyone of Firewall Logs, Defense+ logs, Antivirus Logs and All, as required.

» Firewall Logs - Exports the Firewall log that is currently being displayed in the right hand side panel.

« Defense+ Logs - Exports the Defense+ log that is currently being displayed in the right hand side panel.
< Antivirus Logs - Exports Antivirus log that is currently being displayed in the right hand side panel.

« All - Exports ALL logs for ALL TIME for Firewall, Defense+ and Antivirus logs as a single HTML file.

4. Select the location where the log has to be stored in the Save Firewall Log as window and click Save.

Comodo Internet Security Pro — User Guide 65




C:0-M-0-D-0

Creating

¥ COMODO Internet Se op Viewe =
| File  Filter
| Export o HTML  » Firewall Lags Action Prot...  Source IP Source
Clear 3 Defense+ Logs m FilesiInternet Exploreriiexplare.... @ Allowed TCP 192,168,200.155 1107
" N £
Open. . Antivirus Logs ri FilesiInternet Exploreriiexplore.... g Allowed TCP 192,1658,200,155 1109
Exit i rn Files\Internet Exploreriiexplore.... & allowed TCF 192,168,200.155 1110
Ber T A rn Files\Internet Exploreriisxplore.... & Allowed TCP 192, 168,200,155 1114
+- cfense+ Logs
El% Antivirus Lo sg QC:'I,Prngram FilesiInternet Exploreriisxplore.... & Allowed TCF 192,168,200.155 1115
I Today g éc:'l,Program FilesiInternet Exploreriisxplore.... & Allowed TCF 192,168,200.155 1117
:ﬁg This Week ﬁ%éc:lpmgram FilesiMozila Thunderbirdithunde. .. 7 Asked TCF 0.0.0.0 1119
:l"gi This Manth QC:\,Prugram Files\Mozilla Thunderbirdithunde. .. @ Asked TCP 0.0.0.0 1126
..... §2] all The Times QC:\,Prugram FilesiMozilla Thunderbirdithunde. .. @ Allowed TCP 0.0.0.0 1126
QC:'I,Program Files\Mozilla Thunderbirdithunde. .. @ Asked TCP 0.0.0.0 1123
QC:'I,Prngram FilesiMozilla Thunderbirdithunde. .. @ fisked TCP 192, 168,200,155 1130
QC:'I,Prngram FilesiMozilla Thunderbirdithunde. .. @ Allowed TCP 192, 168,200,155 1131
EC:'I,Dncuments and SettingstAdministratoriDe, . @ Blocked []nls 192,1658,200,155 1132
EC:'I,Dncuments and Settings\AdministratoriDe. .. @ Blocked TCF 192,168,200.155 1160
] windows Operating System @) Blocked  LDP 192.168,200.202 53
<] l D
|Expart Fireweall Logs to HTML |Fireweall &ll The Times Logs |Filtered by: ém

(ii) Context Sensitive Menu - Right click in the log display window to export the currently displayed log file to
HTML.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export To
HTML' from the context sensitive menu. Again, you will be asked to provide a filename and save location for the
file.

2.5 Scheduled Scans

Comodo Antivirus features a highly customizable scheduler that lets you timetable scans according to your preferences.
Comodo Antivirus automatically starts scanning the entire system or the disks or folders contained in the profile selected
for that scan.

You can add an unlimited number of scheduled scans to run at a time that suits your preference. A scheduled scan may
contain any profile of your choice.

You can choose to run scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also choose
which specific files, folders or drives are included in that scan.

Perhaps you wish to check your entire system first thing in the morning; maybe you prefer the middle of the night!!
Comodo Antivirus gives you the power to choose, allowing you to get on with more important matters with complete
peace of mind.

From the Scheduled Scans panel, you can Set a new scheduled scan; Edit a pre-scheduled scan; and Cancel a pre-
scheduled scan.
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To set a Scheduled Scan

1. Click on Scheduled Scans in the main Antivirus Task Manager Screen.

The Scheduled Scans setting panel opens.

PE Scheduled Scans = | .-

-

schedule Mame |

add...
Full Computer Scan

My docurments
Saved Data —

"

@ what do these settings do?

[ Apply ][ Cancel ]

2. Click Add.

A Scan Schedule panel opens.
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U Scan Schedule

Marne:

I Personal Data

Prafile:

|F‘ersu:una| Daka B

Days of the weel:
[ Monday

[C] Tuesday

[[] Wednesdaw
[ Thursday

[C] Friday

[[] saturday

[[] sunday

Skart Lirne:

| apply || camcel |

-

3. Type a name for the newly scheduled scan in the Name box.

4. Select a scanning profile from the list of preset scanning profiles by clicking at the drop-down arrow, in the Profile
box. (For more details on creating a custom Scan Profile that can be selected in a scheduled scan, see Antivirus
Tasks > Common Tasks > Scan Profiles)

5. Select the days of the week you wish to schedule the scanning from Days of the Week check boxes.
6. Set the starting time for the scan in the selected days in the Start time drop-down boxes.
7. Click Apply.
- Repeat the process to schedule other scans with other predefined scan profiles.
To Edit a Scheduled Scan

1. Click Edit in the Scheduled Scans setting panel.
2. Edit the necessary fields in the Scan Schedule panel.
3. Click Apply.

To cancel a pre-scheduled scan

1. Select the Scan Schedule you wish to cancel in the Scheduled Scans settings panel
2. Click Remove.
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2.6 Scan Profiles

Creating a Scan Profile allows you to instruct Comodo Antivirus scan selected areas, folders or selected drives
of your system.

You can create custom scan profiles, to define selected disks or folders to be scanned and the created scan profile can
be re-used for any desired scan event i.e. Run a Scan (On-Demand Scanning) and Scheduled Scans. You can create as
many number of custom scan profiles as you wish according to the usage of your system. A Scan Profile allows you to
scan only a selected area of your storage, saving time and resources.

« New scan profiles can be created by clicking the ‘Create New Scan’ button in the ‘Run a Scan’ panel or by
clicking the ‘Add button’ in the ‘Scan Profiles’ area.
« New scan profiles can then be referenced when creating a new 'Scheduled Scan' and as the target of an on-
demand scan in the 'Run a scan' area.
To create a new scan profile from Scan Profiles option

1. Click Scan Profiles from the main Antivirus Tasks Manager Screen.

PU Scan Profile

Mame:
Lisk af ikems ko be scanned:
Path
There are no ikems ko show,
[ Add... ] [ REmove ]
@ What do these sektings do? [ apply ] [ Cancel ]
4

2. Type a name for the scan profile to be created in the Name box and click Add.
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E Scan Profile

-

Marmne;

l@mgram Files Folder )

Lisk aof items ko be scanned: \

Path

Thertsare nao ikems ko show,

"

Remove ]

-

@ what do these settings do?

] [ Cancel

)

A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan profile
is selected. The left column displays all possible items (drives, folders and files) on your system for which scanning is

available.

3. Browse to the folder location in the left column and select the folder. (‘C:\Program Files' in this example)

4. Drag and drop all the files, folders and/or drives you require, into the right hand panel.
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ﬂ Please drag and drop your selection in the Selected items section

~Existing ikems - ~Selected ikems -

" Control Panel :] :\Pragram Files)
-8 My Sharing Folders

A
Fl-|7) Documents and Settings
Program Files
H- ) RECYCLER
H- 1 Swskem Yalume Informat 3
-7 WINDOWS T

~[F] AUTOEXEC
----- ~ boat

----- = CONFIG
,:-—ﬁfl 0

) M3DOS

----- :I NTDETECT

<5 ntldr

- % sqmdatatn.sqm

- sqmdatanl.sqm L]

EI— D

-

.

What do these settings do? Apply Cancel
o

5. Click Apply.
6. Repeat the process to create more Scan Profiles.

You can see that the Scan Profile you have created, appearing as a target profile in the Run a Scan panel.....

& Run a Scan =]
[ Please select an item to launch a scan: ]
Profile Mame |

My Compukter
Critical Areas
My Documenks
Saved Data
Personal
,<’m
e — I
@ what do these settings do? [Create Mew Scan ] [ Scan ]/
4
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..... it will also be available for selection during a scheduled scan in the drop-down.

& Scheduled Scans Pﬂ Scan Schedule =] = | |

'y i~ o

Schedule Mame . | add...

I program Files scan

Full Computer Scan

My documents Profile: -

Saved Data | B Remove

Critical Areas
My Cormputer
My Documents
Personal Data

can Program Files Folder
[# Thursday
[#] Friday
[¥] Saturday
[# sunday

Skart Lirme:

@What do these settings doj [ Apphy ] [ Cancel ] apply ] [ Cancel ]
P

- -

Comodo Internet Security Pro — User Guide 72




C:0-M-0-D-0

Creating

2.7 Scanner Settings - Overview

The Settings configuration panel allows you to customize various options related to Real Time Scanning (On-Access
Scanning), Manual Scanning, Scheduled Scanning and exclusions (a list containing the files you considered safe and
ignored the alert during a virus scan).

- The settings made for each type of the scan will apply to all future scans of that type.
» Allitems listed and all items added to the ‘Exclusions’ list will be excluded from all future scans of all types.
To open Virus Scanner Settings panel

« Click on Scanner Settings in the main Antivirus Tasks Management Screen.

'I-U Virus Scanner Settings

Real Time Scanning | Manual Scanning || Scheduled Scanning " Exclusions

AReal Time Scanning

I %  Enabled - Real kime scanner is enabled
- Everything is scanned on-access
- Threats are going ko be detected before they can do any harm

Disabled

Detection

[# 5can memary on skart
[[] Aukomatically quaranting threats found during scanning
[¥] Automatically update wirus database before scanning

[¥] Show alerts/natification messages

Do niok scan files larger than I 20 ME
Stop scanning i it takes more than I &0 seconds
Keep an alert on the screen For 120 seconds
@ What do these settings do? [ Apphy ] [ Cancel ]

e
B

The options that can be configured using the settings panel are

Real Time Scanning - To set the parameters for on-access scanning. Click here for more details.

Manual Scanning - To set the parameters for manual Scanning (Run a Scan). Click here for more details.

Scheduled Scanning - To set the parameters for scheduled scanning. Click here for more details.

Comodo Internet Security Pro — User Guide 73




C:0-M-0-D-0

Creating

Exclusions - To see the list of ignored threats and to set the parameters for Exclusions. Click here for more details.

2.7.1 Real Time Scanning

The Real time Scanning or the On-Access Scanning is always ON and checks files in real time when they are created,
opened or copied. (as soon as you interact with a file, Comodo Antivirus checks it). This instant detection of viruses
assures you, the user, that your system is perpetually monitored for malware and enjoys the highest level of protection.

The Real Time Scanner also scans the system memory on start. If you launch a program or file which creates destructive
anomalies, then the scanner will detect it and gives you an alert providing you with real time protection against threats.

You also have options to automatically remove the threats found during scanning and to update virus database before
scanning. It is highly recommended that you enable the Real Time Scanner to ensure your system remains continually
free of infection. To enable or disable Real Time Scanning.

The Real Time Scanning setting allows you to switch On-Access ON or OFF by toggling the Real Time Scanning slider
between Enabled and Disabled.

This area also allows you to specify detection settings and other parameters that will be deployed during on-access
scans.

@ Virus Scanner Settings

Real Time Scanning | Manual Scanming ” Scheduled Scanning " Exclusions

Real Time Scanning

I Enabled - Real time scanner is enabled
- Everything is scanned on-access
- Threats are going ko be detected before they can do any harm

Disabled

Detection
[¥] Scan memary on stark

[C] Aukomatically quaranting threats found during scanning
[#] Aukomatically update wirus database before scanning

[#] Show alerts/notification messages

Do niot scan files larger than I 20 ME:
Stop scanning if it takes more than I =] seconds
Keep an alert on the screen For 120 seconds
@ ihat do these settings do? [ Apply ] [ cancel ]

v
E
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Click on the Real Time Scanning tab in the Virus Scanner Settings panel.

The real time Scanning slider can be toggled between Enable (recommended)and Disable levels.

At the Enable level, the Antivirus checks files in real time when they are created, opened or copied.

At the Disable level, the Antivirus does not perform any scanning and the threats cannot be detected before they impart
any harm to the system.

Scan memory on start - When this check box is selected, the Antivirus scans the system memory during
system start-up.

Automatically quarantine threats found during scanning - When this check box is selected, the
Antivirus moves the file detected to be containing the malware, to Quarantined ltems. From the quarantined items
the files can be restored or deleted at your will.

Automatically update virus database before scanning - When this check box is selected, Comodo Internet
Security Pro checks for latest virus database updates from Comodo website and downloads the updates
automatically, on system start-up and subsequently at regular intervals.

Show alerts/notification messages — Alerts are the pop-up notifications that appear in the lower right hand of
the screen whenever the on-access scanner discovers a virus on your system. These alerts are a valuable
source of real-time information that helps the user to immediately identify which particular files are infected or are
causing problems. Disabling alerts does not affect the scanning process itself and Comodo Antivirus will still
continue to identify and deal with threats in the background. For more details on Antivirus alerts, click here.

Do not scan files larger than - This box allows you set a maximum size for the individual files to be scanned
during on-access scanning. Files of size more than what is specified here, will not be scanned automatically. To
scan those files, you can go for Run a Scan option.

Stop scanning if it takes more than - This box allows you set a maximum time limit for scanning individual files
during on-access scanning. If scanning of a file takes time more than what is specified here, the file will be
skipped during on-access scanning. To scan those files, you can go for Run a Scan option.

Keep an alert on the screen for - This box allows you set the time period for which the alert message should
stay on the screen.

Click Apply for the settings to take effect.
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2.7.2 Manual Scanning

The Manual Scanning setting allows you to set the properties and parameters for Run a Scan (On Demand Scan).

« Scan memory on start - When this check box is selected, the Antivirus scans the system memory while starting
a manual scan i.e. Run a Scan option.

- Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR
files. You will be alerted to the presence of viruses in compressed files before you even open them. These
include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives.

« Do not scan files larger than - This box allows you set a maximum size for the individual files to be scanned
during manual scanning. Files of size more than what is specified here, will not be scanned.

J—E Virus Scanner Settings

|Real Tirme Scanning | Manual Scanning |Su:heu:|uleu:| Scanning " Exclusions

Detection

[¥] Scan memary on stark

[¥] Scan archive Files (e.q. *zip, *.rar)

Do not scan files larger than I 0 ME

@ ihat do these settings do? [ Apply ] [ Cancel ],

e

- Click Apply for the settings to take effect.
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2.7.3 Scheduled Scanning

The Scheduled Scanning setting panel allows you to customize the scheduler that lets you timetable scans according to
your preferences.

You can choose to run scheduled scans at a certain time on a daily, weekly, monthly or custom interval basis. You can
also choose which specific files, folders or drives are included in that scan by choosing the scan profiles.

The detection settings as follows:

rﬂ Virus Scanner Settings

|Real Time Scanning || Manual Scanning | Scheduled Scanning | Exclusions

Detection

[ Scan memary on skark

[ 5can archive Files (e.q. *zip, *.rar)

[[] Automatically quarantine threats Found after scanning
[ Automatically update virus database before scanning

[ Show scanning progress

Lo not scan files larger than I 20 ME

@ What do these settings do? [ Apply ] [ Cancel ]

G
Bl

Scan memory on start - When this check box is selected, the Antivirus scans the system memory during the start of any
scheduled scan.

< Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR
files during any scheduled scan. You will be alerted to the presence of viruses in compressed files before you
even open them. These include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives.

« Automatically quarantine threats found during scanning - When this check box is selected, the
Antivirus moves the file detected to be containing the malware, to Quarantined Items. From the quarantined items
the files can be restored or deleted at your will.
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< Automatically update virus database before scanning - When this check box is selected, Comodo Internet
Security Pro checks for latest virus database updates from Comodo website and downloads the updates
automatically, before the start of any scheduled scan.

-« Show Scanning progress - When this check box is selected, a progress bar is displayed on start of a
scheduled scan. Clear this box if you do not want to see the progress bar.

+ Do not scan files larger than - This box allows you set a maximum size for the individual files to be scanned
during scheduled scanning. Files of size more than what is specified here, will not be scanned during a scheduled
scan.

« Click Apply for the settings to take effect.
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2.7.4 Exclusions

The Exclusions tab in the Scanner Settings panel displays a list of applications/files for which you have selected Ignore in
the Scan Results window of Run a Scan option.

All items listed and all items added to the ‘Exclusions’ list will be excluded from all future scans of all types.

ﬂ Virus Scanner Settings

|Real Time Scanning || Manual Scanning " Scheduled Scanning | Exclusions |

Exclusions [ fdd T
B?:'I,Recycle?'l,*

i BC:\,Pngram FilesiCOMODO COMODO Internet Security)®

_ CiiDocuments and Settingsh AdminiskratoriDeskkopleicarigicarl (234, ..

__ CiiDocuments and SettingsiAdministratoriDeskiopleicarieicarl (30,

C\Documents and SettingstAdministrator Desktopheicargicar 1 (5}.'u'|:|:|m|
CiiDocuments and Settingsh AdminiskratoriDeskkopleicargicarl {834, ..

Rermove

@What do these settings do? [ Apply ] [ Cancel ]

v
£al

Also, you can manually define trusted files or applications to be excluded from the scanning.
To define a file/application as trusted and to be excluded from scanning

+ Click Add.

You now have 3 methods available to choose the application that you want to trust - "File Groups'; 'Running
Processes' and 'Browse'... (to application).

File Groups - Choosing this option allows you to choose your application from a category of pre-set files or folders. For
example, selecting 'Executables' would enable you to exclude any file with the extensions .exe .dll .sys .ocx .bat .pif .scr
.cpl . Other such categories available include 'Windows System Applications' , 'Windows Updater Applications', 'Start Up
Folders' and so on - each of which provide a fast and convenient way to batch select important files and folders.
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Running Processes - As the name suggests, this option allows you to choose the target application from a list of
processes that are currently running on your PC.

Browse... (to application) - This option is the easiest for most users and simply allows you to browse to the location of
the application which you want to exclude from a virus scan.

When you have chosen the application using one of the methods above, the application name will appear along with its

location.

« Click Apply for the settings to take effect.
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3 Firewall Task Center

The Firewall component of Comodo Internet Security (hereafter known simply as Comodo Firewall) offers the highest
levels of security against inbound and outbound threats, stealths your computer's ports against hackers and blocks
malicious software from transmitting your confidential data over the Internet.Comodo Firewall makes it easy for you to
specify exactly which applications are allowed to connect to the Internet and immediately warns you when there is

suspicious activity.

The Firewall Task Center allows you to quickly and easily configure all aspects of the Firewall and divided into two
sections: Common Tasks and Advanced Tasks.

It can be accessed at all times by clicking on the Firewall Shield button. ) ( third button from the top right).

Common Tasks

'Common Tasks' allow you to create rules for applications and network connections through a series of shortcuts and
wizards. Click on the links below to see detailed explanations of each area in this section.

* View Firewall Events

* Define a New Trusted Application
¢ Define a New Blocked Application

+ Stealth Ports Wizard

* View Active Connections

¢ My Port Sets
¢ My Network Zones

¢ My Blocked Network Zones

v.) C-O-M-0-D-O

Internet Security

&

SUMMARY

k'

ANTIVIRUS

FIEREWALL

Y,

DEFENSE+

MISCELLANEOUS

@

Common Tasks

Lo

Advanced

¢

ES

®

¥iew Firewall Events

This section allows vou to view a record of the
events and alerts triggered by possible attacks on
waur compuker,

Define a Mew Trusted Application

This shorkcut represents a convenient way bo
creakte an aukomatic Allow rule For applications that
wou brusk,

Define a Mew Blocked Application

This shortcut represents a convenient way ko
creake an aukomatic Deny rule For applications thak
wou do nok brusk,

Stealth Ports Wizard

This wizard allows wou to create a sek of global
firewall rules, which will affect vour computers
visibility From other computers,

Yiew Active Connections

Views which applications are currently connecting ko
the Internet along with the IP, Port, Prokocol and
TrafFfic level of the connection.

My Pork Sets

Allows wou ko group individual ports inko named
sets which can be used when managing Metwork,
Security Palicy,

My Metwork Zones

A network can be represented as a zone to which
an access can be granted or denied by specifwing it
in Filtering rules,

My Blocked Metwork Zones

Allows wou to define which addresses or netwarlk,
zones your computer should nok communicate wikh,
Far example, spyware sikes,

& |.ﬁ.|| syskems are active and running.
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Advanced Tasks

'Advanced Tasks' enables more experienced users to define firewall policy and settings at an in-depth, granular level.
Click on the links below to see detailed explanations of each area in this section.

¢ Network Security Policy
* Predefined Firewall Policies

¢ Attack Detection Settings
Firewall Behavior Settings

F;ﬂ COMODO Internet Security

) C:0-M-0-D-0 & @ . &b

= SUMMARY ANTIVIRUS FIREWALL DEFEMNSE + MISCELLAMEOUS
Internet Security

Firewall Tasks Network Security Policy
=]

Define and configure netwark, control rules, Experienced firewall users may use this section to create, or modify packe!
rules to exploit the Full power of the packet filkering engine in the Firevall,

Common Tasks

2
Il

@ 7 Predefined Firewall Policies

i
!

Advanced ~s—* Canfigure a Predefined Firewal Palicy by creating a set of firewall rules which can be shared by more than one applicat

Attack Detection Settings

This section allows vou to configure the Firewalls Denial of Service (DoS) protection settings,

@ Firewall Behavior Settings

Arcess and configure warious Firewall options such as secority level, alert frequency level and more.

IE |.ﬁ.|| systems are active and running. A

3.1 Network Security Policy

The Network Security Policy interface is the nerve center of Comodo Firewall and allows advanced users to
configure and deploy traffic filtering rules and policies on an application specific and global basis.

The interface is divided into two main sections - Application Rules and Global Rules.

The 'Application Rules' tab allows users to view, manage and define the network and Internet access rights of
applications on your system.
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The 'Global Rules' tab allows users view, manage and define overall network policy that applies to your computer and is
independent of application rules.

I-l.y Network Security Policy

Application Rules | Global Rules |
Application Mame Treaths ;] add., ..
(=] |@C:'I,F‘ru:ugram FilestiaheadiMero StartSmart)NerostartSmart, exe Cuskarm
L @ Allaw IP Out From IP &ny To IP Any wWhere Protocal Is Any
[=] EC:'I,F‘ngram Files\Internet Exploreryiexplore.exe Zuskom
:
[ @ Allaw IP Ouk From IP &ny To IP Any where Protocal Is Anvy =
=] ﬁc:'l,l:'rngram Files\Driw'eb\Drinteblpht . exe Cuskom
[ @ Allawe IP Out From IP &ny To IP Any wWhere Protocal Is Anvy
(=] QC:'I,F'ru:ugram Files\Operaliopera, exe Cuskanm |
[ @ Allows IP Suk From IP Any To IP Any Where Protocol Is Any
(=] @C:'I,Prngram FilesiWisicom MedialAceHTML & Protacehtmlépro.exe  Trusked Applicati, ..
L @ Allove All Incoming and Gukgoing Reguests
=) ) <t\Program Files\ESETinod32kim, exe Custom
L @ Allaw IP Out From IP &ny To IP Any wWhere Protocal Is Any
[=] @C:'I,F'rngram Files\Mozilla Firefox\firefox. exe Zuskom
L @ Allaw IP Ouk From IP &ny To IP Any wWhere Protocal Is Any
1 S A Plemme e Silmmh o blmmle Cocmimmmh memimee, mnee P . L]
@ Wwhat do these settings do? [ Apply ] [ Cancel ]
v
e

Both application rules and global rules are consulted when the firewall is determining whether or not to allow or block a
connection attempt.

» For Outgoing connection attempts, the application rules are consulted first then the global rules.
¢ For Incoming connection attempts, the global rules are consulted first then application specific rules.

See General Navigation for a summary of the navigational options available from the main Network Security Policy inter-
face.

See the section ' Application Rules' for help to configure application rules and policies

See the section 'Global Rules' for help to configure global rules and to understand the interaction between global and ap-
plication rules.

General Navigation:

Add... - On the 'Application Rules' tab this button allows the user to_Add a new Application to the list then create it's poli-
cy. On the 'Global Rules' tab it enables you to add and configure a new global rule using the Network Control Rule inter-
face.

Edit... - Allows the user to modify the selected rule or application policy. See Overview of Policies and Rules, Creating
and Modifying Network Policy and Understanding Network Control Rules.

Remove... - Deletes the currently policy or rule
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Move Up - Raises the currently selected rule or policy up one row in the priority list. Users can also re-prioritize policies
or re-assign individual rules to another application's policy by dragging and dropping.

Move Down - Lowers the currently selected rule or policy down one row in the priority list. Users can also re-prioritize
policies or re-assign individual rules to another application's policy by dragging and dropping.

Purge - Runs a system check to verify that all the applications for which policies are listed are actually installed on the
host machine at the path specified. If not, the policy is removed, or 'purged’, from the list.

Users can re-order the priority of policies by simply dragging and dropping the rule in question. Alternatively, select the
rule you wish to re-prioritize and click either the 'Move Up' or 'Move Down' button.

Application Rules

See Overview of Policies and Rules for an explanation of rule and policy structure and how these are represented in the
main Application Rules interface.

See Application Network Access Control interface for an introduction to the rule setting interface.

See Creating and Modifying Network Policies to learn how to create and edit network policies.

See Understanding Network Control Rules for an overview of the meaning, construction and importance of individual
rules.

See Adding and Editing a Network Control Rule for an explanation of individual rule configuration.

Overview of Policies and Rules

Whenever an application makes a request for Internet or network access, Comodo Internet Security Pro will allow or deny
this request based upon the Firewall Policy that has been specified for that application. Firewall Policies are, in turn,
made up from one or more individual network access rules. Each individual network access rule contains instructions that
determine whether the application should be allowed or blocked; which protocols it is allowed to use; which ports it is al-
lowed to use and so forth

E Network Security Policy

Application Rules | Global Rules

The Application’s name is

listed directly above the Application Mame Treaths |:|
policy that applies to it \ 1 L @ Allow IP Qut From IP Any To IP Any Where Protocol Is Any
%—] COMODO Firewall Pro Custom

The policy applied to an — @ Allowe &ll Requests

application determines its ~%

— @ Allow Outgoing TCP or LUDP Requests

network access rights. L @Bluck and Log All Unmatching Requests Hame of the
=) EC: ‘Program Files Mozila Firefox \firefox,. exe I Web Browser I—‘—»— pre-defined

Each policy is derived from — (&g Allow Cutgoing HTTP Requests = policy

at least one but usuallya = I—@— ow Outgaing DNS Requests I

combination of indrdadually L @:FE ock and Log All Unmatching Requests

configurable rules
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If you wish to modify the firewall policy for an application:

¢ Double click on the application name to begin 'Creating or Modifying Network Policy'
¢ Select the application name, right-click and choose 'Edit' to begin 'Creating or Modifying Network Policy'

¢ Select the application name and click the 'Edit... button on the right to begin 'Creating or Modifying Network Poli-
wl

If you wish to modify an individual rule within the policy:

» Double click on the specific rule to begin 'Adding and Editing a Network Control Rule'
» Select the specific rule right-click then choose 'Edit' to begin 'Adding and Editing a Network Control Rule'

» Select the specific rule and click the 'Edit..." button on the right to begin 'Adding and Editing a Network Control
Rule'

Users can also re-prioritize policies or re-assign individual rules to another application's policy by dragging and dropping.

Although each policy can be defined from the ground up by individually configuring its constituent rules, this practice
would be time consuming if it had to be performed for every single program on your system. For this reason, Comodo In-
ternet Security Pro contains a selection of predefined policies according to broad application category. For example, you
may choose to apply the policy 'Web Browser' to the applications 'Internet Explorer’, 'FireFox' and 'Opera’. Each prede-
fined policy has been specifically designed by Comodo to optimize the security level of a certain type of application.
Users can, of course, modify these predefined policies to suit their environment and requirements. For more details, see
Predefined Firewall Policies.

Application Network Access Control interface

Network control rules can be added/modified/removed and re-ordered through the Application Network Access Control in-
terface. Any rules created using Adding and Editing a Network Control Rule will be displayed in this list.

~Metwork Access Rules -

() Use a Predefined Policy

ocked Application -

(@ Usge a Custom Palicy! Copy From =

@ Allow Outgoing HTTP Requests
@ Allow Qutgoing DNS Requests
|@Elnck and Log All Unmatching Requests

m

[ Add... ] [ Edit... ] [ Remove ] [ Move Up ] [MDVEQDWH]

" -

@ What do these settings dao? [ Apply ] [ Cancel ]
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Comodo Internet Security Pro applies rules on a per packet basis and applies the first rule that matches that packet type
to be filtered (see Understanding Network Control Rules for more information). If there are a number of rules in the list re-
lating to a packet type then one nearer the top of the list will be applied.

Users can re-order the priority of rules by simply dragging and dropping the rule in question. Alternatively, select the rule
you wish to re-prioritize and click either the 'Move Up' or 'Move Down' button. To begin creating network policies, first
read 'Overview of Policies and Rules' then 'Creating and Modifying Network Policies.'

Creating and Modifying Network Policies

To begin defining an application's network policy, you need take two basic steps.
1) Select the application that you wish the policy to apply to.

(2) Configure the rules for this application's policy.

(1) Select the application that you wish the policy to apply to

If you wish to define a policy for a new application (i.e. one that is not already listed) then click the 'Add..." button in the
main _application rules interface. This will bring up the 'Application Network Access Control' interface shown below:

@ Application Network Access Control ~~~ [X]

Application Path:

| J I select -

ebwork Access Rules -

(@) Use a Predefined Policy |Bll:u:ked Applications B

O |z & Custom Paolicy Copy From ™

There are no items to show,

[ &dd. .. ] [ Edit... ] [Eemcuve ] [Ml:uvegp] [Mweguwn]

. -

What do these settings do? Apply Zancel
(7

Because this is a new application, you will notice that the 'Application Path' field is blank. (If you are modifying an existing
policy, then this interface will show the individual rules for that application's policy).

Click the 'Select' button.
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] [ Select ~

File Groups »

Running Processes. ..
Browse. ..

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups; Running
Processes and Browse... (to application

(i) File Groups - choosing this option allows you to create firewall policy for a category of pre-set files or folders. For ex-
ample, selecting 'Executables' would enable you to create a firewall policy for any file that attempts to connect to the In-

ternet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include 'Windows System
Applications' , 'Windows Updater Applications', 'Start Up Folders' etc - each of which provide a fast and convenient way
to apply a generic policy to important files and folders. To view the file types and folders that will be affected by choosing
one of these options, you need to visit the Defense+ area of Comodo Internet Security Pro by navigating to: Defense+ >
My Protected Files > Groups...

More details on Files and File Groupings is available in this help guide in the My Protected Files and My Quarantined
Files sections.

(ii) Running Processes - as the name suggests, this option allows you to create and deploy firewall policy for any
process that is currently running on your PC.

& Choose a process

E mgtgsve. exe :]
E alg.exe
L E Adobelmsve.exe
N E ls355. 25
El g explorer,exe
= hkemd.exe

[—]&} msnmsar, exe
------ g Versionverifier,.exe ‘

-]@] ouTLooK.EXE
. )

@ What do these settings da? [ Select ] [ Cancel ]

You can choose an individual process (shown above) or the parent process of a set of running processes. Click 'Select' to

confirm your choice. (Note - A more detailed and powerful 'View Active Process List' is available in the Defense+ Task.
Center)

Comodo Internet Security Pro — User Guide 87




C:0-M-0-D-0

Creating

(iii) Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the location
of the application for which you want to deploy the firewall policy. In the example below, we have decided to create a fire-
wall policy for the Opera web browser.

‘Select the application
Look in: |&}Opem5 B = i e
classes en-us.hin :}spellcheck.ini
defaults :}fastfar'n'ard.ini wxrn.dl

prograrm

c3nform. vxml

hitml40_entities.dtd

:}vxmcnnﬁg.ini

skin @License.rtf :}vxmdict_en -Us.ini
styles E] Ingoode. tit warnplugin, dil
urinst Opera.dl vxmnservices.dl

:}vxmstrings_en -Us.ini

S CPETE RN
chartables.bin :}Dperadefﬁ.ini :}xmlenﬁﬁes.ini
english.Ing spelicheck. dl
File name: |Opem.exe E| Open
e, [ 2

Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
application's policy.

(2) Configure the rules for this application's policy

There are two broad options available for creating a policy that will apply to an application - Use a Pre-defined Policy or
Use a Custom Policy.

(i) Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing policy on to the target ap-
plication. Choose the policy you wish to use from the drop down menu. In the example below, we have chosen 'Web
Browser' because we are creating a policy for the 'Opera’ browser. The name of the predefined policy you choose will be
displayed in the 'Treat As' column for that application in the Application Rules interface. (Note: Predefined Policies, once
chosen, cannot be modified directly from this interface - they can only be modified and defined using the Predefined
Firewall Paolicies interface. If you require the ability to add or modify rules for an application then you are effectively creat-
ing a new, custom policy and should choose the more flexible Use Custom Policy option instead.)
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ﬁ Application Network Access Control

Application Path;

i

[r. Proaram Files

] Select - |

-

~Metwork

Blocked Application

Ftp Client
Qutgaoing Cnly

(@) Use a Predefined Policy

B
E

() Use a Custom Policy

Trusted AEEIicaﬁnn
Th w

| add.. | [ Edt.

] [ Eemove ] [ Maowve Lip ] [Mu:-';e Qu:-';:n]

-

"

@ What do these settings do? [ Apply

][ Cancel ]

(ii) Use a Custom Policy- designed for more experienced users, the 'Custom Policy' option enables full control over the

configuration of firewall policy and the parameters of each rule within that policy.

m Application Network Access Control

Application Path:

Selecting “Use Custom Rule Set’ then [ C:\Program Files\Opera 3\0pera.exe

] Select ™

‘Copy From Predefined Security Policies’ ~Metwork Access Rule

will populate the rules window with the (8) Use a Predefined Palicy
constituent rules of the predefined

policy. In the example shown, the
individual rules from the Web Browser’
policy are now accessible.

Using this as a starting point,
experienced users can add, re-order,
modify and remove rules to suit the
particular target application.

(@) Use a Custom Policy

Copy From ~

@ What do these settings do?

Predefined Security Polices  »
Another Application »

@ Allow Qutgoing HTTP Requests
{g) Allow Cutgaing DNS Requests
@Black and Log All Unmatching Requests

Web Browser

Email Client

Ftp Client

Trusted Application
Blocked Application
Qutgaing Only

([ add. | [ et

] [ Remaove ] [ Mawve Up ] [Mu:u'«'egown]

[ Apply

][ Cancel ]

You can create an entirely new policy or use a predefined policy as a starting point by:
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» Clicking the 'Add.." button to add individual network control rules. See 'Adding and Editing a Network Control
Rule' for an overview of the process.

» Use the 'Copy From..." button to populate the list with the network control rules of a_Predefined Security Policy

» Use the 'Copy From..." button to populate the list with the network control rules of another applications policy

General tips: If you wish to create a reusable policy for deployment on multiple applications, we advise you add a new
Pre-defined Firewall Policy (or modify one of the existing ones to suit your needs) - then come back to this section and
use the 'Use Pre-defined Policy' option to roll it out.

If you want to build a bespoke policy for maybe one or two specific applications, then we advise you choose the 'Use a
Custom Policy' option and create your policy either from scratch by adding individual rules (click the 'Add.." button) or by
using one of the built-in policies as a starting point.

Understanding Network Control Rules

At their core, each network control rule can be thought of as a simple IF THEN trigger - a set of conditions (or attributes)
pertaining to a packet of data from a particular application and an action it will enforce if those conditions are met.

As a packet filtering firewall, Comodo Internet Security Pro analyses the attributes of every single packet of data that at-
tempts to enter or leave your computer. Attributes of a packet include the application that is sending or receiving the
packet, the protocol it is using, the direction in which it is traveling, the source and destination IP addresses and the ports
it is attempting to traverse. The firewall will then try to find a network control rule that matches all the conditional attributes
of this packet in order to determine whether or not it should be allowed to proceed. If there is no corresponding network
control rule, then the connection will be automatically blocked until a rule is created.

If the packet

of data meets
these conditions... @) Lise & Custom Poiicy:

@ Allow | JIP Out From IP Any To IP Any Where Protocol Is Any

P ..then the firewall will take this action

The actual conditions (attributes) you will see* on a particular Network Control Rule are determined by the protocol cho-
sen in Adding and Editing a Network Control Rule .

If you chose 'TCP', 'UDP' or "'TCP and 'UDP', then the rule will have the form: Action | Protocol | Direction |Source Ad-
dress | Destination Address | Source Port | Destination Port

If you chose 'ICMP', then the rule will have the form: Action | Protocol | Direction |[Source Address | Destination Ad-
dress | ICMP Details

If you chose 'IP', then the rule will have the form: Action | Protocol | Direction |Source Address | Destination Ad-
dress | IP Details

Action: The action the firewall will take when the conditions of the rule are met. The rule will show 'Allow', '‘Block’
or 'Ask'.**

Protocol : States the protocol that the target application must be attempting to use when sending or receiving pack-
ets of data. The rule will show 'TCP', 'UDP', 'TCP or UDP', 'ICMP’ or 'IP'

Comodo Internet Security Pro — User Guide 90




C:0-M-0-D-0

Creating

Direction : States the direction of traffic that the data packet must be attempting to negotiate. The rule will show
'In', 'Out’ or 'In/Out’

Source Address : States the source address of the connection attempt. The rule will show 'From' followed by one
of the following: IP, IP range , IP Mask , Network Zone , Host Name or Mac Address

Destination Address : States the address of the connection attempt. The rule will show 'To' followed by one of the
following: IP, IP range , IP Mask , Network Zone , Host Name or Mac Address

Source Port: States the port(s) that the application must be attempting to send packets of data through. Will show
'Where Source Port Is' followed by one of the following: 'Any', 'Port # , 'Port Range' or 'Port Set'

Destination Port : States the port(s) on the remote entity that the application must be attempting to send to. Will
show 'Where Source Port Is' followed by one of the following: 'Any’, 'Port #' , 'Port Range' or 'Port Set

ICMP Details : States the ICMP message that must be detected to trigger the action. See Adding and Editing a
Network Control Rule for details of available messages that can be displayed.

IP Details : States the type of IP protocol that must be detected to trigger the action: See Adding and Editing a Net-
work Control Rule to see the list of available IP protocols that can be displayed here.

Once a rule is applied, Comodo Internet Security Pro will monitor all network traffic relating to the chosen application and
take the specified action if the conditions are met. Users should also see the section 'Global Rules' to understand the in-
teraction between Application Rules and Global Rules.

* If you chose to add a descriptive name when creating the rule then this name will be displayed here rather than it's full
parameters. See the next section, 'Adding and Editing a Network Control Rule’, for more details.

** If you selected 'Log as a firewall event if this rule is fired' then the action will be post fixed with "& Log". (e.g. Block &
Log).

Adding and Editing a Network Control Rule

The Network Control Rule Interface is used to configure the actions and conditions of an individual network control rule. If
you are not an experienced firewall user or are unsure about the settings in this area, we advise you first gain some back-
ground knowledge by reading the sections ' Understanding Network Control Rules', 'Overview of Rules and Policies' and
'Creating and Modifying Network Policies'.
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General Settings

~aeneral -

Action ¢ Al [[Log as a firewall event if this rule is fired

Protaocal TCP ar UDP :l
Direckion ; InjCut :l

Description | I

Source Address | Destination Address || Source Pork || Deskination Port

Exclude (i.e, MOT the choice below)

(@) any

() Single IP

D IP Range
(1P Mask

O Zone

D Hosk Mame
(_IMac Address

@ What do these settings do? [ Apply ] [ Zancel ]

Action: Define the action the firewall will take when the conditions of the rule are met. Options available via the drop
down menu are 'Allow’', 'Block’ or 'Ask’.

Protocol: Allows the user to specify which protocol the data packet should be using. Options available via the drop down
menu are 'TCP', 'UDP', "'TCP or UDP', 'ICMP’ or 'IP' (note: your choice here alters the choices available to you in the tab
structure on the lower half of the interface)

Direction: Allows the user to define which direction the packets should be traveling. Options available via the drop down
menu are ‘In’, 'Out’ or 'In/Out’

Log as a firewall event if this rule is fired: Checking this option will create a entry in the firewall event log viewer when-
ever this rule is called into operation. (i.e. when ALL conditions have been met).

Description: Allows you to type a friendly name for the rule. Some users find it more intuitive to name a rule by it's in-
tended purpose. ( 'Allow Outgoing HTTP requests'). If you create a friendly name, then this will be displayed to represent
instead of the full actions/conditions in the main Application Rules Interface and the Application Network Access Control
interface.

TCP' or 'UPD' or 'TCP or UDP’
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If you select "TCP' or 'UPD' or 'TCP or UDP' as the Protocol for your network, then you will have to define the source and
destination IP addresses and ports receiving and sending the information.

Source Address | Destination Address " Source Pork " Destination Port

Exclude {i.e. MOT the choice below)
(@) any
() 5ingle 1P
O IP Range
(J1P Mask.
() Zone
I:I Hask Mame
(IMacC Address

Source Address and Destination Address:

1. You can choose any IP Address by selecting 'Any' .This menu defaults to an IP range of 0.0.0.0-
255.255.255.255 to allow connection from all IP addresses.

2. You can choose a Single IP address by selecting 'Single IP' and entering the IP address in the IP address text
box, e.g., 192.168.200.113.

3. You can choose an'IP Range' by selecting IP Range - for example the range in your private network and enter-
ing the IP addresses in the Start Range and End Range text boxes.

4. You can choose 'IP Mask' by selecting IP Mask. IP networks can be divided into smaller networks called subnet
works (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the network. Enter the IP
address and Mask of the network.

5. You can choose an entire network zone by selecting 'Zone' .This menu defaults to Local Area Network. But you
can also define your own zone by first creating a Zone through the 'My Network Zones' area.

6. You can choose a named host by selecting a '"Host Name' which denotes your IP address.

7. You can choose a MAC Address by selecting MAC Address and entering the address in the address text box.

Exclude (i.e. NOT the choice below)

The opposite of what you specify is applicable. For example, if you are creating an 'Allow' rule and you check the
'Exclude’ box in the 'Source IP' tab and enter values for the IP range, then that IP range will be excluded . You will have
to create a separate 'Allow' rule for the range of IP addresses that you DO want to use.

Source Port and Destination Port:

Enter the source and destination Port in the text box.

| Source Address || Ciestination address | Source Pork Ciestination Part

Exchude (i.e, MOT the choice below)

() & Single Port
() A Port Range
() & Set of Ports
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1. You can choose any port number by selecting 'Any' - set by default , 0- 65535.

2. You can choose a Single Port number by selecting 'Single Port' and selecting the single port numbers from the
list.

3. You can choose a Port Range by selecting 'Port Range' and selecting the port numbers from the From and To
list.

4. You can choose a predefined Port Set by choosing 'A Set of Ports'. If you wish to create a port set then please
see the section 'My Port Sets'.

ICMP

When you select ICMP as the protocol in General Settings, you will be shown a list of ICMP message type in the 'ICMP
Details' tab alongside the Source Address and Destination Address tabs. The last two tabs are configured identically to
the explanation above. You will not see the source and destination port tabs.

ICMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to announce net-
work errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly for performing traces and
pings. Pinging is frequently used to perform a quick test before attempting to initiate communications. If you are using or
have used a peer-to-peer file-sharing program, you might find yourself being pinged a lot. So you can create rules to al-
low / block specific types of ping requests. With Comodo Internet Security Pro you can create rules to allow/ deny in-
bound ICMP packets that provide you with information and minimize security risk.

| Source Address || Destination Address | ICMP Deetails ]

Message! Icmp Host UnReachable B

Icmp Echo Request :]
Icmp Echio Reply

Icmp Met UnReachable

Temp Host UnReachable

Icrnp Protocol UnReachable |
Icmp Port UnReachable

Icmp Time Exceeded

Icmp Source Quench ]
Icmp Fragmenkation Needeg ™

1. Type in the source/ destination IP address. Source IP is the IP address from which the traffic originated and des-
tination IP is the IP address of the computer that is receiving packets of information.

2. Specify ICMP Message , Types and Codes. An ICMP message includes a Message that specifies the type, that
is, the format of the ICMP message.
When you select a particular ICMP message, the menu defaults to set its code and type as well. If you select the
ICMP message type 'Custom’ then you will be asked to specify the code and type.

3. If you want to be alerted when this rule is met, check the box ‘Create an alert when this rule is fired'.
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IP

When you select IP as the protocol in General Settings , you will be shown a list of ICMP message type in the 'ICMP De-
tails' tab alongside the Source Address and Destination Address tabs. The last two tabs are configured identically to the
explanation above. You will not see the source and destination port tabs.

Source Address " Destination Address | IP Details ]

IP Praotocal: AN B
ANy -
TCP ‘—]
DP
ICMP
IGMP
RawIP L
PLP

5GP -]

m

IP Details

Select the types of IP protocol that you wish to allow. The IP protocols listed are ICMP ( Internet Control Message Proto-
col), IGMP ( Internet Group Management Protocol), GGP (Gateway-to-Gateway Protocol) , TCP ( Transmission Control
Protocol) UDP (User Datagram Protocol) and PUP (Parc Universal Packet).

Global Rules
Unlike application rules, which are applied to and triggered by traffic relating to a specific application, Global Rules are

applied to ALL traffic traveling in and out of your computer.

® Network Security Policy

application Rules | Global Rules

Rules

ﬁﬁlnck And Log IP In From IP Any To IP Any Where Protocol Is Any

Edit...

Remowve

Mawve Lip

Maove Dawn

@ What do these settings do? [ Apply ] [ Cancel ],
i

Comodo Internet Security Pro analyses every packet of data in and out of your PC using combination of Application and
Global Rules.

¢ For Outgoing connection attempts, the application rules are consulted first and the global rules second.
»  For Incoming connection attempts, the global rules are consulted first and the application rules second.
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Outgoing traffic My Computer

Traffic that is ‘

travelling from

your computer to Comodo Firewall

the outside is Application Rules Incoming Traffic

filtered by the Traffic that is

application rules travelling from the

first and then by Comeodeo Firewall outside into your

the global rules Global Rules computer is filtered

bw the global rules

' Other Computers/ ﬁrmﬂ?}ﬂg;:z:f:::s

Internet websites atc

Therefore, outgoing traffic has to 'pass' both the application rule then any global rules before it is allowed out of your
system. Similarly, incoming traffic has to 'pass' any global rules first then application specific rules that may apply to the
packet.

Global Rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or UDP.

The configuration of Global Rules is identical to that for application rules. To add a global rule, click the 'Add..." button on
the right. To edit an existing global rule, right click and select 'edit'.

See Application Network Access Control interface for an introduction to the rule setting interface

See Understanding Network Control Rules for an overview of the meaning, construction and importance of individual
rules

See Adding and Editing a Network Control Rule for an explanation of individual rule configuration

3.2 Pre-defined Firewall Policies

As the name suggests, a predefined firewall policy is a set of one or more individual network control rules that have been
saved and can be re-used and deployed on multiple applications. (Note - this section is for advanced and experienced
users. If you are a novice user or are new to Comodo Internet Security Pro, we advise you first read the Network Securi-
ty Policy section in this help guide if you have not already done so).
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Although each application's firewall policy could be defined from the ground up by individually configuring its constituent
rules, this practice may prove time consuming if it had to be performed for every single program on your system. For this
reason, Comodo Internet Security Pro contains a selection of predefined policies according to broad application catego-
ry. For example, you may choose to apply the policy 'Web Browser' to the applications 'Internet Explorer', 'FireFox' and
'Opera’. Each predefined policy has been specifically designed by Comodo to optimize the security level of a certain type
of application. Users can, of course, modify these predefined policies to suit their environment and requirements. (for ex-
ample, you may wish to keep the "Web Browsers' name but wish to redefine the parameters of it rules).

E Predefined Firewall Policies

Policy Mame

Cbgoing Cnly

\Web Browsers

Email Clienks
Ftp Clienks

Remove

Trusted Applications

Blocked Applications

. -

@ What do these settings da? ] [ Cancel ]
A

To view or edit an existing predefined policy:
» Double click on the Policy Name in the list.
» Select the Policy Name in the list, right-click and choose 'Edit'.
* Select the Policy Name and click the 'Edit... button on the right.

Details of the process from this point on can be found here.

To add a new predefined policy, click the 'Add..." button. This will launch the policy creation dialog shown below.
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E Application Network Access Control

Predefined Policy

[ J

~lebwork Access Rules -

F i F

3yl -
LY

@ |Jze 3 Custom Palicy Copy From ™

There are na items ko show,

ce 5 Predefined
L = (8|~ =

[ add... ] [ Edit... ] [Eemn:we ] [Mavegp] [Mn:-veg-:nwn]

" -

@ What do these sektings do? [ apply ] [ Cancel ]

As this is a new predefined policy, you will need to name it in the text field at the top. It is advised that you choose a name
that accurately describes the category/type of application you wish to define policy for. Next you should add and config-
ure the individual rules for this policy. See 'Adding and Editing a Network Control Rule' for more advice on this.

Once created, this policy can be quickly called as a 'Predefined Policy' when creating or modifying a network policy.

Copy Fram ™ ||
Predefined Security Policies  # Ckgoing Cnky
Another Application * Web Browsers
Ernail Clients
Ftp Clients

Trusted Applications
Blocked Applications

3.3 Attack Detection Settings

'Intrusion Detection' tab

Comodo Internet Security Pro features advanced detection settings to help protect your computer against common types
of denial of service (DoS) attack. When launching a denial of service or 'flood" attack, an attacker bombards a target ma-
chine with so many connection requests that your computer is unable to accept legitimate connections, effectively shut-
ting down your web, email, FTP or VPN server.

The Attack Detection Settings area allows you to configure the parameters of this protection.
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&7 Attack Detection Settings

Intrusion Detection | Mizcellaneous |

~TCP F

Traffic Rate I 20 packets [ second

Duration I 20 seconds

Traffic Rate I 20 packets [ second

Duration I 20 geconds

o

~ICM

Traffic Rate I 20 packets / second
Duration I 20 seconds

How long should a suspicious host be automatically |5_
blocked after it attempts a port scan?

How long should the firewall stay in emergency mode q
while the host is under DOS attadk? 120 E=EIE

.

minutes

[C] Protect the ARP Cache

tous ARF Frames

@ what do these settings do?

TCP Flood / UDP Flood / ICMP Flood

Flood attacks happen when thousands of packets of data are sent from a spoofed IP source address to a victim's ma-
chine. The victim's machine automatically sends back a response to these requests (a SYN packet) and waits for an ac-
knowledgment (an ACK packet). But, because they were "sent" from a spoofed IP address, the victim's machine will nev-
er receive any responses/acknowledgment packets. This results in a backlog of unanswered requests that begins to fill
up the victim's connection table. When the connection table is full, the victim's machine will refuse to accept any new con-
nections - which means your computer will no longer be able to connect to the Internet, send email, use FTP services etc.
When this is done multiple times from multiple sources it floods the victim machine, which has a limit of unacknowledged
responses it can handle, and may cause it to crash.

By default, Comodo Internet Security Pro is configured to accept traffic using TCP, UDP and ICMP protocols at a maxi-
mum rate of packets per second for a set duration of time. The defaults are for all three protocols are set at 20 packets
per second for a continuous duration of 20 seconds. The number of packets per second and the maximum duration that
the firewall should accept packets at this rate can be reconfigured to the user's preference by altering the appropriate
field. If these thresholds are exceeded, a DOS attack is detected and the Firewall goes into emergency mode.

The firewall will stay in emergency mode for the duration set by user. By default this is set at 120 seconds. Users can al-

ter this time length to their own preference by configuring How long should the firewall stay in emergency mode while the
host is under DOS attack? In emergency mode, all inbound traffic is blocked except those previously established and ac-

tive connections. However, all outbound traffic is still allowed.

Users also have the option to configure how long to block incoming traffic from a host suspected of perpetrating a port
scan. The default is 5 minutes. During this time, no traffic will be accepted from the host.
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How long should a suspicious host be automatically blocked after it attempts a port scan?

If a port scan is detected, the Firewall identifies the host scanning your system as suspicious and automatically blocks it
for a set period of time - by default 5 minutes. During these 5 minutes, the suspicious host cannot access the user's sys-
tem but the users system can access it.

How long should the firewall stay in emergency mode whilst the host is under DOS attack?

When a DOS is detected, the Firewall goes into emergency mode for a fixed period of time - set by default to 120 sec-
onds. Users can configure the length of time to their own preferences.

Protect the ARP Cache

Checking this option means Comodo Internet Security Pro will start performing stateful inspection of ARP (Address Reso-
lution Protocol) connections. This will block spoof ARP requests and protect your computer from ARP cache poisoning at-
tacks

The ARP Cache (or ARP Table) is a record of IP addresses stored on your computer that is used to map IP addresses to
MAC addresses. Stateful inspection involves the analysis of data within the lowest levels of the protocol stack and com-
paring the current session to previous ones in order to detect suspicious activity.

Background - Every device on a network has two addresses: a MAC (Media Access Control) address and an IP (Inter-
net Protocol) address. The MAC address is the address of the physical network interface card inside the device, and nev-
er changes for the life of the device (in other words, the network card inside your PC has a hardcoded MAC address that
it will keep even if you install it in a different machine.) On the other hand, the IP address can change if the machine
moves to another part of the network or the network uses DHCP to assign dynamic IP addresses. In order to correctly
route a packet of data from a host to the destination network card it is essential to maintain a record of the correlation be-
tween a device's IP address and it's MAC address. The Address Resolution Protocol performs this function by matching
an IP address to its appropriate MAC address (and vice versa). The ARP cache is a record of all the IP and MAC ad-
dresses that your computer has matched together.

Hackers can potentially alter a computer's ARP cache of matching IP/MAC address pairs to launch a variety of attacks in-
cluding, Denial of Service attacks, Man in the Middle attacks and MAC address flooding and ARP request spoofing. It
should be noted, that a successful ARP attack is almost always dependent on the hacker having physical access to your
network or direct control of a machine on your network - therefore this setting is of more relevance to network administra-
tors than home users.

Block gratuitous ARP frames

A gratuitous ARP frame is an ARP Reply that is broadcast to all machines in a network and is not in response to any ARP
Request. When an ARP Reply is broadcast, all hosts are required to update their local ARP caches, whether or not the
ARP Reply was in response to an ARP Request they had issued. Gratuitous ARP frames are important as they update
your machine's ARP cache whenever there is a change to another machine on the network (for example, if a network
card is replaced in a machine on the network, then a gratuitous ARP frame will inform your machine of this change and
request to update your ARP cache so that data can be correctly routed). Enabling this setting you will block such requests
- protecting the ARP cache from potentially malicious updates.
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'Miscellaneous' tab

Xy Attack Detection Settings :

|Intrusinn Detection | Miscellansous

[ Slock Fragmented IP datagrams:

Blocks all outgoingjfincoming fragmented IP packets (A personal
computer barely needs to send or receive fragmented IP
packets, These types of packets are more useful for routers,)

] Do protocaol analysis

Analyzes all incomingfoutgoing packets to verify that they have
the correct parameters according to the specific protocol's
standards and stop them if found suspicious

[C] Do packet checksum verification

Verifies the checksum of all incomingfoutgoing packets to verify
integrities. A personal computer usually does not need such a
check (May slow down your Internet connection speed and
requires protocol analysis option to be enabled)

[C] Monitor other MDIS protocols than TCRTP

Monitor packets originated from other protocols which use their
own drivers to create TCP/IP packets e.g. Wincap (Enabling this
option may affect system performance. Changing this option
requires a system restart)

@ What do these settings do? [ Apply ] [ Cancel ]*

i

Block fragmented IP Datagrams

When a connection is opened between two computers, they must agree on a Mass Transmission Unit (MTU). IP Data-
gram fragmentation occurs when data passes through a router with an MTU less than the MTU you are using i.e when a
datagram is larger than the MTU of the network over which it must be sent, it is divided into smaller 'fragments' which are
each sent separately. Fragmented IP packets can create threats similar to a DOS attack. Moreover, these fragmentations
can double the amount of time it takes to send a single packet and slow down your download time.

Comodo Internet Security Pro is set by default to block fragmented IP datagrams i.e the option Block Fragmented IP
datagrams is checked by default.

Do Protocol Analysis

Protocol Analysis is key to the detection of fake packets used in denial of service attacks. Checking this option means
Comodo Internet Security Pro checks every packet conforms to that protocols standards. If not, then the packets are
blocked.

Do Packet Checksum Verification

Comodo Internet Security Pro — User Guide 101




C:0-M-0-D-0

Creating

Every packet of data sent to your machine has a signature attached. With this option enabled, Comodo Internet Security
Pro will recalculate the checksum of the incoming packet and compare this against the checksum stated in the signature.
If the two do not match then the packet has been altered since transmission and Comodo Internet Security Pro will block
it. Although this feature has security benefits it is also very resource intensive and your Internet connection speed may
take a large hit if checksum verification is performed on each packet. This feature is intended for use by advanced users
and Comodo advise most home users not to enable this feature.

Monitor other NDIS protocols than TCP/IP

This will force Comodo Internet Security Pro to capture the packets belonging to any other protocol diver than TCP/IP.
Trojans can potentially use their own protocol driver to send/receive packets. This option is useful to catch such attempts.
This option is disabled by default: because it can reduce system performance and may be incompatible with some proto-
col drivers.

3.4 Firewall Behavior Settings

Firewall Behavior Settings allows you to quickly configure the security of your computer and the frequency of alerts that
are generated. This dialog box can be accessed in the 'Advanced' section of 'Firewall Tasks' and, more immediately, by
clicking on the blue text next to 'Firewall Security Level' on the Summary Screen (shown below).

- Hetwork Defense

—l
l! The Firewall has blocked 475 intrusion attempt(s) so Far,
= The Firewall security level is setdd  Safe Mode
‘ 0 inbound connection{s)
f 3 outbound connection{s)

T8 stop all Activities

'General Settings' tab

Comodo Internet Security Pro allows you to customize firewall security by using the Firewall Security Level slider to
change preset security levels.

The choices available are: Block All, Custom Policy Mode, Safe mode (default), Training Mode and Disabled. The setting
you choose here will also be displayed on the summary screen.
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ﬂ Firewall Behavior Settings

General Setlings | Alert Settings

Firewall 5ecurity Level

d

Black All Mode - Metwark, zecurnty palicy iz applied
- Qutgaing application traffic initiated by zafe applications are
Cuztom Palicy Mode leamt

- Application traffic initiated by the unknown applications are

TS Safe Mode alerted to the user

Training Mode

Dizabled

K.eep an alert on screen for masimum | 120 zeconds

What do these settings do? Apply Cancel
(7

e
Fdl

» Block All Mode: The firewall blocks all traffic in and out of your computer regardless of any user-defined configu-
ration and rules. The firewall will not attempt to learn the behavior of any applications and will not automatically
create traffic rules for any applications. Choosing this option will effectively prevent your computer from accessing
any networks, including the Internet.

» Custom Policy Mode: The firewall applies ONLY the custom security configurations and network traffic policies
specified by the user. New users may want to think of this as the 'Do Not Learn' setting because the firewall will
not attempt to learn the behavior of any applications. Nor will it automatically create network traffic rules for those
applications. You will receive alerts every time there is a connection attempt by an application - even for applica-
tions on the Comodo Safe list (unless, of course, you have specified rules and policies that instruct the firewall to
trust the application's connection attempt).

If any application tries to make a connection to the outside, the firewall audits all the loaded components and
checks each against the list of components already allowed or blocked. If a component is found to be blocked,
the entire application is denied Internet access and an alert is generated. This setting is advised for experienced
firewall users that wish to maximize the visibility and control over traffic in and out of their computer.

+ Safe mode: While filtering network traffic, the firewall will automatically create rules that allow all traffic for the
components of applications certified as 'Safe' by Comodo. For non-certified new applications, you will receive an
alert whenever that application attempts to access the network. Should you choose, you can grant that applica-
tion Internet access by choosing 'Treat this application as a Trusted Application' at the alert. This will deploy the
predefined firewall policy "Trusted Application' onto the application.

'Safe mode' is the recommended setting for most users - combining the highest levels of security with an easy-
to-manage number of connection alerts.

» Training Mode : The firewall will monitor network traffic and create automatic allow rules for all new applications
until the security level is adjusted. You will not receive any alerts in 'Training Mode' mode. If you choose the
"Training Mode' setting, we advise that you are 100% sure that all applications installed on your computer are as-
signed the correct network access rights.

Tip: Use this setting temporarily while playing an online game for the first time. This will suppress all alerts while
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the firewall learns the components of the game that need Internet access and automatically create 'allow' rules
for them. Afterwards you can switch back to your previous mode.

» Disabled: Disables the firewall and makes it inactive. All incoming and outgoing connections are allowed irre-
spective of the restrictions set by the user. Comodo strongly advise against this setting unless you are sure that
you are not currently connected to any local or wireless networks.

Keep an alert on screen for maximum (n) seconds
Determines how long the Firewall will show an alert for without any user intervention. By default, the timeout is set at 120
seconds. You may adjust this setting to your own preference.

'Alert Settings' tab

Users can configure the amount of alerts that Comodo Internet Security Pro generates using the slider on this tab. Rais-
ing or lowering the slider will change the amount of alerts accordingly. It should be noted that this does not affect your se-
curity, which is determined by the rules you have configured (for example, in 'Network Security Policy' ). For the majority
of users, the default setting of 'Low’ is the perfect level - ensuring you are kept informed of connection attempts and sus-
picious behaviors whilst not overwhelming you with alert messages.

The Alert Frequency settings refer only to connection attempts by applications or from IP addresses that you have not
(yet) decided to trust. For example, you could specify a very high alert frequency level, but will not receive any alerts at all
if you have chosen to trust the application that is making the connection attempt.

& Firewall Behavior Settings

General Settings | Alert Settings

Alert Frequency Level

“Wery High - Shows alerts for incoming and outgoing requests
- Shows alertz for either TCP or UDP protocols
High
b edium
[ Low
Wery Low

[# Thiz cormputer i an internet connection gateway [i.e. an ICS Server)

[¥] Enable alerts for TCP requests [# Enable alerts for loopback requests
[#] Enahble alerts for UDP requests
[ Enable alerts for ICMP requests

@ What do these settings do? [ Apply ] [ Cancel ]

e
Eld

» Very High: The firewall will show separate alerts for outgoing and incoming connection requests for both TCP
and UDP protocols on specific ports and for specific IP addresses, for an application. This setting provides the
highest degree of visibility to inbound and outbound connection attempts but leads to a proliferation of firewall
alerts. For example, using a browser to connect to your Internet home-page may generate as many as 5 sepa-
rate alerts for an outgoing TCP connection alone.
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» High: The firewall will show separate alerts for outgoing and incoming connection requests for both TCP and
UDP protocols on specific ports for an application.

* Medium: The firewall will show alerts for outgoing and incoming connection requests for both TCP and UDP pro-
tocols for an application.

* Low: The firewall will show alerts for outgoing and incoming connection requests for an application. This is the
setting recommended by Comodo and is suitable for the majority of users.

* Very Low: The firewall will show only one alert for an application.
Checkboxes

This computer is an Internet connection gateway (i.e. an ICS server) — An Internet Connection Sharing Server (ICS)
is a computer that shares its connection to the Internet with other computers that are connected to it by LAN. i.e. the other
computers access the Internet through this computer.

Designating a computer as an ICS server can be useful in some corporate and home environments that have more than
one computer but which have only one connection to the Internet. For example, you might have 2 computers in your
home but only one connection. Setting one as an ICS server allows both of them to access the Internet.

» Leave this box unchecked if no other computers connect to your computer via Local Area Network to share your
connection. This will be the situation for the vast majority of home and business users.

» Check this option if this computer has been configured as an Internet Connection Sharing server through which
other computers connect to the Internet.

Note: If your computer is indeed an ICS server but you leave this box unchecked then you are likely to see an increase in
Firewall alerts. Selecting this checkbox does not decrease the security but tells the firewall to handle ICS requests too. So
it just activates some additional functionality and helps reduce the number of alerts.

Q: “I have more than one computer in my home and both connect to the Internet. Should | check this box?’

A: In most cases no. Having more than one computer in your home, both of which connect to the ‘net via a router or
wireless connection, is not the same as ‘sharing’ a connection in the sense that we mean here. Only check this box if you
know that you have designated this computer as an ICS server.

Enable alerts for TCP requests / Enable alerts for UDP requests / Enable alerts for ICMP requests/ Enable Alerts
for loopback requests - In conjunction with the slider, these checkboxes allow you to fine-tune the number of alerts you
see according to protocol.
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3.5 View Firewall Events

The 'View Firewall Events' area contains logs of actions taken by the firewall. A 'Firewall Event' is recorded whenever an
application or process makes a connection attempt that contravenes a rule your Network Security Policy.

Note: You must have checked the box 'Log as a firewall event if this rule is fired' for the event to be logged while defining
network control rules under Network Security Policy.

To view Firewall events

« Click View Firewall Events in the common tasks of Firewall task center.

! &3 Firewall Events

application |F'.|:I:i|:|n |F‘r|:u... |S-:nur-:e IF |S-:n.|r-:... |Destinati|:|n IP Destinati, ., |Date | Time |

Windows Operating 5. @Elac... DR 192,168,200.202 53 192,168.200,155 60919 QfLFIZ008 ...
BC:\,Dncuments and 3e... @Blcu:... TCP 192,168,200,155 1160 89,185.231.11 &0 172005 ..,
BC:'I,Dncuments and Se... @Elnc... UDPr  192.168,200.155 1152 192,165.200.20 20 QILFIZ005 ...
IQC:'I,F‘ru::gram Files\Mozil. .. @.ﬁ.llu... TCP 192,168,200.155 1131 £3.245.213.11 80 Qf17IZ008 ...
IQ CiProgram FilesiMozil,.. (2) Asked TCP 192,168.200.155 1130 63.245,213.11 &80 ILFIZ005 ...
IQ CiProgram FilesiMozil, .. CL Acked TCP 0.0.0.0 1128 127.0.0.1 1127 QfL7IZ008 ...
IQC:'I,F‘ru::gram Files\Mozil. .. @.ﬁ.llu... TCP 0.0.0.0 1126 127.0.0.1 1125 fL7IZ005 ...
IQ CiProgram FilesiMozil,.. (2) Asked TCP 0.0.0.0 1126 127.0.0.1 1125 fL7IZ005 ...
|QC:'|,F'rn:|gram FilesiMazil. .. ,L Azked TCP 0.0.0.0 1119 127.0.0.1 1115 Qf17IZ008 ...
ﬁc:'l,PrI:ugram Files\Inker. . @.ﬁ.lln... TCP 192,168,200,155 1117 203.84.220,39 80 172005 ..,
QC:'I,Pngram FilesiInter... g Allo... TCP  192,168.200.155 1115 202.43.219.47 &0 fL7IZ005 ...
ﬁc:'l,F'rn:lgram FilesiInter.., @.ﬂ.lla... TCP 192.168,200.155 1114 209,131.36.158 80 Qf17IZ008 ...
ﬁc:'l,PrI:ugram Files\Inker. . @.ﬁ.lln... TCP 192,168,200,155 1110 63.653.212,184 &0 172005 ..,
IﬁlC:'l,F‘ru:u;wam FilesiInter.., @.ﬂ.lln... TCP 192.168,200.155 1109 63.63.212.184 &80 QILFIZ005 ...
#C:'I,F'rcugram Files\Inter.., @.ﬁ.llu... TCP 192.168,200.155 1107 £4.4.52.189 an Qf17IZ008 ...

@ What do these settings dov [ Refrezh ] [ Mare. .. ] [ Cloze ]
A

Column Descriptions

1. Application - indicates which application or process propagated the event. If the application has no icon, the de-
fault system icon for executable files will be used;

2. Action - indicates how the firewall reacted to the connection attempt.

3. Protocol - represents the Protocol application attempted to use to create the connection. This is usually TCP/IP
or UDP - which are the most heavily used networking protocols.

4. Source IP - States the IP address of the host that made the connection attempt.

5. Source Port - States the port number on the host at the source IP which was used to make this connection at-
tempt.

6. Destination IP - States the IP address of the host to which the connection attempt was made. This is usually the
IP address of your computer.

7. Destination Port - States the port number on the host at the destination IP to which the connection attempt was
made. This usually indicates the port number on your computer.
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8. Date/Time - contains precise details of the date and time of the connection attempt.

'Refresh’ - reloads and updates the displayed list to include all events generated since the time you first accessed the
'Firewall Events' area.

‘More ..." - clicking this button loads the full, Comodo Internet Security Pro Log Viewer module. See below for more de-
tails on this module.

Log Viewer Module

This area contains a full history of logged events for both the Firewall and Defense+ modules. It also allows you to build
custom log files based on specific filters and to export log files for archiving or troubleshooting purposes.

& COMODO ng =
| Ele  Fiter
=4 iFirewall Logs: Application Action Prot...  Source IP Source
: Today ﬂc:'l,Prcu;ram Files\Internet Exploreriiexplore.... G Alowed  TCP 192,168.200,155 1107
tf This Week @C:'I,Prcu;ram Files\Internet Exploreriiexplore.... & alowed TCP 192,168.200,155 1109
4 This Mun.th ﬁc:'l,Prcu;ram Files\Internet Exploreriiexplore.... & alowed TCP 192,168.200,155 1110
i eF'::LsT:E E:;:s @C:'I,Prcu;ram Files\Internet Exploreriiexplore.... & alowed TCP 192,168.200,155 1114
% Antivirus Logs @C:'I,Prcu;ram Files\Internet Exploreriiexplore.... & alowed TCP 192,168.200,155 1115
@C:'I,Prcu;ram Files\Internet Exploreriiexplore.... & alowed TCP 192,168.200,155 1117
Q C:\Program Files\Mozila Thunderbirdithunde... (20 Asked TCP 0.0.0.0 1119
Q C:\Program Files\Mozila Thunderbirdithunde. .. (2) Asked TCP 0.0.0.0 1126
Q C:\Program Files\Maozila Thunderbirdithunde... & allowed TCP 0.0.0.0 1126
Q C:\Program Files\Mozila Thunderbirdithunde... (2) Asked TCP 0.0.0.0 1128
Q C:\Program Files\Mozila Thunderbirdithunde... (20 Asked TCP 192,168,200,155 1130
Q C:\Program Files\Maozila Thunderbirdithunde... & allowed TCP 192,168,200,155 1131
BC:'I,Dncuments and SettingstAdministratoriDe. .. (8 Blocked LDP 192,168,200,155 1132
BC:'I,Dncuments and SettingstAdministratoriDe. .. (8 Blocked TCP 192,168,200,155 1160
BWindnws Operating Svskem ) Blocked LDP 192,168,200,202 53
| <] i |
MReady |Firewall &l The Times Logs Filtered bey: /ﬁm

The Log Viewer Module is divided into two sections. The left hand panel displays a set of handy, pre-defined time Filters
for both the Firewall and Defense+ event log files. The right hand panel displays the actual events that were logged for
the time period you selected in the left hand panel (or the events that correspond to the filtering criteria you selected).

Filtering Log Files
Comodo Internet Security Pro allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:

Clicking on any of the preset filters in the left hand panel will alter the display in the right hand panel in the following
ways:

Today - Displays all logged events for today.
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This Week - Displays all logged events during the past 7 days.

This Month - Displays all logged events during the past 30 days.

All the Times - Displays every event logged since Comodo Internet Security Pro was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Defense+ Logs for "Today' are displayed.

@ COMODO

| Ele  Fiter

- Firewall Logs

EI--@ Antivirus Logs

- ME This week
Mg This Month
W Al The Times

Application

E‘C:'\Program Files COMODCCOMOD0 Internet Security. ..

:i CUWINDOWYShexplorer exe

ChDocuments and SettingstAdministratoriDeskioptlakL. ..
BC:'!,Dncuments and Settings\AdministratorDesktoplakL. ..
BC:'l,Dncuments and 3ettingstAdministratorDeskioplarL. .
BC:'I,Dncuments and JettingsiAdministratorDeskioptakL. .
BC:'I,Dncuments and Jettings\AdministrakoriDeskioplakL. ..
BC:'!,Dncuments and Settings\AdministratorDesktoplakL. ..
BC:'l,Dncuments and 3ettingstAdministratorDeskioplarL. .
BC:'I,Dncuments and Settings\Administrakor DeskioplakL. ..
BC:'I,Dncuments and Jettings\AdministrakoriDeskiopiiCoa. ..
BC:'!,Dncuments and Settings\AdministratoriDesktoplCoa. ..

| <] i

Ackion

Changes Defense+ ...
Creake Process

Direct Maonitar Access
Direct Keyvboard Access
Direct Kevboard Access
Direct Kevboard Access
Direct Kevboard Access
Direct Keyvboard Access
Install Hook.

Direct Kevboard Access
Access COM Interface
DMS/RPC Client Access

Targek
Safe Mode
j CiiDocurments and Se

3 CiiDocurments and Se

WRPC Conkrolintsyes
\RPC Contral\DMSResoly

[»]

IﬂReady

|Defense+ Today Logs

[Filtered by:

4

Note: The type of events logged by the ‘Firewall' component of Comodo Internet Security Pro differ to those logged by
Defense+ component. This means the information and the columns displayed in the right hand panel will change
depending on which type of log you have selected in the left hand panel. For more details on the data shown in the
columns, see either View Firewall Events or View Defense+ Events.
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User Defined Filters:

Having chosen a preset time filter from the left hand panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table be-
low provides a summary of available filters and their meanings:

Firewall Filters Defense+ Filters

Date — displays only the events between two user Pate — displays only the events between two user defined

defined dates dates
Application Name - displays only the events [Application Name — displays only the events propagated
propagated by a specific application by a specific application

Protocol — displays only the events that involved a [Target Name — displays only the events that involved &
specific protocol specified target application

Source IP address — displays only the events that JAction— displays events according to the response (o
originated from a specific IP address action taken) by the firewall.

Source Port - displays only the events that
originated from a specific port number

Destination IP address - displays only the events
with a specific target IP address

Destination Port - displays only the events with a
specific target port number

Action — displays events according to the response
(or action taken) by the firewall. Choices are
‘Blocked’, Allowed’ and ‘Unknown’

You can access the user defined filters in two ways -Click Filter > Firewall Logs.

1. Move the cursor on anyone of Firewall Logs, Defense+ Logs and Antivirus Logs.
2. Move the cursor to Filter By.
3. Select anyone of the filter options.

Note: For Antivirus, the filter options are available immediately on moving cursor to Filter By.
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¥ COMODO Internet Security - Log Viewer

¥ C\Documents and Sel
"8 C\Documents and Sel
& C\Docurments and Sel
& C:\Documents and Sel

Malware Mame
Ackion

Skatus

Eirewall Logs 3 Locatian

Defense+ Logs  » & C:\Documents and Settings|administratoriDe. ..

fntivirus Logs b HE s A i ingstAdministratoriDe. ..
ingstAdministratoriDe. ..
Export To HTML... inm=tAdrminiskrakoriNe. .
Filter By k Date...

ey T
%.”C:'I,Dncuments and 5el Location

Malwarerlanme
Teskskring.Eicar@21 1830
Testskring.Eicar@21 1830
Tesktskring.Eicar@21 1830
Teskstring.Eicar@z1 1530
[eststring.Eicar@z1 1830
[eststring.Eicar@z1 1530
[eststring.Eicar@z1 1530
[eststring.Eicar@z]1 1830
[estskring. Eicar@21 1830
[eststring.Eicar@21 1830

(i) Context Sensitive Menu - right click on any event to specify the additional filters corresponding to the respective

log chosen. (Antivirus, Firewall and Defense+)
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& C:\Documents and SettingsiadministratoriDe. ..
S8 C\Documents and Settings\AdministratariDe. ..
"8 C\Documents and Settings\AdministratariDe. ..
"8 C\Documents and Settings\AdministratariDe. ..
& C:\Documents and Settings|administratoriDe. ..
\HJC:'I,DDELIITIEHtS and Settings\AdministratoriDe. ..
'ﬁ"c:'l,DDcuments and Settings\AdministratoriDe. ..
\H"C:'I,Ducuments and Settings\administratoriDe. ..
S# C\Documents and SettingsiadministratoriDe. .
&' C:\Documents and SettingsiadministratoriDe. ..
"8 C\Documents and Settings\AdministratariDe. ..
“& C\Documents and Settings\AdministratariDe. ..

Teskskring.Eicar@21 1830
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskskring.Eicar@21 1830
Tesktskring.Eicar@21 1830
Teskskring. Eicar@21 1830
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530
Teskstring.Eicar@z1 1530



C-:O:M-0-D:0

Creating

% COMODO og =
| File  Fiter
El- Firewall Logs Application Action Frot...  Source IP SOurce
' éc:'l,F‘rcu;ram Files\Internet Exploreriisxplore.... &) alowed TCP 192,168,200,155 1107
QC:'I,F‘rcu;ram Files\Internet Exploreriisxplore.... & alowed TCP 192,168,200,155 1109
ﬁc:'l,Prcu;ram Files\Internet Exploreriiexplore. ... & alowed TCP 192,168.200,155 1110
#C:'I,Prcu;ram Files\Internet Exploreriiexplare, ... @ Allowed TCP 192,168.200,155 1114
DeFense+ Logs ; . )
EI% Artivirus Logs ﬁc:lProgram F!Ies'l,Internet Explu:urer'l,!explnre. - @ Allowed TCP 192,168,200, 155 1115
#C:'I,Prcu;ram FilestInternet Explorertiexplore, ... @ Allowed TCP 192,168,200, 155 1117
B\ Program Files\Mozila Thumd- o+ 42 S P 0.0.0.0 1119
€9 C:\Program Files\Mazilla Thund 270 Current Fiker cp 0.0.0.0 1126
Q C:iProgram FilesiMozilla Thund Expork To HTML. .. P 0.0.0.0 1126
Q C:\Program Files'fMozilla Thund Filter By » Date... 1128
Q C:\Program Filestfozilla Thund Refresh Application Name. . 1130
Q CiiProgram FilesiMozilla Thunderowoyormare—sy—smowea—— 1131
C:\Documents and SettingstAdministratoriDe. .. 8 Blocked Fratacal... 1132
BC.'I,Dncuments and SettingstAdministratoriDe. .. (8 Blocked Source 4 1160
BWindnws Operating Svskem ) Blocked Destination 4 53
Ackian. ..
| <] im |
MReady |Firewall &l The Times Logs [Filtared by Am

After selecting the filter type, type the required dates, name, location and so on, in the respective fields in the pop-up and
click Apply.

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files using Log
Viewer interface - using the context sensitive menu and via the 'File' menu option. After making your choice, you will be
asked to specify a name for the exported html file and the location you wish to save to.

(i) File Menu
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¥ COMODO Internet Se op Viewe =
| File  Filter
| Export o HTML  » Firewall Lags Action Prot...  Source IP Source
Clear 3 Defense+ Logs m FilesiInternet Exploreriiexplare.... @ Allowed TCP 192,168,200.155 1107
" N £
Open. . Antivirus Logs ri FilesiInternet Exploreriiexplore.... g Allowed TCP 192,1658,200,155 1109
Exit i rn Files\Internet Exploreriiexplore.... & allowed TCF 192,168,200.155 1110
Ber T A rn Files\Internet Exploreriisxplore.... & Allowed TCP 192, 168,200,155 1114
+- cfense+ Logs
El% Antivirus Lo sg QC:'I,Prngram FilesiInternet Exploreriisxplore.... & Allowed TCF 192,168,200.155 1115
I Today g éc:'l,Program FilesiInternet Exploreriisxplore.... & Allowed TCF 192,168,200.155 1117
:ﬁg This Week S #C:\Program Filesi\Mozilla Thunderbirdithunde. ., 2 Asked TCF 0.0.0.0 1119
:l"gi This Manth QC:\,Prugram Files\Mozilla Thunderbirdithunde. .. @ Asked TCP 0.0.0.0 1126
..... §2] all The Times QC:\,Prugram FilesiMozilla Thunderbirdithunde. .. @ Allowed TCP 0.0.0.0 1126
QC:'I,Program Files\Mozilla Thunderbirdithunde. .. @ Asked TCP 0.0.0.0 1123
QC:'I,Prngram FilesiMozilla Thunderbirdithunde. .. @ fisked TCP 192, 168,200,155 1130
QC:'I,Prngram FilesiMozilla Thunderbirdithunde. .. @ Allowed TCP 192, 168,200,155 1131
EC:'I,Dncuments and SettingstAdministratoriDe, . @ Blocked []nls 192,1658,200,155 1132
EC:'I,Dncuments and Settings\AdministratoriDe. .. @ Blocked TCF 192,168,200.155 1160
] windows Operating System @) Blocked  LDP 192.168,200.202 53
<] l D
|Expart Fireweall Logs to HTML |Fireweall &ll The Times Logs |Filtered by: ém

e Firewall Logs - will export the Firewall log that is currently being displayed in the right hand panel (e.g. If you
have selected "This week' in the Firewall tree then that is the log file that will be exported)

* Defense+ Logs - will export the Defense+ log that is currently being displayed in the right hand panel

e A1l - will export ALL logs for ALL TIME for both Defense+ and Firewall as a single html file.

(i) Context Sensitive Menu - right click in the log display window to export the currently displayed log file to html.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export To
HTML' from the context sensitive menu. Again, you will be asked to provide a filename and save location for the file.

3.6 Define a New Trusted Application

Comodo Internet Security Pro allows you to prepare a list of trusted applications and configure their access rights to net-
works and the Internet. This shortcut represents a convenient way to create an automatic 'Allow Requests' rule for an in-
dividual application - meaning that inbound and outbound connections are automatically permitted.

Advanced users can reconfigure the parameters of this rule in the section 'Network Security Policy'.

To begin defining a new trusted application:

1. Click on Define a New Trusted Application link in Firewall Tasks > Common Tasks.
2. A dialog box will appear asking you to select the application you want to trust.
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U Define a Hew Trusted Application x|

[ ==
]

@ What do these settings do? [ Apply ] [ Cancel

3. Click the 'Select' button.

] [ Select *

File Groups »
Running Processes. ..
Browse...

4. You now have 3 methods available to choose the application that you want to trust - 'File Groups'; 'Running
Processes' and '‘Browse'... (to application).

File Groups - choosing this option allows you to choose your application from a category of pre-set files or fold-
ers. For example, selecting 'Executables’ would enable you to create an allow rule for any file that attempts to
connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available in-
clude 'Windows System Applications' , 'Windows Updater Applications' , 'Start Up Folders' etc - each of which
provide a fast and convenient way to batch select important files and folders. To view the file types and folders
that will be affected by choosing one of these options, you need to visit the Defense+ area of Comodo Internet
Security Pro by navigating to: Defense+ > My Protected Files > Groups...

Running Processes - as the name suggests, this option allows you to choose the target application from a list of
processes that are currently running on your PC.

Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the lo-
cation of the application which you want to trust.

When you have chosen the application using one of the methods above, the application name will appear along with its
location:

¥ Define a New Trusted Application

[I Program Files\Opera 9Y0pera.exe ]

@ What do these settings dao? [ Apply ] [ Cancel ]

5. Click Apply to confirm your choice. The new 'ALLOW ALL REQUESTS ' rule for the application takes effect im-
mediately. When this application seeks Internet access Comodo Internet Security Pro will automatically grant it.
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3.7 Define a New Blocked Application

Comodo Internet Security Pro allows you to prepare a list of blocked applications that you do not want to access the Inter-
net. This shortcut represents a convenient way to create such an automatic 'block and log' rule - meaning that inbound
and outbound connections are automatically blocked to this application. Any connection attempts by the application will
also be logged in the Firewall Events interface.

Advanced users can view and edit the parameters of this new rule in 'Network Security Policy'. (for example, you later
realize that a program really ought to be allowed some level of Internet access).

To begin defining a new blocked application:

1. Click the Define a New Blocked Application link in Firewall Tasks > Common Tasks.
2. A dialog box will appear asking you the select the application that you want to be blocked:

@ What do these settings do? [ Apply ] [ Cancel

3. Click the 'Select' button:
4. You now have 3 methods available to choose the application that you want to block - 'File Groups'; 'Running
Processes' and '‘Browse'... (to application).

] [ Select T

File Groups »
Running Processes. ..
Browse...

File Groups - choosing this option allows you to choose your application from a category of pre-set files or fold-
ers. For example, selecting 'Executables’ would enable you to create a block rule for any file that attempts to con-
nect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available in-
clude 'Windows System Applications', 'Windows Updater Applications' , 'Start Up Folders' etc - each of which
provide a fast and convenient way to batch select important files and folders. To view the file types and folders
that will be affected by choosing one of these options, you need to visit the Defense+ area of Comodo Internet

Security Pro by navigating to: Defense+ > My Protected Files > Groups...

Running Processes - as the name suggests, this option allows you to choose the target application from a list of
processes that are currently running on your PC.
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Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the lo-
cation of the application which you want to block.

When you have chosen the application using one of the methods above, the application name will appear along with its
location:

¥ Define a New Blocked Application

@ What do these settings do? [ Apply ] [ Cancel ]

5. Click Apply to confirm your choice. The new block and log rule for the application takes effect immediately. When
this application seeks Internet access Comodo Internet Security Pro will automatically deny it and record an entry
in the View Firewall Events interface.

3.8 Stealth Ports Wizard

'Port Stealthing' is a security feature whereby ports on an Internet connected PC are hidden from sight- eliciting no re-
sponse to opportunistic port scans.

(note for beginners: Your computer sends and receives data to other computers and to the Internet through an interface
called a 'port'. There are over 65,000 numbered ports on every computer - with certain ports being traditionally reserved
for certain services. For example, your machine will almost definitely connect to the Internet using port 80 and port 443.
Your e-mail application will connect to your mailserver through port 25. A ‘port scanning' attack consists of sending a
message to each of your computer ports, one at a time. This information gathering technique is used by hackers to find
out which ports are open and which ports are being used by services on your machine. With this knowledge, a hacker
can determine which attacks are likely to work if used against your machine.

Stealthing a port effectively makes it invisible to a port scan. This differs from simply ‘closing’ a port as NO response is
given to any connection attempts (‘closed’ ports respond with a ‘closed’ reply- revealing to the hacker that there is actual-
ly a PC in existence.) This provides an extremely high level of security to your PC. If a hacker or automated scanner can-
not 'see’ your computers ports then they will presume it is offline and move on to other targets. You will still be able to
connect to Internet and transfer information as usual but remain invisible to outside threats. Comodo Internet Security Pro
provides the user with flexible stealthing options:

1. Click on Stealth Ports Wizard in Firewall Tasks > Common Tasks.

2. You have three options to choose from:
» Define a new trusted network
» Alert me to incoming connections

» Block all incoming connections
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.-Stealth Ports Wizard

% Welcome to the Stealth Ports Wizard

@ Define a new trusted network — stealth my ports to EVERYONE else

This option means yvour computer will be invisible to everyone EXCEPT those
networks you specify as trusted (dlick Mext],

O Alert me to incoming connections — stealth my ports on a per-case basis

This wizard allows experienced users to create a set of global rules that mean yvour
permission will be asked every time there is an incoming connection request, This
can be useful for such as Peer to Peer networking and remate desktop applications
that require port visibility in order to connect to your machine.,

D Block all incoming connections — stealth my ports to everyone
Selecting this option means your computer's ports are invisible to all networks and
the Firewall will block all incoming connections. The average user will find this option
the most convenient and secure,

@ What do these settings do? [ < Back ] [ Mext = ] [ Finish ]

Click the option you would like more details on:

Define a new trusted network - stealth my ports to EVERYONE else
: . . . i it ! basi
Block all incoming connections - stealth my ports to everyone

Define a new trusted network - Stealth my ports to EVERYONE else

By selecting this option your machine's ports will be stealthed (invisible) to everyone EXCEPT those networks that you
specify as trusted.

To begin the wizard

1. Click Define a New Trusted Network.
2. Click the Next button.

A dialog box appears, asking you to choose the new trusted zone:
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.-Stealth Ports Wizard

E_, Welcome to the Stealth Ports Wizard

(@)1 would like ko choose fram the network zones 1 previously defined

(11 would like ko define a new network;

Zone Name | B

@ What do these settings do? [ < Back ] [ Mexk = ] [ Finish ]

3. If you have already configured a network zone then leave the upper option selected and choose your desired net-
work from the 'Zone Name' drop down box and click 'Finish'.

If you have not yet defined a zone you wish to trust, you can do so in 'My Network Zones' option of the firewall or manual-
ly define and trust a new zone from this dialog box.

To manually define and trust a new zone from this dialog box

1. Select | would like to define a new network.

'-Stealth Ports Wizard

% Welcome to the Stealth Ports Wizard

(11 would like to choose From the network zones I previously defined

(@) T would like ko define a new network:

Skartig IP I 192 165 200 . O

Ending IP I 192 . 168 . 200 . 250) Or  Subnet Mask, I

@ What do these settings do? [ < Back ] [ Mext = ] [ Finish ]

2. Enter the IP range for the zone for which you want your computer to be visible - starting from the Start IP to the
End IP (or specify a Subnet Mask).

3. Click 'Finish' to create the new Zone rule.
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Success

"l } Your firewall has been configured accordingly,

If you wish to add more than one zone, simply repeat this wizard.

Using the 'Define a new trusted network - stealth my ports to EVERYONE else' option will create a new trusted zone by
adding the following rules in the 'Global Rules' interface:

(wt) Allowe &l Cutgoing Requests If The Target Is In [Intel{R) PROAVIreless 3945485 Metwork Connection - Packet Scheduler Miniport]
b
@ Allowe all Incoming Requests If The Sender Is In [Intel{R) PROWireless 39454BG Metwork Connection - Packet Scheduler Miniport]

The specific parameters of the descriptive rule name above are:

Allow | IP | Out | From Any IP Address | To <ZONE> | Where Protocol is ANY

Allow | IP| In | From <ZONE> | To Any IP Address | Where Protocol is ANY

If you would like more information on the meaning and construction of rules, please click here.

Alert me to incoming connections - stealth my ports on a per-case basis

You will see a firewall alert every time there is a request for an incoming connection. The alert will ask your permission on
whether or not you wish the connection to proceed. This can be useful for applications such as Peer to Peer networking
and Remote desktop applications that require port visibility in order to connect to your machine. Specifically, this option
will add the following rule in the 'Global Rules' interface:

Block | ICMP | In | From Any IP Address | To Any IP Address | Where Message is ECHO REQUEST

If you would like more information on the meaning and construction of rules, please click here

Block all incoming connections - stealth my ports to everyone

Selecting this option means your computer's ports are invisible to all networks, irrespective of whether you trust them or
not. The average home user (using a single computer that is not part of a home LAN) will find this option the most conve-

nient and secure. You will not be alerted when the incoming connection is blocked, but the rule will add an entry in the
firewall event log file. Specifically, this option will add the following rule in the 'Global Rules' interface:

Block And Log | IP | In | From Any IP Address | To Any IP Address | Where Protocol is Any

If you would like more information on the meaning and construction of rules, please click here
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3.9 View Active Connections

The Active Connections interface contains an at-a-glance summary of all currently active connections on a per-applica-
tion basis. You can view all the applications that are connected; all the individual connections that each application is re-
sponsible for; the direction of the traffic; the source IP and port and the destination IP and port. You can also see the total
amount of traffic that has passed in and out of your system over each connection.

This list is updated in real time whenever an application creates a new connection or drops an existing connection. The

View Active Connections is an extremely useful aid when testing firewall configuration; troubleshooting new firewall poli-
cies and rules; monitoring the connection activity of individual applications and your system as a whole and for terminat-
ing any unwanted connections.

& Active Connections

Pratacal Source Destination Byvtes In |Eh;.-'|:es Ok |

=] @ msimn.exe
L tcpour saurce_|Pport destination_IP:part 5926 479E

(=] System
TCF Listening: 139 OE OB

TCP OUT source_|P:part destination_IP:port 155.718... 157.367...
b aip.exe :
(=] i} Firefox. exe
': TP Listening: 1594
TCF Listenirg: 1590

"

@ what dao these settings do?

Column Description:

1. Protocol Shows the application that is making the connection; the protocol it is using and the direction of the traf-
fic. Each application may have more than one connection at any time.

2. Source (IP : Port) - The source IP Address and source port that the applications connecting through. If the ap-
plication is waiting for communication and the port is open, it is described as ‘Listening’.

3. Destination (IP : Port) - The destination IP Address and destination port that the application is connecting to.
This will be blank if the 'Source' column is 'Listening'.

4. Bytes In - Represents the total bytes of incoming data since this connection was first allowed

5. Bytes Out - Represents the total bytes of outgoing data since this connection was first allowed

Context Sensitive Menu

Right click on items in the list to see the context sensitive menu.
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1= Z:\Program Files'n,Min:ru:-s:
t TROUT 192,16 :

Terminate Connection

TCP OUT 192,16
=D c:'\Program Files\Mvu'lnvu.exe
| T~D liegtamimmr 11419

¢ If you wish to view the full path of the application, right click on the application name select 'Show Full Path'.

¢ If you wish to terminate a connection belonging to an application, right click on the specific connection and click
"Terminate Connection'

3.10 My Port Sets

Port Sets are handy, predefined groupings of one or more ports that can be re-used and deployed across multiple Appli-
cation Rules and Global Rules.

E My Port Sets

Port Set |
[=] HTTP Parts g
Edit...
e

=] POP3{SMTP Ports

— 110

— 25

— 143

— 995

L— 485

[=] Privileged Parts
L 1n[o- 1024]

" -

@ What do these settings do? [ Apply ] [ Zancel ]
#

The name of the port set is listed above the actual port numbers that belong to that set. The default port sets shipped with
Comodo Firewall are:

HTTP Ports: 80 and 443. These are the default ports for http traffic. Your Internet browser will use this ports to connect to
the Internet and other networks.

POP3/SMTP Ports: 110, 25, 143, 995, 465. These are the ports that are typically used by mail clients like Outlook Ex-
press and WinMail for communication using the POP3, SMTP and IMAP protocols.

Privileged Ports: 0-1024 - This set can be deployed if you wish to create a rule that allows or blocks access to the privi-
leged port range of 0-1024. Privileged ports are so called because it is usually desirable to prevent users from running
services on these ports. Network admins usually reserve or prohibit the use of these ports.
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¢« To Add a new port set, you need to:
(i) Define a name for the set
(ii) Select the port numbers you want to belong to this named set

* Define a name for the set - Click the 'Add..." button on the right hand side and select 'A New Port Set..." from the
drop down menu:

A Mew Park ek,
& Mew Park, ..,

* Next type a name for the port set. In the example below, we have chosen to name our port set 'A test port set'

ﬁ Type name of Port Set

I A festport seﬂ

@'n-‘.'hatdu:u these settings do? [ Apply ][ Cancel ]

e Click Apply. The new port set will appear in the main port set list:

— 923
L— 455
[=] Privileged Ports

(=] A test port set \
L (add ports i.;’/
L‘—_——i"
@ What do these settings do? [ — ] [ — ]
o

» Select the port numbers you want to belong to this named set - Right click on the name of the new port set and
select 'Add..." from the menu:
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[=] A test port set

L r=Ad narte her Add...
— Edit...
Remove

¢ This will open the port selection dialog:

(% Add a New Port

] Exclude {.e. NOT the selection below)

O any

() & single port I 0 =
@#partranget o H - Jo =

., -

@ What do these settings dao? [ Apply ] [ Cancel ]

Specify 'Any' to choose all ports; specify a single port or define a port range by typing the start and end port num-
bers. Click Apply to commit your choice. If you wish to add more ports to this set then repeat the process from

'Select the port numbers you want to belong to this named set'

« To edit the name of an existing port set - select the name of the set in the list (e.g. HTTP Ports) and click 'Edit...'
to bring up the naming dialog.

» To add port numbers to an existing port set - right click on the set name and click 'add..' as shown earlier OR se-
lect the port set name, click the 'Add.." button on the right and select 'A new port' from the drop down menu.

¢ To modify or change the existing port numbers in a port set - right click ON the port number you wish to change
and select 'Edit.." OR select the actual port number (not the port set name) and click the 'Edit... button on the
right.

When defining or modifying a network control rule, any port sets listed in this interface, including any new ones you cre-
ate, will be available for selection and deployment in the 'Source Port' and 'Destination Port' tabs by selecting 'A set of
Ports' :

| Source Address || Cestination Address | Source Port | Destination Port |

[C] Exclude {ji.e. MOT the chaice below)

() any Ports: | B
() A single Paort HTTP Ports

D A Port Range
(@) A Set of Ports

Privileged Ports
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3.11 My Network Zones

A computer network is a connection between computers through a cable or some type of wireless connection. It enables
users to share information and devices between computers and other users within the network. Obviously, there are cer-
tain computer networks that you will need to grant access to - including your home or work network. Conversely, there
may be other networks that you will want to restrict communication with - or even block entirely.

Comodo Internet Security Pro allows you to define 'Network Zones' and to specify the access privileges of these zones. A
'Network Zone' can consist of an individual machine (including a single home computer connecting to the Internet) or a
network of thousands of machines, to which access can be granted or denied.

EE My Network Zones ~

MNetwork Zone

[=] Intel(R) PRO/Wireless 3345ABG Metwark Connection - Packet Scheduler Miniport
L 1P In [192.168.68.98 / 255,255, 255.0]

[=] home
L rmn [192,168,100,10 f 255,255, 255,0]

"

@ what do these settings do?

To access the 'My Network Zone' interface (above), click on 'My Network Zones' in Firewall Tasks > Common Tasks

Note 1: Adding a zone to this area does not, in itself, define any permission levels or access rights to the zone. This area
allows to define the zones so you can quickly assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted' and allowed access by using the 'Stealth Ports Wizard' (An ex-
ample would be your home computer or network)

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'My Blocked Network Zones' in-
terface. (An example would be a known spyware site)

Note 4: An application can be assigned specific access rights to and from a network zone when defining an Application
Rule. Similarly, a custom Global Rule can be assigned to a network zone to all activity from a zone.

Note 5: By default, Comodo Internet Security Pro will automatically detect any new networks (LAN, Wireless etc). This
can be disabled in the Miscellaneous — Settings area of the firewall.

To add a New Network Zone, you need to (i) Define a name for the zone (ii) Select the addresses to be included in this
zone.
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1. Define a name for the zone - Click the 'Add..." button on the right hand side and select 'A New Network Zone...'
from the drop down menu:

add | ||

& Mews Network Zone. .,
& Mew Adddress...

2. A dialog box will appear asking you to specify new zone's name. Choose a name that accurately describes the
network you are creating.

Eﬁ Choose Network fone Mame

I Harme

@What do these settings do? (: Apply :D[ Zancel ]

3. Click Apply to confirm your zone name. This will add the name of your new zone to the My Network Zones list:

PE My Network Zfones

Metwork Zone
[=] Intel{R) PROMireless 3945486 Metwork Connection - Packet Scheduler Miniport
L 1P In [192. 158.68.98 [ 255. 255, 255.0]

[=] home
L (add addresses here!]

"

@ What do these settings dao?

4. Next you have to Select the addresses to be included in this zone. Right click on the name of the new zone
and select 'Add..." from the menu:

[=] home
L G Add...
Edit...
Remove

5. The'Add a New Address' dialog allows you to specify an address by typing an IP address; an IP range; an IP ad-
dress mask; a host name or a MAC address.
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U Add a Mew Address

Exclude (i.e, MOT the selection below)

(@) Ay

() & single IP address

() A range of IP addresses

() A hosk name

|
|
() An IP address mask. I . . . ! I
|
|

() & MAC address

. &

@ What do these settings do? [ Apply ] [ Cancel ]

Click 'Apply' to confirm your choice. The new zone will now appear in the main list along with the addresses you
assigned to it.

Once created, a network zone can be:

Source Address | Destination Address || IP Dietails

[O] Exdude {i.e. MOT the chaice below)

) Any Fone: | B
(C)5ingle TP Intel(R) PRO/Wireless 3945AE:

home
O Range Intel(R) PRO/100 VE Network §
() IP Mask

(@) Zane
D Host Mame
(_IMAC Address

¢ Quickly called as 'Zone' when creating or modifying a network policy
¢ Quickly called and designated as a trusted zone from the 'Stealth Ports Wizard' interface
¢ Quickly called and designated as a blocked zone from the 'My Blocked Network Zones' interface

To edit the name of an existing Network Zone - select the name of the zone in the list (e.g. home) and select 'Edit..." to
bring up the naming dialog.

To add more addresses to an existing Network Zone - right click on the zone name and click 'Add..."' as shown earlier
OR select the zone name, click the 'Add.." button on the right and select 'A New Address... from the drop down menu.

To modify or change the existing address in a zone - right click on the address (not the zone name) and select 'Edit..'
OR select the actual address (not the zone name) and click the 'Edit... button on the right.
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3.12 My Blocked Network Zones

A computer network enables users to share information and devices between computers and other users within the net-
work. Obviously, there are certain computer networks that you will need 'trust' and grant access to - for example your
home or work network. Unfortunately, there may be other, untrustworthy networks that you will want to restrict communi-
cation with - or even block entirely. (note - we advise new or inexperienced users to first read 'My Network Zones',
'Stealth Ports Wizard' and 'Network Security Policy" before blocking zones using this interface.)

The 'My Blocked Network Zones' area allows you to:

« Deny access to a specific network by selecting a pre-existing network zone and designating it as blocked

 Deny access to a specific network by manually defining a new blocked zone

Eﬁ My Blocked Network Zones

Blocked Metwaork Zone | Add -~
There are nao items to show,
@ What do these settings dao? Anol
pply Cancel
(oo [ e ),

'My Blocked Network Zones' can be accessed by navigation to 'Firewall Tasks > Common Tasks > My Blocked Network
Zones.

Note 1 - You must create a zone before you can block it. There are two ways to do this (i) Using 'My Network Zones' to
name and specify the network you want to block (ii) Directly from this interface using 'New blocked address...'

Note 2 - You cannot reconfigure pre-existing network zones from this interface. (e.g., to add or modify IP addresses). You
need to use 'My Network Zones' if you want to change the settings of existing zones.

Deny access to a specific network by selecting a pre-existing network zone and designating it as blocked

¢ Click the 'Add.." button at the top right and select 'Network Zones' then the particular zone you wish to block.

MNetwork Zones K
AMewBlod  pome
[ Remove Dirty Rotten Spyware Mongers
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¢ The selected zone will appear in the main interface.

U My Blocked Network Zones

Hame of the blocked - .
Network Zone Elocked Metwork Zone | Add -
-_-\—-____ *- . . :
[=] Dirty Rotten Spyware Maongers
Edit...
IP Address(es) that 1P 192.192.192. 192 =2
iated with =
the network Zone

You must visit

‘My Network Zones’ - 8
if you wish to modify @ What do these settings do? [ apnly ] [ Cancel ]
these settings 7

Click 'Apply' to confirm your choice. All traffic intended for and originating from computer or devices in
this zone will now be blocked.

Deny access to a specific network by manually defining a new blocked zone

¢ Click the 'Add.." button at the top right and select 'A New Blocked Address' . This will launch the following dialog
where you can specify the IP address(es), IP Mask, Host Name or MAC address that you wish to block.

192, 192 ., 219 ., 219

() A range of IP addresszes

() & host name

|
|
() An IP address mask I / I
|
|

() & MAC address

. 4

What do these settings dao? Apply Cancel
@

After clicking 'Apply' to confirm your choice, the address(es) you blocked will appear in the main interface. You
can modify these addresses at any time by selecting the entry and clicking 'Edit'
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-

H My Blocked Network Zones =]

Blocked Metwark Zone | Add
IP 192,192.219,219

L

@ What do these settings do? [ Apply ] [ Cancel ]

|

Click 'Apply' to confirm your choice. All traffic intended for and originating from computer or devices in this zone
will now be blocked.

Special Note: Creating a blocked network zone implements a 'block all' global rule for the zone in question. However,
unlike when you create a 'Trusted Zone', this rule is not displayed or editable from the global rules tab of the Network Se-
curity Policy interface. This is because whereas you are likely to be trusting only a few zones, there is the potential that
you will have to block many. The constant addition of such block rules would make the interface unmanageable for most

users.
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4 Defense+ Tasks Overview

The Defense+ component of Comodo Internet Security Pro (hereafter known simply as Defense+) is a host intrusion
prevention system that constantly monitors the activities of all executable files on your PC. With Defense+ activated, the
user is warned EVERY time an unknown application executable (.exe, .d11, .sys, .bat etc) attempts to run.
The only executables that are allowed to run are the ones you give permission to.

Defense+ boasts a highly configurable security rules interface and prevents possible attacks from root-kits, inter-process
memory injections, key-loggers and more. It blocks Viruses, Trojans and Spyware before they can ever get installed on
your system and prevents unauthorized modification of critical operating system files and registry entries.

The Defense+ Task Center allows you to quickly and easily configure all aspects of Defense+ and is divided into two
sections: Common tasks and Advanced.

It can be accessed at all times by clicking on the Defense+ Shield button (second button from the top right).

Common Tasks

Click the links below to see detailed explanations of each area in this section.

¢ View Defense+ Events
¢ Scan my System

e My Protected Files

e My Quarantined Files
¢ My Pending Files

ﬂ COMODD Internet Security

C-0-M-0-D-0 & vy Y, &

H SUMMARY ANTIYIRUS FIREWALL DEFEMNSE + MISCELLANEDUS
Internet Security

Defense+ Tasks Yiew Defense+ Events Yiew Active Process List

This section allows you ko view a record of the %] This section displays surnmary information of all the

events, alerts and actions taken by Defense+. processes that are currently running on wour
compuker,
Common Tasks
E@ My Protected Files g My Trusted Software Yendors
oG
) Defense+ allows users ko prokect the specific Files In this section, vou can define the trusted software

Advarced and folders specified in this section against vendors who sign their files with a digital certificate
unauthorized modification, =0 that these files could be considered as safe,
@ My Blocked Files __'_ My Protected Registry Keys
(Al
Defense+ allows users to lockdown Files and Faolders BT | Defense+ allows users ko protect the specific keys
specified in this section by denving all access to them, specified in this section against unautharized
modification,
L. My Pending Files @ My Protected COM Interfaces
E " This section shows the unrecognized files waiting For In this section, vou can group some COM interfaces
an adminiskrakive review, together so that they can be easily referenced if
needed.

My Own Safe Files

In this section, vou can add/remove files toffrom
wour local safe executable files database,

Iﬁ |The wirus signature database is MOT up-to-date, A
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¢ View Active Process List

¢ My Trusted Software Vendors
¢ My Protected Registry Keys

¢ My Protected COM Interfaces

Advanced

'Advanced Tasks' enables more experienced users to define Defense+ security policy and settings at an in-depth, granu-
lar level. Click on the links below to see detailed explanations of each area in this section.

»  Computer Security Policy

» Predefined Security Policies

» Image Execution Control Settings

» Defense+ Settings

Fﬂ COMODO Internet Security

C-0-M-0-D-0 & v O, 5]

H SUMMARY ANTIY¥IRUS FIREWALL DEFENSE + MISCELLANEOUS
Internet Security

Defense+ Tasks Computer Security Policy
This section is all about Defense+ rules, Advanced users can use this section ko manage the Defense+ rules to exploik
the Full power of the Defense+ engine,
Carnmon Tasks
@ = | Predefined Security Policies
advanced ‘fou can creake a set of Defense+ rules which can be shared by more than one application, Such a set is called a
Predefined Security Paolicy,
@ Image Execution Control Settings
Image Execution Control is an integral part of Defense+ engine. It is responsible for authenticating every executable
image being loaded into the memory:,
@ Defense+ Settings
Defense+ has many options which affect its defense mechanisms. You can easily modify these options to make
Defense+ operate according to the specific defense requirements of wour computer,
lﬁ |The wirus signature database is NOT up-to-date. &
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4.1 View Defense+ Events

The 'Defense+ Events' area contains logs of all actions taken by Defense+. A 'Defense+ Event' is triggered whenever an
applications behavior contravenes your Computer Security Policy. (For example, if a particular application makes an at-
tempt to access another application's memory space, modify protected files or the registry etc).

Eﬁ Defense+ Events

application | Action | Target \Date |
CDocuments and Settingstadm, .. DMNSRPC Client Access \RPC Control\DMSResalver 91172008 6:59:.. .
BC:'I,DD-:uments and Setkingsiadm. .. Access COM Inkerface  \RPC Controlintswves af17 2003 5:59:,..
BC:'I,DD-:uments and Zettings\adm. .. Direct Kevboard Access Qf17/2003 6:59:...
EC:'I,DDn:uments and SetkingsiAdm. .. Inskall Hook, EC:'I,DDcuments and SettingstAdm,,. 90172008 6:58:. ..
EC:\,DDcuments and Settings\adm. .. Direct Kevboard Access Qf17/2003 &:58:...
BC:\,DDcuments and Setkingsiadm. .. Direct Kevboard Access 172005 6:58: ...
BC:\,DDcuments and Setkings\Adm. .. Direct Kevboard Access af17 2003 6:58:,..
BC:'I,DD-:uments and Settings\Adm. .. Direct Kevboard Access Qf17/2003 &:58:...
BC:\,DDcuments and Setkingsiadm. .. Direct Kevboard Access a1 72005 6:58: ...
BC:'I,DD-:uments and Setkingsiadm. .. Direck Manikar Access af17 2003 5:58:,..
g M TNDO W Sexplorer  exe Create Process BC:'I,DDcuments and Settings\Adm... 9f17/2003 &6:53:...
{E,IC:'I,F‘ngram FilesiCOMODOYW,OM, ., Changes Defense+ ... Safe Mode 17 2005 G488,
@ what do these setkings do? [ Fefresh ] [ More... ] [ Cloze ]
A

Column Description:

1. Application - indicates which application or process propagated the event. If the application has no icon, the de-
fault system icon for executable files will be used.

2. Action - indicates kind of action.

3. Target - represents the location of the target file.

4. Date/Time - contains precise details of the date and time of the access attempt.

'Refresh’ - reloads and updates the displayed list to include all events generated since the time you first accessed the
'‘Defense+ Events' area.

‘More ..." - clicking this button loads the full, Comodo Internet Security Pro Log Viewer module. See below for more de-
tails on this module.
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Log Viewer Module

% COMODO Internet Se op Viewe =
| Fie  Fiter
=4 Firewall Logs: Application Action Prat,..  Source IP Source
- X Teday #C:'\Program Files\Internet Exploreriisxplore.... &8 Alowed TCP 192,168.200,155 1107
L This Week #C:'\Program Files!Internet Exploreriiexplore. ... @ Allowed TCP 192,165,200, 155 1109
A This Mon.th #C:'\Program Files'Internet Exploreriiexplore. ... @ Allowed TCP 192,168,200, 155 1110
. 4g) AllThe Times #C:'\Program Files'Internet Exploreriiexplore. ... @ Allowed TCP 192,168,200, 155 1114
% .:)ni';:i:z:tnl:;gs #C:'\Program Files'Internet Exploreriiexplore. ... @ Allowed TCP 192,168,200, 155 1115
#C:'\Program Files'Internet Exploreriiexplore. ... @ Allowed TCP 192,168,200, 155 1117
Q C:\Program Files'fozilla Thunderbird'thonde. . @ Asked TCP 0.0.0.0 1119
Q C:\Program Files'fozilla Thunderbird'thonde. . @ Asked TCP 0.0.0.0 1126
Q C:A\Program FilesfMozilla Thunderbird' thonde. . @ Allowed TCP 0.0.0.0 1126
Q C:A\Program FilesMozilla Thunderbird' thonde. . @ Asked TCP 0.0.0.0 1128
Q C:A\Program FilesMozilla Thunderbird' thonde. . @ Asked TCP 192,168,200, 155 1130
Q C:\Program FilesMozilla Thunderbird' thonde. . @ Allowed TCP 192,168,200, 155 1131
BC:'l,Dncuments and SettingstAdministratoriDe. . @ Blocked LIDP 192,168,200, 155 1132
BC:'l,Dncuments and SettingstAdministratoriDe. . @ Blocked TCP 192,168,200, 155 1160
mWinduws Operating Svystem @ Blocked LIDP 192,168,200, 202 53
| <] i [»v]
MRead |Firewall &Il The Times Logs [Filtered bey: ,ﬁm

This area contains a full history of logged events for both the Firewall and Defense+ modules. It also allows you to build
custom log files based on specific filters and to export log files for archiving or troubleshooting purposes.

The Log Viewer Module is divided into two sections. The left hand panel displays a set of handy, pre-defined time Filters
for both the Firewall and Defense+ event log files. The right hand panel displays the actual events that were logged for
the time period you selected in the left hand panel (or the events that correspond to the filtering criteria you selected)

Filtering Log Files

Comodo Firewall allows you to create custom views of all logged events according to user defined criteria.

Preset Time Filters:

Clicking on any of the preset filters in the left hand panel will alter the display in the right hand panel in the follow-
ing ways:

Today - Displays all logged events for today.

This Week - Displays all logged events during the past 7 days.
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This Month - Displays all logged events during the past 30 days.

All the Times - Displays every event logged since Comodo Internet Security Pro was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Defense+ Logs for 'Today' are displayed.

7 COMODO Erne - pp EWiE =
| Eile  Fiker
Eﬁﬂ Firewall Logs Application Action Target
E‘C:\,Prugram Files\COMODOh COMODO Inkernet Security...  Changes Defense+ ... Safe Mode
'j i THNDOW S explarer, exe Create Process 3 C\Documents and S
BC:\,Ducuments and SettingsiAdministrator\Desktoplakl... Direct Monitor Access
BC:\,Ducuments and SettingsiAdministrator\Desktoplakl... Direct Keyvboard Access
BC:'I,Dncuments and SettingsiAdministrator\DesktoplaklL.,, Direct Kevboard Access
BC:'I,Dncuments and SettingsiAdministrator\DesktoplaklL.,, Direct Kevboard Access
BC:'I,Dncuments and SettingsiAdministrator\DesktoplakL.,, Direct Kevboard Access
_____ BC:'I,Dncuments and SettingsiAdministrator\DesktoplakL... Direct Kevboard Access
BC:'I,Dncuments and SettingsiAdministrator\Desktoplakl...  Instal Hook ﬂ Ci\Docurnents and Se
BC:'I,Dncuments and SettingsiAdministrakoriDeskioplakl, .. Direct Kevboard Access
AE This Wesk BC:'I,Dncuments and SettingsiAdministrakoriDeskioplCoa, .. Access COM Interface  WRPC Controlinkswes
HE This Month BC:'I,Dncuments and SettingstAdministratoriDeskiopliCoa,.. DMSRPC Client Access  WRPC ControliDhSResolky
“ohg Al The Times
| <] i »]
|Read |Defense+ Today Logs [Filtered bry: ém

Note: The type of events logged by the 'Firewall' component of Comodo Internet Security Pro differ to those logged by
Defense+ component. This means the information and the columns displayed in the right hand panel will change depend-
ing on which type of log you have selected in the left hand panel. For more details on the data shown in the columns, see
either View Firewall Events or View Defense+ Events.

User Defined Filters:

Having chosen a preset time filter from the left hand panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table
below provides a summary of available filters and their meanings:

Firewall Filters Defense+ Filters

Date — displays only the events between two user Date — displays only the events between two user defined
defined dates dates

Comodo Internet Security Pro — User Guide 133




C:0-M-0-D-0

Creating

Application Name — displays only the events Application Name — displays only the events propagated by
propagated by a specific application A specific application

Protocol — displays only the events that involved a Target Name — displays only the events that involved a
specific protocol specified target application

Source IP address — displays only the events that Action— displays events according to the response (or action
originated from a specific IP address faken) by the firewall.

Source Port — displays only the events that originated
from a specific port number

Destination IP address - displays only the events with
a specific target IP address

Destination Port - displays only the events with a
specific target port number

Action — displays events according to the response (or
action taken) by the firewall. Choices are ‘Blocked’,
Allowed’ and ‘Unknown’

You can access the user defined filters in two ways -
(i) Filter Menu

Click Filter > Firewall Logs.

1. Move the cursor on anyone of Firewall Logs, Defense+ Logs and Antivirus Logs.
2. Move the cursor to Filter By.
3. Select anyone of the filter options.

Note: For Antivirus, the filter options are available immediately on moving cursor to Filter By.
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COMODO Internet Security - Log Viewer
| Eile | Fiter
Firewall Logs b Location
Defense+ Logs  » " Ci\Documents and Setbings\AdministratoriDe. .
Artivirus Logs ¥ Biave Elrent Bt ingstAdrinistratoriDe, .
e ingst AdministrakoriDe. .
Export ToHTML.: inns) Adminiskraknri De. .
; Eilter By r Date...
Lol Al The Times =3
%’C:'I,Du:ucuments and 5el Locakion

& CiDocuments and Sel
&' CiDocuments and Sel
&' CiDocuments and Sel
‘ﬁ.‘JC:'I,DDcuments and Sel

Malware Marme
Action

Skakus

MalwateMarne
Teststring.Eicar@z11530
Teststring.Eicar@211530
Teststring.Eicar@z11530
Teststring.Eicar@z11530
[eststring.Eicar@z1 1830
[eststring. Eicar@z11530
[eststring. Eicar@z11530
[eststring. Eicar@z11530
[eststring. Eicar@z11530

[eststring. Eicar@z11530

(i) Context Sensitive Menu - right clicking on any event to specify the additional filters corresponding to the

respective log chosen. (Antivirus, Firewall and Defense+)
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WC:'I,DDcuments and SettingshAdministratoriDe. ..
wc:'l,DDELImEI‘ItS and Settingsh AdministratoriDe. ..
wc:'l,DDELImEI‘ItS and SettingshAdministratoriDe. ..
WC:'I,DDcuments and Settingsh AdminiskratoriDe. ..
&' Ci\Documents and Settings' AdministratoriDe. .
wc:'l,DDcuments and Settingsh AdministratoriDe. ..
‘ﬂ"c:'l,Dncuments and SettingshAdminiskratoriDe. ..
"ﬁ.)C:'I,DDcuments and SettingstAdminiskratoriDe. ..
wc:'l,Dncuments and Settingst AdministratoriDe. ..
wc:'l,DDcuments and Settingsh AdministratoriDe. ..
wc:'l,Dcu:uments and Settingsh AdminiskratoriDe. ..
"HJC:'I,DDcuments and Settingsh AdminiskratoriDe. ..
@' C\Documents and Settings' AdministratoriDe. ..
&' C\Documents and Settings' AdministratoriDe. ..
&' Ci\Documents and Settings' AdministratoriDe. ..

Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring,Eicar@z1 1530
Teskstring, Eicar@z1 1330
Teskstring, Eicar@z11330
Teskstring, Eicar@z11330
Teskstring,Eicar@z11330
Teskstring,Eicar@z11330
Teskstring.Eicar@z1 1330
Teskstring.Eicar@z11330
Teskstring.Eicar@z1 1330
Teskstring.Eicar@z11330



C-:O:M-0-D:0

Creating

lﬂ COMODO Internet Security - Log Viewer

| File  Filter
=4[ Firewall Logs Application Action Praok,..  Source IP Saurce
' ﬁ-c:'l,Prugram Files\Internet Exploreriiexplore. ... @ Allowed TCP 192,168,200,155 1107
ﬂc:'l,F‘rugram Files\Internet Exploreriiexplore. . .. @ Allowed TCP 192.168.200.155 1109
QC:'I,F‘rc:gram Files\Internet Exploreriiexplore. ... @ Allowed TCP 192,168.200,155 1110
: #C:'\F‘rugram Files\Internet Exploreriiexplare. . .. @ Allowed TCP 192.168.200.155 1114

- Defense+ Logs ) ) )

E% Artivirus Logs QC:'I,F‘ngram Ffles'l,Internet Explarer'l,!explnre. - @ Allowed TCP 192,168.200,155 1115
QC:IPrugram Files\Internet Exploreriexplore. ... 8 Allowed TCP 192.168,200,155 1117
CECProgram Files\Mozilla Thumd === - G P 0.0.0.0 1119
€9 C:\Program Files\Mozila Thund ~ F5e e Current Filker P 0.0.0.0 1126
Q C\Pragram Files\Mozilla Thund Export Ta HTML... P 0.0.0.0 1126
Q CiYProgram Files\Mozilla Thund Filker By b Date. .. 1128
Q CiYProgram Files\Mozilla Thund Refresh ;pplicaticun Name. .. 1130
Q C:YProgram Files\Mozilla Thunderomorrmomoe—sy—mmower—— 1131
EC Documents and Settings) AdministrakoriDe. . @ Blocked Brotacal... 1132
BC.'I,DDcuments and SettingstAdministratoriDe. .. (8 Blocked source r 1160
BWindnws Cperating Swskerm @ Blocked Destination 3 53

Ackion, .,

[ | D

Ready [Firewsall Al The Times Logs |Filered by ,:ém

After selecting the filter type, type the required dates, name, location and so on, in the respective fields in the pop-
up and click Apply.

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files using Log
Viewer interface - using the context sensitive menu and via the 'File' menu option. After making your choice, you will be
asked to specify a name for the exported html file and the location you wish to save to.

(i) File Menu

1. Click File Menu.
2. Move cursor to Export to HTML
3. Click on anyone of Firewall Logs, Defense+ logs, Antivirus Logs and All, as required.

- Firewall Logs - Exports the Firewall log that is currently being displayed in the right hand side panel.
« Defense+ Logs - Exports the Defense+ log that is currently being displayed in the right hand panel .
» Antivirus Logs - Exports Antivirus log that is currently being displayed in the right hand panel .

« All - Exports ALL logs for ALL TIME for Firewall, Defense+ and Antivirus logs as a single html file..

4. Select the location where the log has to be stored in the Save Firewall Log as pop-up window and click Save.
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(i) Context Sensitive Menu - right click in the log display window to export the currently displayed log file to html.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export To
HTML' from the context sensitive menu. Again, you will be asked to provide a filename and save location for the

file.
% COMODO Internet Se op Viewe =
| File  Fier
I Export ta HTML  » Firewall Logs Action Prot...  Source IP Source
Clear » Defense+ Logs m FilesiInternet Explorertiexplare. ... @ Alloved TP 192, 168,200,155 1107
open... e Tl m FilesiInternet Explorertiexplore.... (# Allowed TCP 19Z,168.200.155 1109
Exit e m FilesiInternet Explorertiexplore.... @ Alowed TCP 19Z,168.200.155 1110
m FilesiInternet Explorertisxplore.... @ slowed TCP 192,168.200.155 1114
% fﬂj:zjﬂ;gs éc:lPrngram FilesiInternet Exploreriiexplare.... @ Allowed TCP 192,168,200.155 1115
8] Today QC:'I,Prngram FilesiInternet Exploreriiexplare.... u-_f,l Allowed TCP 192,168,200.155 1117
85 This week SBC\Program Files\Mozila Thunderbirdithunde. .. % Asked TCP 0.0.0.0 1119
A5 This Manth Q Ci\Program FilesiMozilla Thunderbirdithunde. .. @ Asked TCP 0.0.0.0 1126
..... {5 Al The Times Q Ci\Program FilesiMozilla Thunderbirdithunde. .. @ Allowed TP 0.0.0.0 1126
Q C\Program FilesiMozilla Thunderbirdithunde., .. @ Asked TCP 0.0.0.0 1123
Q C\Program FilesiMozilla Thunderbirdithunde., .. @ Asked TCP 192, 168,200,155 1130
Q CAProgram FilesiMozilla Thunderbirdithunde., .. @ Allovyed TiZP 192,16&8.200,155 1131
BC:\,Ducuments and SettingstAdminiskratoriDe. .. @ Blocked LoP 192, 168,200,155 1132
BC:\,Ducuments and SettingstAdminiskratoriDe. .. @ Blocked TP 192, 168,200,155 1160
mWinduws Operating Jvstem @ Blocked LR 192, 168,200,202 53

| <] i ]

|E:xport: Firewall Logs bo HTML |Firewall &Il The Times Logs |Filtered by: P
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4.2 My Protected Files

This section allows you to protect specific files and folders against unauthorized modification. Protecting files prevents
modification by malicious programs such as virus, trojans and spyware. It is also useful for safeguarding very valuable
files (spreadsheets, databases, documents) by denying anyone and any program the ability to modify the file - avoiding
the possibility of accidental or deliberate sabotage. If a file is 'Protected' it can still be accessed and read by users, but not
altered. A good example of a file that ought to be protected is the your ‘hosts' file.
(c:\windows\system32\drivers\etc\hosts). Placing this in the 'My Protected Files' area would allow web browsers to access
and read from the file as per normal. However, should any process attempt to modify it then Comodo Internet Security
Pro will block this attempt and produce a 'Protected File Access' pop-up alert.

'H dy Protected Files

-

g
=l

My Prokected Files [;] &dd

g [=] Executables
B Edit...
o

i

| B*'Dcx Purge

Remove

|
[1
_*
-2
L
m

1

[=] Startup Folders

— BC:'I,DDcuments and Setkingsiall UsersiStart MenulPrograms) Skartup)®

L BC:'I,DDcuments and Setkings\KsenialStart MenulPrograms) Skartup)®

L B°fowindir°fo'l,system32'l,Gr|:n.|pF‘l:nIil:y'l,I"-“Iachine'l,Sl:ripts'l,Startup'l,*

- m°.l"c-WiI'|diI’°.l"c-'|,S':."StEFﬂ32'l,GI’DUDPD"E'}."II,USEI’II,SEHDtSII,LEIgDI'III,* L]

" -

-

[ Cancel ]
A

@ YWhat do these settings do? [ Apply

To access My Protected Files, navigate to: Defense+ Tasks > Common Tasks > My Protected Files.

To manually add an individual file; file group or process, click the 'Add' button. Click here for a description of the choices
available when selecting a file.

Exceptions
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‘0

File Groups 3

Running Processes...

Browse,..
——

Executables

Al Applications

Important FilesFolders
Windows Updater Applications
Windows System Applications
Temparary Files

COMODO Files Folders
COMODO Firewall Pro

Startup Folders

3rd Party Protocol Drivers

Users can choose to selectively allow another application (or file group) to modify a protected file by affording the appro-

priate Access Right in 'Computer Security Policy' . A simpl

istic example would be the imaginary file 'Accounts.xlIs'. You

would want the Excel program to be able to modify this file as you are working on it, but you would not want it to be ac-
cessed by a potential malicious program. You would first add the spreadsheet to the 'My Protected Files' area by clicking
the 'Add' button then 'Browse...' to 'Accounts.xls'. Once added to 'My Protected Files', you would go into 'Computer Secu-
rity Policy' and create an exception for Excel so that it alone could modify 'accounts.xls'.

v My Protected Files

add -

Edit...

My Protected Files
%ic: ‘Highly Confidential\accounts. xls

Remove

Purge

Groups...

A

[ Cancel ]
A

@ What do these settings do? [ Apply

[_JTUse aPregefined Palicy Instaler or Update e
Ol A —
@) Vihat do these settings do Apply Cance! ]

3. Click ‘Access Rights’

B Process Access Rights

Acoess Hame | Befauis Action
@Rmrmm @ as DBk
u'.'frm.x:ﬁ'essage: (Diase (&) adow
Prapacted COM [rtefaces (@) asse () aarw
Protected Regstry Keys (@) sk () alow
[Bjrrotected ies oiders @as () alow

1. First Add ‘Accounts.xls’ to the ‘My Protected Files® area

¥ Computer Security Policy

.
Agplcatgn name Treat a5 = |
3 COWEEOWS eystem 32 WigaTray.ene Custom polcy
'j{c:\?wm Files'Pocket CHMPotkeCHM. e Cheshom poboy

@ T Program Fles Pl exs
[ WD s ystem A2 iodaemon. exe

@C!Prug'am Files\icrosaft Office \OFFICE 1 1'EXCEL EXE Cusshom poloy

) What do these pettings do?

4. Locate ‘Protected Files/Folders’ in the list
and click the ‘Modify' button

Alowed Fies Foiders B T l
a8 C: Highly Confiden bl wocounts. s | Fie Graum v
Running Frocesses..,
s @ iha fogly | [ Concul

2. Then go to ‘Computer Security Policy’ in the advanced section and

add ‘EXCEL.EXE’ to the list of applications and click ‘Edit’

5. On the *Allowed Files/Folders' tab, click ‘Add’ then
‘Browse...". Add ‘Accounts.xls’ as an exception to the
‘Ask’ or ‘Block’ rule in ‘Process Access Rights’
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Another example of where protected files should be given selective access is the Windows system directory at 'c:\win-
dows\system32'. Files in this folder should be off-limits to modification by anything except certain, Trusted, applications
like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to the 'My Protected
Files' area (* = all files in this directory). Next go to 'Computer Security Policy', locate the file group 'Windows Updater Ap-
plications' in the list and follow the same process outlined above to create an exception for that group of executables.

The 'Groups..." button allows the user to access the 'My File Groups' interface:

E My File Groups

My File Groups

[=] Executables

— ﬁ *exe

— E =dl

— ] sve

— E 00K

— B *bat

— []7pif

— E *, 501

— B *.cpl

[+] &ll Applications

[+] Important Files/Folders

[#] Windows Updater Applications
[+] Windows System Applications

[+] Temporary Files

"

@ What do these settings do?

File groups are handy, predefined groupings of one or more file types. Creating a file group allows you to quickly deploy
a Computer Security Policy across multiple file types and applications.

This interface allows you to
¢ Create a new File Group by clicking the 'Add' button
« Edit the names of an Existing File Group or File by right-clicking and selecting the 'Edit' button

¢ Add afile to an existing file group by selecting the File Group name from the list then clicking 'Add > Select From
>

¢ Re-assign files to another file group by dragging and dropping
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Note: This area is for the creation and modification of file groups only. You will not be able to modify the security policy of
any applications or files from here. To do that, you should use the Computer Security Policy interface or the Predefined
Security Policy Interface.

4.3 My Blocked Files

Defense+ allows you to lock-down files and folders by completely denying all access rights to them from other processes
or users - effectively cutting it off from the rest of your system. If the file you block is an executable, then neither you nor
anything else will be able to run that program. Unlike files that are placed in 'My Protected Files', users cannot selectively
allow any process access to a blocked file.

To access My Blocked Files, navigate to: Defense+ Tasks > Common Tasks > My Blocked Files.

' My Blocked Files

File name i add =

@ CiDocuments and Settingst AdministratoriDeskiopiMal_downloadisurfer, exe
@C:'I,Dcu:uments and Setkings) AdministratorDeskioptMal_downloadisxs. dl
EC:'I,Dncuments and Settings) AdministratoriDeskkopiMal_download! TrojanSimulator . exe

Edit...

Remove

|}:|C:'I,Dncuments and Settings) AdministratorDeskiopiMal_download! TSSery . exe
&b C\Documents and Settings)AdministratoriDeskiopiMal_downloadiudpflood. exe Purge
M- Y Suspicioustjumper . exe
}‘;_ C:'l,Suspiciu:uus'l,chIgnk.exe
E} C:5uspiciausisarmdump. dil
@ i SuspiciousiRaInstall, di
ﬁ C:1Suspiciousimalware, exe

Groups...

lne

.. -

@ What do these settings da? [ Apply ] [ Cancel ]
o

To manually add an individual file; file group or process, click the 'Add' button. Click here for a description of the choices
available when selecting a file.

Additionally, files can be transferred into the My Blocked Files module using the 'Move to.." button in the 'My Pending
Files' and 'My Own Safe Files' areas.
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File Groups Executables
Running Processes. .. All Applications al
Browse. .. Important Files/Folders
S Windows Updater Applications
|f MY T windows Swystem Applications
Inthiy  Temporary Files Fy
:s‘;ﬁ COMODO Files Folders Ei.(

COMODO Internet Security
|§ My P Skarkup Folders

Defer  indows Managernent ky
speci 3rd Party Protocol Drivers
rnodificacor.

The 'Groups..." button allows the user to access the 'My File Groups' interface:

ﬂ My File Groups

My File Groups
[=] Executables
— ﬁ *ene
— B “dl Remove
— B F5ys
— [ ocx Purge
— E * bat

— B = pif

— ] ser

L B =,cpl

All Applications

Important Files Folders
Windows Updater Applications
Windows System Applications
Temporary Files

Edit...

. 4

@ What do these zettings do? [ Cancel ]
A

File groups are handy, predefined groupings of one or more file types. Creating a file group allows you to deploy a cus-
tom or predefined computer security policy across multiple file types and applications.

The 'My File Groups' interface allows you to:

* Create a new File Group by clicking the 'Add' button
» Edit the names of an Existing File Group or File by right-clicking and selecting the 'Edit' button
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* Add a file to an existing file group by selecting the File Group name from the list then clicking 'Add > Select From
>
» Re-assign files to another file group by dragging and dropping

Note - This area is for the creation and modification of file groups only. You will not be able to modify the security policy of

any applications or files from here. To do that, you should use the Computer Security Policy interface or the Predefined
Security Policy Interface.

4.4 My Pending Files

Once installed, Defense+ watches all file system activity on your computer. Every new executable file introduced to the
computer, is first scanned against the Comodo certified safe files database. If they are not safe, they are added to the 'My
Pending Files' for users to review and possibly submit to Comodo. Apart from new executables, any executables that are
modified are also moved to the 'My Pending Files' area.

“My Pending Files” is specifically important while Defense+ is in 'Clean PC Mode'. In Clean PC Mode, the files in 'My
Pending Files' are NOT considered clean. For more information, please check 'Clean PC Mode' on the Defense+ settings
page.

The 'My Pending Files Area allows the user to:

» Assess the pending files to determine whether or not they are to be trusted. If they are trustworthy, they can be
moved to 'My Safe Files' using the 'Move to' button. Similarly, files that are suspicious can be moved to the 'My
Quarantined Files' area.

¢ Use the 'Lookup...' feature to see if the master Comodo safelist contains more information.
¢ Send the file to Comodo for analysis using the 'Submit' feature
¢ Manually add files to the pending list for look-ups or submitting to Comodo

* Use the 'Purge'’ feature to scan the list for files that no longer exist on your system and remove them from the "My
Pending Files' list.

In order to access pending files, navigate to: Defense+ Tasks > Common Tasks > My Pending Files.
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'® My Pending Files

[7 All?|File Path Company Status [~] add -
O BC:\,DDcuments and SettingsigiridharaniLocal Setkin, .. Maodified
O EC:\,DDcuments and SettingsigiridharaniLocal Settin. .. Modified
O BC:\,DDcuments and SettingsigiridharaniLocal Settin, .. Maodified
O BC:\,DDcuments and SettingsigiridharaniLocal Setkin, .. Maodified
O BC:'I,DD-:uments and SettingsigiridharaniLocal Settin. .. Modified Lookup. ..
O BC:\,DDcuments and SettingsigiridharaniLocal Settin, . Modified .
O BC:'I,DD-:uments and SettingsigiridharaniLocal Sekkin, .. Madified
O BC:'I,DD-:uments and SettingsgiridharaniLocal Settin, ., Maodified
O EC:'I,DDn:uments and SettingsigiridharaniLocal Settin, . Modified
O EC:\,DDcuments and SettingsigiridharaniLocal Settin. .. Modified
O BC:\,DDcuments and SettingsigiridharaniLocal Settin, .. Maodified
O CDocuments and SettingstgiridharaniLocal Settin, .. Maodified A
O Zi\Documents and SettingsigiridharantLocal Settin. .. Modified 3
O CADocuments and SettingstgiridharaniLocal Setkin, .. Modified
O CDacuments and SetkingsigiridharaniLocal Sekkin, .. Madified

=
@ YWhat do these sektings do? | Read the Privacy Stakement
4

The 'Lookup..." button allows you to check for information on the files by consulting the master Comodo safelist, Se-

lect the file(s) you want to check and click the Lookup... button. This will contact Comodo servers to conduct a search of
Comodo's master safe list database to check if any information is available about the file in question. If no information is
available, you are presented with the option to submit them to Comodo for analysis:

Clicking the "Submit" button will automatically begin the file submission process.

Perfo rming online lookup...
& My Pending Files

@ Flease wait while the files are being checked online. ..

3. |F"E Path C\Program FilesiPocket CHMPocket _CHM, exe

I
add -
ﬁﬁC:ERECYCLERIS-I-E-E |mmmmmmwmmmmmmmwmmmmmmmwmmmmmmmmmmmmmmmmmmm aveta T

o 3"::"'[:":":”""'3”':5 and Se What sort of information is being sentfreceived?

ﬂmc:lpmgram FiIESI\PDCk_,L I OO, T ML A TTy JRp JOTCerar =, ., Remove

; Question

= There are unknown files inyour list, Woold wou like to submit them o

-i :J COMODO For analysis?

[C] Remember my answer E Yes ! Mo
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After sending the file to us, our developers will determine whether or not it represents a threat to your security. If it is
found to be trustworthy, it will be added to the Comodo safelist. (see the section Submit Suspicious Files for more details
on this).

You can manually add files to the Pending Files list by clicking the 'Add.." button and either browsing to their location on
your hard drive or selecting a running process:

add -
Brovese Files, .
Browse Running Process

The 'Move to..." option allows you to transfer the files out of the 'My Pending Files' area and into either the My Own Safe
Files or My Quarantined Files areas of Defense+:

Mave ko '] ||

My Cnan Safe Files
My Quarantined Files

Files can also be transferred into this module by clicking the 'Move to..." button in the 'My Own Safe Files' area.

4.5 My Own Safe Files

Defense+ allows you to define a personal safelist of files to complement the default Comodo safelist.

Files added to this area are automatically given Defense+ trusted status. If an executable is unknown to the Defense+
safelist then, ordinarily, it and all its active components will generate Defense+ alerts when they run. Of course, you could
choose the 'Treat this as a Trusted Application' option at the alert but it is often more convenient to classify entire directo-
ries of files as 'My Own Safe Files'.
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By adding executables to this list (including subfolders containing many components) you can reduce the amount of
alerts that Defense+ generates whilst maintaining a higher level of Defense+ security. This is particularly useful for devel-
opers that are creating new applications that, by their nature, are as yet unknown to the Comodo safelist. Files can be
transferred into this module by clicking the 'Move' button in the "My Pending Files' and 'My Quarantined Files' areas.

"% My Own Safe Files

Select | File Path Campany

I CONFIG 53
) C:10.5v3 e
Ci\MSDOS.5YS
[ C:\NTDETECT.COM
FCiuEE Lookup, ..
EC:'I,DDcuments and Zettings\all Users\application ...
}C:'I,Dcucuments and Settingstall Usersiapplication ..
C:\Program Files\ABEYY Lingwo 10 Multilingual Dic... ABBYY (BIT Software)
‘ﬁt:'l,Pngram Files\ABBYY Lingwa 10 Mulkilingual Dic,., AEBYY (BIT Software)
C:\Program Filest ABBYY Lingwo 10 Mulkilingual Dic... ABEYY (BIT Sofftware)
Z:\Program Files\AEEYY Lingwo 10 Multilingual Dic... ABBYY (BIT Software)

= Cr\Prograrn Files\ABBYY Lingwo 10 Multiingual Dic... ABBYY (BIT Software)
C:Program Filest ABEYY Lingwa 10 Mulkilingual Dic... ABEYY (BIT Saftware)
:\Program Files\AEEYY Lingwo 10 Multilingual Dic... ABBYY (BIT Software)
C:Program FilestAEEY™Y Lingwao 10 Multilingual Dic,,. TODO: <Company name x
N Program Filest ABBYY Lingwa 10 Mulkilingual Dic... ABEYY (BIT Saftware)

Remove

submit. ..

Purge

gooooooiaoo@goooono

"

@ What do these settings da?

Click the 'Add' button to manually imports files or processes into this area:

fddd -

Browse Files,.
Erowse Running Process

The 'Move to..." option allows you to transfer the selected files out of the 'My Own Safe Files' area and into either the My
Pending Files or My Quarantined Files areas of Defense+:

Move to =

My Pending Files
My Cuarantined Files

Comodo Internet Security Pro — User Guide 146




C:0-M-0-D-0

Creating

The 'Lookup..." button allows you to check for information on the selected files by consulting the master Comodo safe-
list, This will contact Comodo servers to conduct a search of Comodo's master safe list database to check if any informa-
tion is available about the file in question. If no information is available, you are presented with the option to submit them
to Comodo for analysis:

Clicking the "Submit" button will automatically begin the file submission process. This is particularly useful in the case of
'My Own Safe Files' as it will allow the files you know to be safe to be added to the master Comodo safelist. This list will
then be distributed to all other installations of the firewall and allow all users to trust these files.

4.6 View Active Process List

The interface displays all currently active processes that are running on your PC and the parent application of those pro-
cesses. By tracing an application's parent process, Defense+ can detect whether a non-trusted application is attempting
to spawn an already trusted application and thus deny access rights for that trusted application. This system provides the

very highest protection against trojans, malware and rootkits that try to use trusted software to launch an attack.

To view Active Process list, navigate to: Defense+ > Common Tasks > Active Process List.

Application - Displays the names of the applications which are currently running on your PC.

PID - Process Identification Number.

Company - Displays the name of the software developer

User Name - The name of the user that started the process

Right click on any process to:
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| 87 Active Process List =EE=
Application | PIC | Company ser Mame
[=] Swskem Idle Process 1] MT AUTHORITY\SY. .. |

| =] E Swskem 4 MT AUTHORITYASY. ..
- E SMss, BXE 536 Microsoft Corporation MT AUTHORITYISY, ..
E CErEs, e 592  Microsaft Corparation MT AUTHORITYISY. ..
- ﬁ winlogon, exe 624  Microsoft Corporation MT AUTHORITYSY. ..
=] l_ﬁ SEFVICES, EXE 672 Microsaft Corporation MT AUTHORITYISY. ..
H=] E sychost.exe 912 Microsoft Corporation MT AUTHORITYISY, ..
E PrmkSvr... 528  PROMT Ltd. MT AJTHORITYSY. ..
E prmeds... 2372 PROMT Ltd. MT AUTHORITYSY. ..
E pitmsyr.,.. 2524 PROMT Led, MT AUTHORITYSY, .,
— E sychost.exe 976 Microsoft Corporation MT AUTHORITYISY, ..
— E sychost.exe 1048  Microsoft Corporation MT AUTHORITYISY. ..
— E svchost.exe 1144 Microsoft Corporation KT AUTHORITYSY. ..
— E svchost.exe 1176 Microsoft Corporation MT AUTHORITYSY, .,
— E spoolsv.exe 1296 Microsoft Corporation MT AUTHORITYISY, ..
— E cmdagent.exe 1404 COMODO MT AJTHORITYSY, ..

— ™ mdm.exe 1436 Microsoft Corporation KT AUTHORITYSY. .. ;]

@) what do these settings do?
A
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Show the full path: Displays the location on your location of the executable in addition to it's name
Terminate: Shuts down the currently selected process

Terminate and quarantine: Shuts down the currently selected process and places the executable into the My Quaran-
tined Files section of Defense+.

4.7 My Trusted Software Vendors

Comodo Internet Security Pro can now validate digitally signed applications from trusted vendors. Trusted Vendors are
those companies that digitally sign 3rd party software to verify it's authenticity and integrity. This signature is then
counter-signed by an organization called a Trusted Certificate Authority. By default, Defense+ will detect software that is
signed by a software vendor and counter-signed by a Trusted Certificate Authority. It will then automatically add that
software to the Comodo safe list.

The 'My Trusted Software Vendors' section can be found by navigating to Defense+ > Common Tasks > My Trusted
Software Vendors.

! & My Trusted Software Vendors

Vendors (Signer Mame in the Code Signing Certificate) Defined By  # | Add -

Comodo CA Limited COoOMODo
B
Comodo CP, Inc COMODO m
Microsoft Corparation LSER
@ Vuhat do these settings do? [ Apply ] [ Cancel ]

A

Click here to read background information on digitally signing software

Click here to learn how to Add / Define a user-trusted vendor
Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to verify:

(i) Content Source: The software they are downloading and are about to install really comes from the publisher that
signed it.

(ii) Content Integrity: That the software they are downloading and are about to install has not be modified or corrupt-
ed since it was signed.

In short, users benefit if software is digitally signed because they know who published the software and that the code has-
n't been tampered with - that are downloading and installing the genuine software.
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The 'Vendors' that digitally sign the software to attest to it's probity are the 3rd party software developers. These are the
company names you see listed in the first column in the graphic above.

However, companies can't just 'sign' their own software and expect it to be trusted. This is why each code signing certifi-
cate is counter-signed by an organization called a 'Trusted Certificate Authority’. 'Comodo CA Limited' and 'Verisign' are
two examples of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-signature is critical

to the trust process and a Trusted CA will only counter-sign a vendor's certificate after it has conducted detailed checks

that the vendor is a legitimate company.

All files that are signed by the listed 'vendors' will be automatically trusted by the Defense+ module of Comodo Internet
Security Pro. (if you would like to read more about code signing certificates, see http://www.instantssl.com/code-sign-
ing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in ques-
tion. For example, the main program executable for Comodo Internet Security Pro is called 'cfp.exe' and has been digital-
ly signed.

» Browse to the (default) installation directory of C:\Program Files\Comodo\Firewall

* Right click on the file 'cpf.exe’

e Select 'Properties' from the menu

» Click the tab 'Digital Signatures' (if there is no such tab then the software has not been signed)

This will display the name of the CA that signed the software as shown below:

| General || Version || Compatibility | Digtal Signatures | Summary |

— Signature list
Mame of signer: | E-mail address: | Timestamp |
Comodo CA Limited Mot available Wednesday, Movemb...

Lletails

QK ] [ Cancel Apph,

Click the 'Details' button to view digital signature information. Click 'View Certificate' to inspect the actual code signing
certificate. (see below)
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.~ Digital Signature Information
This digital signature is QK.

Signer information

Name: |Comodo CA Limited
E-mail: INDt available
Signing time: |'v‘:'ednesda\,f, Movember 07,

General | Details | Certification Path |

Certificate Information

 View Certificate

Countersignatures

Mame of signer: E-mail address: Timestamp
Comodo Time 5t... Mot available Wednesday, Movem...

]
5
Bl
%]

This certificate is intended for the following purpose(s):

» Ensures software came from software publisher
* Protects software from alteration after publication

*Refer to the certification authority's statement for details.

P

Issued to: Comodo CA Limited

Issued by: LTM-LUSERFirst-Object

Valid from 5/13/2007 to 5/13/2010

Enstall Cerﬁﬁcahe...§| [ Izsuer Statement l

It should be noted that the example above is a special case in that Comodo, as creator of 'cpf.exe’, is both the signer of
the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast majority of
cases, the signer or the certificate (the vendor) and the counter signer (the Trusted CA) will be different. See this exam-

ple for more details.

Adding and Defining a user-trusted Vendor

A software vendor can be added to the 'Trusted Software Vendors' list in two ways:

* By reading the vendor's signature from an executable file on your local drive
» By reading the vendor's signature from an running process

Fead from a s

igned executable, ..
Read from a running process, .,
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the application

Look: in: |@ Messenger B = I':'_bii EH-
== =] sb, xml Yml.dl
§ yacsui.dll YPluginReqistry.dll
:‘} ¥ahooBridgeLib, dil ETSEWEF.EIE
L wwiYahooMessenger .exe! s yUpdater.exe
My Documents = d ' @y P

YahooMessenger.exe,. manifest yy_res.dl

a.. yaudinmgr.dll }'VDiCESI’I’I.d"

YCPFoundation.dll yvoiceui.dl
My Compuer YImage, dil ywoupl.dll
YIniDom.dl Ywcvr.dl
@« I o]
My Metwork  File name: |Yah|:n:| Messenger.exe B Cpen
Flaces

Files of type: |}-‘-.II Files ("7} B

Click the add button on the right hand side and select 'Read from a signed executable...". Browse to the location of the ex-
ecutable your local drive. In the example below, we are adding the executable 'YahooMessenger.exe'.

After clicking 'Open’, Comodo Firewall will check that the .exe file is signed by the vendor and counter-signed by a Trust-
ed CA. If so, the vendor (software signer) will be added to the Trusted Vendor list:

: Digital Signature Details

General | advanced

. Digital Signature Information
This digital signature is OK.

igner informatic \
\ Mame: IYahDD!I;cZ
Mumw\

Signing time: |Friday, December 01, %6 12:43:03 AM

& My Trusted Software Yendors

L —
d"‘:;_':?s:':':_'es N 8
\ . Vendors (Signer Mame in the Code Signing Certificate) |Deﬁned By | Add ~
Narnfe of signer: E-mail éddress: Tl.mestamp \\ Comodo CA Limited e
n VeriSign Time St... Mot available Friday, December 01...
M \ Comodo CP, Inc COMODO =
Microsoft Corporation USER
‘Yahoo! Inc. USER
@) What do these settings da? [ Apply ] [ Cancel ]
2

In the example above, Comodo Personal Firewall was able to verify and trust the vendor signature on YahooMessen-
ger.exe because it had been counter-signed by the trusted CA 'Verisign'. The software signer 'Yahoo! Inc' is now a trust-
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ed vendor and is added to the list. All future software that is signed by the vendor 'Yahoo! Inc' will be automatically added
to the Comodo safe list UNLESS you change this setting in Defense+ settings.

Comodo Internet Security Pro also allows you to add a trusted vendor by selecting from processes that are currently run-
ning on your PC. To do this, click the 'Add..." button and select 'Choose from a running process..."

% Choose a process =7 '
[ igystem Idle Process; ;]
=T System
=T smss.exe
7 esrss.exe

EI. winlogon, exe
=77 services.exe
= svchost.exe
[ swchost.exe
=7 swchost.exe

m

= svchost.exe
7 svchost.exe

7 spoolsv.exe
[ cmdagent.exe

7 alg.exe w

[ svchost.exe

7 Isass.exe

= g explarer,exe

hh.exe
- |38] ExcEL.EXE
ol vuLExe L]

. -

What do these settings dov Select Zancel
s

Select the signed executable that you want to trust and click the 'Select' button. Comodo Internet Security Pro will per-
form the same certificate check as described above.

If the firewall cannot verify that the software certificate is signed by a Trusted CA then it will not add the software vendor
to the list of 'My Trusted Vendors' . In this case, you will see the following error message:

'COMODO Internet Security

L
- | ) The file does not seem to be a valid signed executable,

Note: The 'My Trusted Software Vendors' list displays two types of software vendors:

» User defined trusted software vendors - As the name suggests, these are added by the user via one of the two
methods outlined earlier. These vendors can be removed by the user by selecting and clicking the 'Remove’ but-
ton. All software created by user certified vendors is automatically added to the firewall safelist.

« Comodo defined trusted software vendors - These are the vendors that Comodo, in it's capacity as a Trusted CA,
has independently validated as a legitimate company. Comodo certified vendors are hardcoded into the firewall
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and cannot be removed. All software created by Comodo certified vendors is automatically added to the firewall
safelist.

4.8 My Protected Registry Keys

Comodo Internet Security Pro automatically protects system critical registry keys against modification. Irreversible dam-
age can be caused to your system if important registry keys are corrupted or modified in any way. It is essential that your
registry keys are protected against attack.

In order to access 'My Protected Registry Keys', navigate to: Defense+ Tasks > Common Tasks > My Protected Registry

ﬂ My Protected Registry Keys

My Protected Registry Keys
[=] shell Related Eewvs ]
— HELMSOF TWWARE Microsoftwindows Correntyersiont Explorer | Browser Helper Objecksi* (£
— HELM), Softbware Microsaf by Windows) CurrentWersion'explorer ShellExecuteHooks) *
— HELM1SOFTWARE Microsoftiwindows NTCurrentYersion! WindowsiappInit_DLLs
— HELMSOFTWARE W owad3Z2Model Microsaftyiindows NTYCurrentyersiontwindowstap., ., GEroups. ..
— HELM) SoftwareMicrosafth Active SetuptInstaled Components)* StubPath

— M EOFTWARE\Microsoft Internet ExplorerMaintSkart Page

— M SOFTWARE\Microsoft Inkernet ExploreriMaint Search®

— *SOFTWARE\MicrosofthInternet ExploreriMainiLocal Page

— M EOFTWARE\Microsoft) Internet Explorer Searchi®

— *#Sofbware\MicrasaftiInkernet ExplarertSearchirl

— HELMSOFTWAREMicrosoftwindows Currentversion) URLY*

— N EOFTWARE\Microsof b Windows! Currentversioni Internet Settings\CachelSpecial Path. ..

— HELM)SOFTWARE Microsoft wWindows| Currentversion Internet Settings!ZoneMaptDom. .. L]

Edit...

Remove

e

" -

-/

@ What do these settings do? [ Apply [ Cancel ]

You can import additional registry keys that you wish to protect by clicking the 'Add' button:

. |
| add - I
Registry Groups Automatic Startup
Reqgistry Entries... COMODO Keys

Internet Explorer Keys
Remove
Important Keys

The 'Registry Groups' option allows you to batch select and import predefined groups of important registry keys. Comodo
provide a default selection of 'Automatic Startup' (keys), 'Comodo Keys', 'Internet Explorer Keys' and 'Important Keys'.

The 'Registry Entries...." option opens the Windows registry editor within the Comodo Internet Security Pro interface and
allow you to select individual keys.
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You can add items manually by browsing the registry tree in the right hand pane. Drag & drop specific registry keys into
the 'Selected Items' pane. To add item manually enter its name in the field and press the '+’ button.

E Please drag and drop your selection in the Selected items section =1

~Add new ikem -

|

., -

Eisting ikems - —aelected ikems -

- HKEY _CLASSES_ROOT

- HKEY _CURRENT _USER

- HKEY _LOCAL_MACHIME
- HKEY_USERS

- HKEY _CURRENT _CONFIG

. - . 4

Wrhat do these settings dov apply Cancel
s

The 'Groups..." button allows the user to access the 'My Registry Groups' interface:

' My Registry Groups

My Registry Groups

[=] Automatic Startup

— *\Software \Microsoft\Windows \CurrentVersion'Load

#\Software \Microsoft\Windows NT\CurrentVersion\WOW \boot™

=\Software Microsoft\Windows NT\CurrentVersion\IniFileMapping\®
HKLM\Software\MicrosoftiWindows NTYCurrentVersion \Winlogan ™

HELM\SOFTWARE Microsoft\Windows \CurrentVersion'shellService ObjectDelayLoad*
HKLM\Software \MicrosoftiWindows\Currentversion\shell Extensions \Approved\™
FSOFTWARE \Microsoft\Windows\CurrentVersion \Policdes\Explorer\Run™
=\SoftwareMicrosoft\Command Processor\AutoRun

HKLM\Software\Policies \Microsoft\Windows\System\Soripts\Startup

HKLM\Software \Microsoft\Windows NT\CurrentVersion\Image File Execution Options'D...
HKLM\Software \MicrosoftiWindows NT\CurrentVersion\Accessibility \Utility Manager\®
HKLMASOFTYWARE Microsoft\Windows \CurrentVersion\Explarer \Browser Helper Objects\™
HELM\Software \Wicrosoft\Windows\CurrentVersion \explorer | ShelExecuteHooks | L]

. 4

@'ﬁ'hat do these settings do? [ Apply [ Cancel ]
A
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Registry groups are handy, predefined groupings of important registry keys.
This interface allows you to

¢ Create a new registry key Group by clicking the 'Add' button

¢ Add keys to your new group by selecting the Registry Group name from the list then clicking 'Add > Select From
> Registry Key...'

e Add keys to a preexisting group by selecting its name from the list then clicking 'Add > Select From > Registry
Key...

¢ Edit the names of existing registry key Group or individual key by right-clicking and selecting the 'Edit' button

* Re-assign registry keys to another group by dragging and dropping

4.9 My Protected COM Interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects interact with-
in a single application or between applications - specifying how components work together and interoperate. COM is
used as the basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch attacks on
your computer. It is a critical part of any security system to restrict processes from accessing the Component Object Mod-
el - in other words, to protect the COM interfaces.

Comodo Internet Security Pro automatically protects COM interfaces against modification, corruption and manipulation by
malicious processes. The predefined COM Interface groups can be accessed by clicking the 'Groups..." button.

In order to access 'My Protected COM Interfaces', navigate to: Defense+ Tasks > Common Tasks > My Protected COM.

H My Protected COM Components

My Protected COM Interfaces

[=] Important COM Interfaces

— {4991 0346-8041-4291-8366-332836669097}
InkernetExplorer, Applicakion, *

Edit...

Remove

Cutlook, Application,

VRPC Controlinksyes Groups. ..

LocalSecurityAuthority Backup

Local3ecurityAuthority  Reskore

LocalSecurityAuthority, Debug

LocalSecurityAuthority, LoadDriver

LocalZecoritwAukhority, Shukdown

. 4

@ What do these settings do? [ Cancel ]
P

You can import additional COM interfaces that you wish to protect by clicking the 'Add' button
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My Protected Registry Keys

COM Groups

Internet Explorer fWindows Shell

COM Components.. Windows Management
M Pssudo COM Interfaces - Privileges
Remove
: Pseudo COM Interfaces - Important Ports
n }
[ —— ] int Mizcellaneous Classes

The 'COM Groups' option allows you to batch select and import predefined COM interfaces.

The 'COM Components...."' option allows you to add individual COM components. You can add items manually by brows-
ing the components in the right hand pane. Drag & drop specific components into the 'Selected Items' pane. To add man-
ually add a component' enter its name in the field and press the '+’ button.

~add new ikem -
|
~Existing items - ~Selected items -

- About, PromEabout g
- Bbout, Promeabout, 2

- About, PramtAppCounter

- About, PromtAppCounter, 1

-ac3

- AccClientDocMgr, AccoClientDockgr
- AccClientDocMgr, AccoClientDockgr, 1
- AccDictionary, AccDickionary
- AccDictionary, AccDickionary, 1

- AccessConkrolEntry

- fccessControllisk

- AccServerDockgr, AccSeryverDocgr

- AccServerDaochgr, AccSeryerDocMar, 1 L]

F P B Y P A | -m.-l\l.-w
D

I

What do these settings do? apply Cancel
“

To access 'My COM Interface Groups', click on the 'Groups' button.
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ﬂ My COM' Interface Groups

My COM Groups | Add -~
[=] Important COM Inkerfaces

— {4991034E6-5041-4291-58366-3328366E89097 )

— InternetExplorer, Application,

— Cutlook, Application, *
— \RPC Contralinksves
— LocalSecurityAuthority Backup

— LocalSecurityfotharity  Restore

— LocalSecurityfuthority, Debug

I— LocalSecurityfotharity  LoadDriver

L LocalSecurityaotharity, Shukdown

" -

-

[ Cancel ]
A

@ what dao these settings do? [ Apply

COM groups are handy, predefined groupings of COM interfaces.
This interface allows you to

¢ Create a new COM Group by clicking the 'Add' button

¢ Add components to your new group by selecting the group name from the list then clicking 'Add > Select From >
COM components...'

¢ Add keys to a pre-existing COM group by selecting its name from the list then clicking 'Add > Select From > COM
components...'

« Edit the names of existing COM Group or individual component by right-clicking and selecting the 'Edit' button

¢« Re-assign COM components to another group by dragging and dropping

4.10 Computer Security Policy

The Computer Security Policy area allows the user to view, manage and edit the Defense+ security policies that apply to
applications.
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The first column, 'Application Name', displays a list of the applications on your system for which a security policy has
been deployed. If the application belongs to a file group, then all member applications assume the security policy of the
file group. The second column, 'Treat as', column displays the name of the security policy assigned to the application or
group of applications in column one.

..ﬂ Computer Security Policy
Application name | Treat as Add...
[=] all Applications Custom policy -
T -gdit...
This is the name of = B | I
[=] Windows System Applications Windows System Ap... e y
the FILE GROUP :_“ B: Hemaove
5 5 : _..-it [ Yewindir%\system32\smss, exe This is a PREDEFINED POLICY which Purge
Applications listed b_enea_th L— I T e— v—— can be applied to a FILE GROUP or
the file group name inherit T : 5 to an individual application
the POLICY of that file group o 0o
N E%wind
\_\"F E oewind (= alsy.e
= \WINDOWS \system32\dsve. exe |custom palicy |
mne < | B s [(oroEs ee
:’"g ?r::l' pepmsesliie s, S i == |the user and deployed to individual
sRUAY Wt
and are individually assigne 3 CHWINDOWS system32notepad. exe applications
a custom or predefined '
security POLICY
@) Vuhat do these settings do? [ Apply ] [ Cancel ]
P

General Navigation:

Add... - Allows the user to Add a new Application to the list then create it's policy. See the section 'Creating or Modifying
a Defense+ Security Policy'.

Edit... - Allows the user to modify the Defense+ security policy of the selected application. See the section 'Creating or
Modifying a Defense+ Security Policy'.

Remove - Deletes the current policy. Note - you cannot remove individual applications from a file group using this inter-
face - you must use the 'My File Groups' interface to do this.

Purge - Runs a system check to verify that all the applications for which policies are listed are actually installed on the
host machine at the path specified. If not, the policy is removed, or 'purged’, from the list.

Users can re-order the priority of policies by simply dragging and dropping the application name or file group name in
question. To alter the priority of applications that belong to a file group, you must use the 'My File Groups' interface.

Creating or Modifying a Defense+ Security Policy
To begin defining a application's Defense+ policy, you need take two basic steps.

1) Select the application or file group that you wish the policy to apply to.

(2) Configure the security policy for this application.
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(1) Select the application or file group that you wish the policy to apply to
If you wish to define a policy for a new application (i.e. one that is not already listed), click the 'Add..." button in the main
Computer Security Policy interface.

This will bring up the 'Application System Activity Control' interface shown below:

E Application System Activity Control

Application Path

[ ] [ Select "]

(_JUse a predefined palicy Windows Installer Application -
(@) Use a custarn palicy Access Righks Prokeckion Settings
@ wWhat do these settings do? [ Apply ] [ Cancel ]

Because you are defining the Defense+ security settings for a new application, you will notice that the 'Application Path'
field is blank. (If you were editing an existing policy instead, then this interface would show that policy's name and path.)

Click the 'Select' button to begin

] [ Select *

File Groups »
Running Processes. ..
Browse...

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups; Running
Processes and Browse... (to application

(i) File Groups - choosing this option allows you to create a Defense+ security policy for a category of pre-set files or
folders. For example, selecting 'Executables' would enable you to create a Defense+ policy for all files with the extensions
.exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include 'Windows System Applications’ , 'Windows
Updater Applications', 'Start Up Folders' etc - each of which provide a fast and convenient way to apply a generic policy
to important files and folders.

To view the file types and folders that will be affected by choosing one of these options, you need to visit the 'My File
Groups' interface.

The 'My File Groups interface can be accessed either of the following methods:
* Navigate to Defense+ > Common Tasks > My Protected Files then click the "My Groups' button.

* Navigate to Defense+ > Common Tasks > My Quarantined Files then click the 'My Groups' button.

(i1) Running Processes - as the name suggests, this option allows you to create and deploy a Defense+ policy for
any process that is currently running on your PC.
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& Choose a process

El g explorer,exe
= hkemd.exe

™ iafxpers.
@

----- E xpcunt3 2EXE

-] cfpexe
—# ctfmon.exe
EI&} MSMMsar.exe

ey ) )
------ ' g Versionyerifier.exe

-]@] ouTLooK.EXE

"

|

) Vuhat do these settings do?

) (o)

[ Select

You can choose an individual process (shown above) or the parent process of a set of running processes. Click 'Select' to

confirm your choice.

(iii) Browse... (to application) - this option is the easiest for most users and simply allows you to browse to the location of
the application for which you want to deploy the Defense+ security policy.

ﬂ Please drag and drop your selection in the Selected items section

| english.lng
-4 fastforward.ini
----- B html40_entities.dtd
@] Licenze.rtf
~[E] Ingcode.txt
----- Cpera.dll
----- ﬂ' Opera.exe

% operadefs.ini
----- CUniAnsi.dl

- plugin-ignore.ini
prondict.ini
----- " ready.pcm
----- =| runner

! B

e what do these eettings do?

{Cy\Program Files\Opera 9\0pera.exe

. 4

[ Apply ][ Cancel ]

In the example below, we have decided to create a security policy for the Opera web browser.
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Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
application's policy.

(2) Configure the security policy for this application

There are two broad options available for selecting a policy that will apply to an application - Use a Pre-defined Policy or
Use a Custom Policy

(i) Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing security policy on to the
target application. Choose the policy you wish to use from the drop down menu. In the example below, we have chosen
'Limited Application'. The name of the predefined policy you choose will be displayed in the 'Treat As' column for that ap-

plication in the Computer Security Policy interface.

& Application System Activity Control

Application Path

(CoProgram Fies\Opera S\0peraexe ) [ seet 7

@

—

Installer or Updater B

Installer or Updater
Trusted Application

IUse a predefined policy

() Use & custom policy

"

Windows System Application

@ What do these settings do?

Isolated Application
Limited Application

Note: Predefined Policies, once chosen, cannot be modified directly from this interface - they can only be modified and
defined using the 'Predefined Security Policies' interface. If you require the ability to add or modify settings for an specific
application then you are effectively creating a new, custom policy and should choose the more flexible Use Custom Poli-
cy option instead.

(i) Use a Custom Policy- designed for more experienced users, the 'Custom Policy' option enables full control over the
configuration specific security policy and the parameters of each rule within that policy. The Custom Policy has two main

configuration areas - Access Rights and Protection Settings.

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects whereas 'Protec-
tion Settings' determine what the application can have done to it by other processes.

Access Rights - The Process Access Rights interface allows you to determine what activities the applications in your
custom policy are allowed to execute. These activities are called 'Access Names'.
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H Process Access Rights =] y

Access Mame I Default Action I Settings I
E Run an executable @ ask (Blodk
alnterprucess Memory ACCesses (ask Dalow (@ Block
B Windows,MinEvent Hooks @ ask (Oallow (C)Block
E Frocess Terminations (Jask (Oallow (@) Block
Device Driver Installations (Jask (Oallow (@) Blodk
Jél Windows Messages (ask @ alow (C)Block
Protected COM Interfaces (ask Oalow (@ Block
@ Protected Registry Keys Cask () allow Block
Protected Files Folders @ ask Oalow (CBlodk
E‘ﬂ Loopback Metworking (Jask (@ allow (C)Block

& DMS Client Service (Jask (Oallow (@) Block

@ Physical Memaory (ask Oallow (@) Block

E Computer Monitor (ask @ alow (Block

'@ Disk (ask Oalow (@ Block

O keyboard (ask Oalow (@ Block

@ What do these settings do? [ Apply ] [ Cancel ]

Click here to view a list of definitions of the Action Names listed above and the implications of choosing to Ask, Allow or
Block for each setting.

Exceptions to your choice of 'Ask’, 'Allow' or 'Block' can be specified for the policy by clicking the 'Modify..." button on the
right.:

& Run an executable

Allowed Applications | Blocked Applications |

Allowed Applications | Add -~

| @] C:'Program FilesMicrosoft Office {OFFICE 110UTLOOK. EXE
|

@'\'-a'hat do these settings do? [ Apply ] [ Cancel ]

(A
Edd

Select the 'Allowed Applications' or 'Blocked Applications' tab depending on the type of exception you wish to create.
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Clicking 'Add' will allow you to choose which applications or file groups you wish this exception to apply to. (click here for
an explanation of available options)

In the example above, the default action for 'Run as an executable' is 'Ask’. This means Defense+ will generate an alert
asking your permission if 'Opera.exe' tried to run another program. Clicking 'Modify' then adding 'Outlook.exe' to the 'Al-
lowed Applications' tab creates an exception to this rule. Opera.exe is now allowed to run 'Outlook.exe' but an alert will be
generated if it tries to run any other application.

Protection Settings - Protection Settings determine how protected the application or file group in your policy is against
activities by other processes. These protections are called 'Protection Types'.

E Protection Settings

Protection Tvpe | ackive | Exceptions |
aInterprDcess Memory Accesses O Yes @ Mo
B windowsWinEvent Hooks (ives (@IMo
m Process Terminations O Yes @ Mo
JEHI windows Messages (ives (@IMo

@ what do these settings do? [ apply ] [ Cancel ]

Select 'Yes' to enable monitoring and protect the application or file group against the process listed in the 'Protection
Type' column. Select 'No' to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each setting.

Exceptions to your choice of "Yes' or 'No' can be specified in the application's policy by clicking the 'Modify..." button on
the right.

Click 'Apply' to confirm your setting.

Comodo Internet Security Pro — User Guide 163




C:0-M-0-D-0

Creating

4.11 Image Execution Control Settings

Image Execution Control is an integral part of the Defense+ engine. If your Defense+ Security Level is set to "Safe mode'
or 'Clean PC Mode', then it is responsible for authenticating every executable image that is loaded into the memory.

Comodo Internet Security Pro calculates the hash an executable at the point it attempts to load into memory. It then
compares this hash with the list of known/recognized applications that are on the Comodo safe list. If the hash matches
the one on record for the executable, then the application is safe. If no matching hash is found on the safelist, then the
executable is 'unrecognized' and you will receive an alert.

This area allows you to quickly determine how proactive the monitor should be and which types of files it should check.

'General' tab

i) Image Execution Control Settings

General | Files To Check

Image Execution Control Level

Aggressive - Intercepts the executable Files before being loaded into the memory
- Executable files not lisked in the Files To Check section are exduded

Marrmal

Disahled

@ ihat do these settings do? [ Apply ] [ Cancel ]

ta
A

Adjust the slider to your preferred protection level:

Aggressive - This setting instructs Defense+ to intercept the file types listed in the 'Files to Check' tab before they are
loaded into memory and also Intercepts prefetching/caching attempts for the executable files.

Normal - Same as aggressive but does not intercept prefetching/caching attempts. This is the default and recommend-
ed setting.

Disabled - No execution control is applied to the executable files.

Click 'Apply' to implement your settings.
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'Files to Check' tab

Lists file types that Defense+ will check using the Image Execution Level specified on the 'General' tab.

'.gu Image Execution Control Settings

Files Ta Check.

Check Files

E*.exe

| add  ~

Executables File Groups
Imparkant Folders Running Processes, .,
Skartup Falders Search...

@ What do these settings dao?

| apply || Cancel |

The default and recommended setting is *.exe. This means every .exe file will be authenticated by Defense+ before it is
allowed to run. If Defense+ is unable to authenticate a particular .exe file then you will receive an alert which will ask your

permission before the application allowed to run.

Click the 'Add' button to add additional file groups or processes to the 'Files to check' list. Click here for an outline of the

options available when adding file types.

Click 'Apply' to implement your changes.
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4.12 Predefined Security Policies

As the name suggests, a predefined security policy is a set of access rights and protection settings that have been saved
and can be re-used and deployed on multiple applications. Each policy is comprised of a number of 'Rules' and each of
these 'Rules' is defined by a set of conditions/settings/parameters. 'Predefined Security Policies' is a set of policies that
concern an application's access rights to memory, other programs, the registry etc. (Note - this section is for advanced
and experienced users. If you are a novice user to Comodo Internet Security Pro, we advise you first read the Computer
Security Policy section in this help guide if you have not already done so)

Although each application's security policy could be defined from the ground up by individually configuring its constituent
rules, this practice may prove time consuming if it had to be performed for every single program on your system. For this
reason, Comodo Internet Security Pro contains a selection of predefined policies according to broad application catego-
ry. Each predefined policy has been specifically designed by Comodo to optimize the security level of a certain type of
application. Users can, of course, modify these predefined policies to suit their environment and requirements.

To configure this category, navigate to: Defense+ > Advanced > Predefined Security Policies. There are four default se-
curity policies listed under the Policy Name column.

E Predefined Security Policies

Puolicy Mame | add...

e
Trusted Application
Shell Application

Isolated Application

Isolated Browser Application

. -

@ wWhat do these settings da? [ Apply ] [ Cancel ]
i

To view or edit an existing predefined policy:

» Double click on the Policy Name in the list
» Select the Policy Name in the list, right-click and choose 'Edit'
» Select the Policy Name and click the 'Edit... button on the right

From here, you can modify a policy's name and, if desired, make changes to its 'Process Access Rights' and 'Protection
Settings'. Any changes you make here will be automatically rolled out to all applications currently under that policy.

To create a new predefined policy you should click the 'Add.." button, type a name for the policy then follow the same
configuration procedure as outlined for creating a custom, application specific policy. Click here to view.

Once created, your policy will be available for deployment onto specific application or file groups via the Computer Secu-
rity Policy section of Defense+ .
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4.13 Defense+ Settings

The Defense+ component of Comodo Internet Security Pro is a host intrusion prevention system that constantly monitors
the activities of all executable files on your PC. With Defense+ activated, the user is warned EVERY time an unknown ap-
plication executable (.exe, .dll, .sys, .bat etc) attempts to run. The only executables that are allowed to run are the ones
you give permission to. An application can be given such permission to run in a variety of ways including; manually grant-
ing them execution rights in Computer Security Policy; by deciding to treat the executable as trusted at a Defense+ alert
or simply because the application is on the Comodo safe list. Defense+ also automatically protects system-critical files
and folders such as registry entries to prevent unauthorized modification. Such protection adds another layer of defense
to Comodo Internet Security Pro by preventing malware from ever running and by preventing any processes from making
changes to vital system files.

Note for beginners: This page will often refer to 'executables’ (or ‘executable files'). An 'executable’ is a file that can in-
struct your computer to perform a task or function. Every program, application and device you run on your computer re-
quires an executable file of some kind to start it. The most recognisable type of executable file is the "exe' file. (e.g.,
when you start Microsoft Word, the executable file 'winword.exe' instructs your computer to start and run the Word appli-
cation). Other types of executable files include those with extensions .cpl .dll, .drv, .inf, .ocx, .pf, .scr, .sys.

Unfortunately, not all executables can be trusted. Some executables, broadly categorised as malware, can instruct your
computer to delete valuable data; steal your identity; corrupt system files; give control of your PC to a hacker and much
more. You may also have heard these referred to as Trojans, scripts and worms. Worse still, these programs are explicit-
ly designed to run without you knowing about them. Defense+ is designed to make sure you DO know about them by
blocking all unknown executables and alerting you whenever they try to run.

The Defense+ Settings area allows you to quickly configure the security level and behavior of Defense+ during operation.
This settings area can be accessed in the 'Advanced' section of '‘Defense+ Tasks' and, more immediately, by clicking on
the blue text next to 'Defense+' on the Summary Screen (shown below).

Proactive Defense

-
(@1 The Defense+ has blocked O suspicious attemptis so Far,
= The Defense+ security level is set W Safe Mode

41 application(s) are ackive and running in the memory.
W 2 File(s) are waiting For vour review,

ﬁ Switch ko Inskallation Mode

'General Settings' tab

Comodo Internet Security Pro allows you to customize the behavior of Defense+ by adjusting a Security Level slider to
switch between preset security levels.

The choices available are: Paranoid, Safe mode, Clean PC Mode, Training Mode and Disabled. The setting you choose
here will also be displayed on the firewall summary screen.
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I.ﬂ Defense+ Settings

General Sethings | Monitor Settings

Defense+ Security Level

Paranoid Mode - Computer security policy is applied
- Ewery action of the safe executable files are learnt

cafe Made - Every action of the unknown executable files are alerted ko
T the user

Clean PC Mode

Training Mode

Disabled
Keep an alert on screen For maximum 120 seconds

[#] Trust the applications digitally signed by Trusted Software Vendors
[[] Block. all the unknown requests if the application is dosed

[[] Deactivate the Defense+ permanently (Requires a system reskart)

What do these settings dav Apply Cancel
w

» Paranoid Mode: This is the highest security level setting and means that Defense+ will monitor and control all
executable files apart from those that you have deemed safe. The firewall will not attempt to learn the behavior of
any applications - even those applications on the Comodo safe list. and will only use your configuration settings
to filter critical system activity. Similarly, the firewall will not automatically create 'Allow' rules for any executables -
although you still have the option to treat an application as "Trusted' at the Defense+ alert. Choosing this option
will generate the most amount of Defense+ alerts and is recommended for advanced users that require complete
awareness of activity on their system.

+ Safe mode: While monitoring critical system activity, the firewall will automatically learn the activity of executa-
bles and applications certified as 'Safe' by Comodo. It will also automatically create 'Allow' rules these activities.
For non-certified, unknown, applications, you will receive an alert whenever that application attempts to run.
Should you choose, you can add that new application to the safe list by choosing 'Treat this application as a
Trusted Application' at the alert. This will instruct the firewall not to generate an alert the next time it runs. If your
machine is not new or known to be free of malware and other threats as in 'Clean PC Mode' then 'Safe mode'
is recommended setting for most users - combining the highest levels of security with an easy-to-manage num-
ber of Defense+ alerts.

* Clean PC Mode: From the time you set the slider to 'Clean PC Mode', Defense+ will learn the activities of the ap-
plications currently installed on the computer while all new executables introduced to the system are monitored
and controlled. This patent-pending mode of operation is the recommended option on a new computer or one
that the user knows to be clean of malware and other threats. From this point onwards Defense+ will alert the
user whenever a new, unrecognized application is being installed. In this mode, the files in 'My Pending Files' are
excluded from being considered as clean and are monitored and controlled.

Installation Mode: Installer applications and updaters may need to execute other processes in order to run ef-
fectively. These are called 'Child Processes'. In 'Paranoid’, Safe' and 'Clean PC modes', Defense+ would raise
an alert every time these child processes attempted to execute because they have no access rights. Whilst in
one of these 3 modes, Comodo Internet Security Pro will make it easy to install new applications that you trust by
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offering you the opportunity to temporarily engage 'Installation Mode' - which will temporarily bestow these child
processes with the same access rights as the parent process - so allowing the installation to proceed without the
usual alerts.

If you are installing a new, unknown application. Defense+ will alert you with a pop-up notification and, as you
want to allow this application to continue installing, you should select 'Treat this application as an Installer or Up-
dater'. You will subsequently see the following:

(Switch to the Installation Mode?

| 4 would you like to switch to the "Installation Mode™ to make this policy fully effective?
\") If you are not installing a new application or performing an update, you do not need to switch,

Clicking "Yes' will engage 'Installation Mode' and so grant child processes with the same access rights as the parent

process.
This will be followed by the following reminder that you need to switch back to your previous mode:

four Defense + Security Level is still in “Installation Mode”, Would vou
like to switch back to your previous mode?

Clasing this window in 23 seconds. ..

SRS R0 R 0 R0 10 00 0 04 1= 1=

Why is this important? [ las ] [ fia ]

» Training Mode: The firewall will monitor and learn the activity of any and all executables and create automatic
'‘Allow' rules until the security level is adjusted. You will not receive any Defense+ alerts in 'Training Mode'. If you
choose the 'Training Mode' setting, we advise that you are 100% sure that all applications and executables in-
stalled on your computer are safe to run.

Tip: This mode can be used as the “Gaming Mode”. It is handy to use this setting temporarily when you are run-
ning an (unknown but trusted) application or Games for the first time. This will suppress all Defense+ alerts while
the firewall learns the components of the application that need to run on your machine and automatically create
'‘Allow' rules for them. Afterwards, you can switch back to 'Safe mode' mode).

» Disabled: Disables Defense+ protection. All executables and applications are allowed to run irrespective of your
configuration settings. Comodo strongly advise against this setting unless you are confident that you have an al-
ternative intrusion defense system installed on your computer.

Keep an alert on screen for maximum (n) seconds - Determines how long the Firewall will show a Defense+ alert with-
out any user intervention. By default, the timeout is set at 120 seconds. You may adjust this setting to your own prefer-
ence.

Trust applications digitally signed by Trusted Software Vendors - Leaving this option checked means software which
is signed by a Trusted Certificate Authority will be automatically added to the safe list. Comodo recommend leaving this
option enabled. For more details, see My Trusted Software Vendors.
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Block all unknown requests if the application is closed - Checking this box will block all unknown requests (those not
included in your Computer Security Policy) if Comodo Internet Security Pro is not running/has been shut down.

Deactivate Defense+ permanently (Requires a system restart) - Shuts down the Defense+ Host Intrusion element of
Comodo Internet Security Pro PERMANENTLY. The firewall is not affected and will continue to protect your computer
even if you deactivate Defense+. Comodo do not recommend users close Defense+ unless they are sure they have alter-
native Intrusion Prevention Systems installed.

'Monitor Settings' tab

The 'Monitor Settings' tab allows you configure which activities, entities and objects should be monitored by Defense+.
Note: The settings you choose here are universally applied.

» If you disable monitoring of an activity, entity or object using this interface it will completely switch off monitoring
of that activity on a global basis - effectively creating a universal 'Allow' rule for that activity. This 'Allow' setting
will over-rule any policy specific 'Block' or 'Ask’ setting for that activity that you may have selected using the 'Ac-
cess Rights' and 'Protection Settings' interface.

&

X Defense+ Settings

General Settings | Monitor Settings

~aickivities Ta Maonitor "

[# Interprocess Memory Accesses [¥] Process Terminations
[ WindowsWinEvent Hooks [] window Messages
[#] Device Driver Installations [ DNS Client Service
[ Loophack Mebwarking

~Entities To Monitor Against Modifications -

[¥ Protected COM Intetfaces [ Protected Registry Keys  [¥] Protected Files/Folders

bjects To Maonitor Against Direct Access

[¥] Physical Memary [ Computer Monitor [#] Disks [ Keyboard

@) wihat do these settings do? [ Apphy ] [ Cancel ]

v
s

Activities To Monitor:

Interprocess Memory Access - Malware programs use memory space modification to inject malicious code for numer-
ous types of attacks, including recording your keyboard strokes; modifying the behavior of the invaded application; steal-
ing confidential data by sending confidential information from one process to another process etc. One of the most seri-
ous aspects of memory-space breaches is the ability of the offending malware to take the identity of the invaded process,
or 'impersonate’ the application under attack. This makes life harder for traditional virus scanning software and intrusion-
detection systems. Leave this box checked and Defense+ will alert you when an application attempts to modify the mem-
ory space allocated to another application.
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Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by which a function
can intercept events (messages, mouse actions, keystrokes) before they reach an application. The function can act on
events and, in some cases, modify or discard them. Originally developed to allow legitimate software developers to de-
velop more powerful and useful applications, hooks have also been exploited by hackers to create more powerful mal-
ware. Examples include malware that can record every stroke on your keyboard; record your mouse movements; moni-
tor and modify all messages on your computer; take over control of your mouse and keyboard to remotely administer your
computer. Leaving this box checked means that you are warned every time a hook is executed by an untrusted applica-
tion.

Device Driver Installations - Device drivers are small programs that allow applications and/or operating systems to in-
teract with a hardware device on your computer. Hardware devices include your disk drives, graphics card, wireless and
LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc.. Even the installation of a perfectly well-inten-
tioned device driver can lead to system instability if it conflicts with other drivers on your system. The installation of a ma-
licious driver could, obviously, cause irreparable damage to your computer or even pass control of that device to a hack-
er. Leaving this box checked means Defense+ will alert you every time a device driver is installed on your machine by an
untrusted application.

Loopback Networking - Loopback connections refer to the internal communications within your PC. Any data transmit-
ted by your computer through a loopback connection is immediately also received by it. This involves no connection out-
side your computer to the Internet or a local network. The IP address of the loopback network is 127.0.0.1, which you
may have heard referred to under its domain name of 'http://localhost' i.e. the address of your computer. Loopback chan-
nel attacks can be used to flood your computer with TCP and/or UDP requests which can smash your IP stack or crash
your computer. Leaving this box checked means Defense+ will alert you every time a process attempts to communicate
using the loopback channel.

Process Terminations - A process is a running instance of a program. (for example, the Comodo Internet Security Pro
process is called 'cfp.exe'. Press 'Ctrl+Alt+Delete’ and click on 'Processes' to see the full list that are running on your sys-
tem). Terminating a process will, obviously, terminate the program. Viruses and Trojan horses often try to shut down the
processes of any security software you have been running in order to bypass it. With this setting enabled, Defense+ will
monitor and alert you to all attempts by an untrusted application to close down another application.

Window Messages - This setting means Comodo Internet Security Pro will monitor and detect if one application attempts
to send special Windows Messages to modify the behavior of another application (e.g. by using the WM_PASTE com-
mand).

DNS Client Service - This setting alerts you if an application attempts to access the "Windows DNS service' - possibly in
order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed Denial of Service attack whereby
an malicious entity sends several thousand spoofed requests to a DNS server. The requests are spoofed in that they ap-
pear to come from the target or 'victim' server but in fact come from different sources - often a network of 'zombie' pc's
which are sending out these requests without the owners knowledge. The DNS servers are tricked into sending all their
replies to the victim server - overwhelming it with requests and causing it to crash. Leaving this setting enabled will pre-
vent malware from using the DNS Client Service to launch such an attack.

Note for beginners: DNS stands for Domain Name System. It is the part of the Internet infrastructure that translates a
familiar domain name, such as 'example.com'to an IP address like 123.456.789.04. This is essential because the Inter-
net routes messages to their destinations on the basis of this destination IP address, not the domain name. Whenever
you type a domain name, your Internet browser contacts a DNS server and makes a 'DNS Query'. In simplistic terms, this
query is 'What is the IP address of example.com?'. Once the IP address has been located, the DNS server replies to your
computer, telling it to connect to the IP in question.

Entities To Monitor Against Modifications
Check the boxes against the needed options, if you want to enable monitoring of them:

- Protected COM Interfaces enables monitoring of COM interfaces you specified here.
- Protected Registry Keys enables monitoring of Registry keys you specified here.
- Protected Files/Folders enables monitoring of files and folders you specified here.
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Objects To Monitor Against Direct Access

Determines whether or not Comodo Internet Security Pro should monitor access to system critical objects on your com-
puter.. Using direct access methods, malicious applications can obtain data from a storage devices, modify or infect other
executable software, record keystrokes and more. Comodo advise the average user to leave these settings enabled:

- Physical Memory

Monitors your computer's memory for direct access by an applications and processes. Malicious programs will attempt to
access physical memory to run a wide range of exploits - the most famous being the 'Buffer Overflow' exploit. Buffer
overruns occur when an interface designed to store a certain amount of data at a specific address in memory allows a
malicious process to supply too much data to that address., This overwrites its internal structures and can be used by
malware to force the system to execute its code.

- Computer Monitor

Comodo Internet Security Pro will raise an alert every time a process tries to directly access your computer monitor. Al-
though legitimate applications will sometimes require this access, there is also an emerging category of spyware-pro-
grams that use such access to monitor users' activities. (for example, to take screenshots of your current desktop; to
record your browsing activities etc)

- Disks

Monitors your local disk drives for direct access by running processes. This helps guard against malicious software that
need this access to, for example, obtain data stored on the drives, destroy files on a hard disk, format the drive or corrupt
the file system by writing junk data.

- Keyboard

Monitors your keyboard for access attempts. Malicious software, known as 'keyloggers', can record every stroke you
make on your keyboard and can be used to steal your passwords, credit card numbers and other personal data. With this
setting checked, Comodo Internet Security Pro will alert you every time an application attempts to establish direct access
to your keyboard.
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5 Miscellaneous Overview

The 'Miscellaneous' section contains several areas relating to overall configuration as well as handy utilities and shortcuts
to help enhance and improve your experience with Comodo Internet Security Pro.

You have the following options to choose from:

¢ Settings: Allows the user to configure general Comodo Internet Security Pro settings (password protection, up-
date options, language, theme etc.)

¢« Manage My Configurations: Allows the user to manage, import and export their Comodo Internet Security Pro
configuration profile

» Diagnostics: Helps identify any problems with your installation

¢ Check For Updates: Launches the Comodo Internet Security Pro updater

e Submit Suspicious Files: Allows users to send suspicious files to Comodo for analysis and possible inclusion on
the Comodo safelist.

¢ Browse Support Forums: Link to Comodo User Forums.

¢ Help: Launches this help guide

¢ About: Displays version and copy-right information about the product.

v COMODO Internet Security

Y

FIREWALL

DEFENSE +

&

SUMMARY

¥y

ANTIYIRUS

C-O-M-0-D-O

Internet Security MISCELLANEOUS

Settings Submit Suspicious Files

%

This section lets wou configure general settings like password

Did wour internet security report suspicious Files? You can submit as
protection, update options, language, theme etc,

many Files as you wish bo COMODO For analvsis by using this section.

Manage My Configurations Browse Support Forums

il

This section allows wou bo importfexportfdelete your internet Meed Help? Find the answers ko your questions in COMODO forums,

security configuration settings.

Diagnostics

Did waur internet security repart an error? This boal may help yau
ko identify the problem,

Check For Updates

®@ 4 B &

Check for the latest updates faor wour inkernet security to make
sure it is up-to-date.

2 B

Cur developers regularhy post and we would love ko hear From wou,

Help

Do wou wank to learn more about vour inkernet secority? You can use
this section ko view the help file,

About

Wiew the copyright and the wersion information about vour internet
security,

lﬁ |.C'.II syskems are active and running. A
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5.1 Settings

The 'Settings' dialog box allows you to configure various options related to the operation of Comodo Internet Security Pro
and can be accessed by clicking the 'Miscellaneous' button followed by 'Settings'.'General’ tab

General |Paren13| Contral " pdate || Language " Themes " Lugging|

[ Automatically start the application with Windows {(Recommended)

[# Show the baloon messages

[ Show the traffic animation in the ray

[ Automatically detect new private networks

@'\'.'Imtdu these settings do? [ Apply ] [ Cancel ]

’
Efd

» Automatically start the application with Windows (Recommended) - With this option checked, Comodo Inter-
net Security Pro will be automatically loaded every time you start your computer. This is the default and highly
recommended setting. Unchecking this box means the application will not load at computer startup and, unless
you have an alternative firewall/intrusion detection system running, your computer will not be protected.

« Show the balloon messages - These are the notifications that appear in the bottom right hand corner of your
screen - just above the tray icons. Usually these messages say ' Comodo Firewall is learning ' or 'Defense+ is
learning ' and are generated when these modules are learning the activity of previously unknown components of
trusted applications. Uncheck this option if you do not want to see these messages.

» Show the traffic animation in tray - By default, the application's 'Shield' tray icon displays a small animation
whenever traffic moves to or from your computer.

If the traffic is outbound, you will see green arrows moving upwards on the right hand side of the shield. Similarly,
for inbound traffic you will see red arrows moving down the left hand side. This provides a very useful indicator of
the real-time movement of data in and out of your computer. Uncheck this box If you would rather not see this an-
imation.

» Automatically Detect New Private Networks - Checking this option means that the firewall will automatically
detect any new networks that the computer is connected to. Comodo recommends users to leave this option at
its default, enabled setting.

'Parental Control' tab

The parental control tab allows you to configure password protection for Comodo Internet Security Pro.
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"-Settings =7

eneral | Parental Contral |LI|:u:Iate " Language || Themes || Lu:ugginu;||

[ Enable the passward protection For the settings: [Change Password. .. ]

[C] Ssuppress the Antivirus alerts if the password protection is enabled
[C] Suppress the Firewall alerts if the password protection is enabled

[[] suppress the Defense+ alerts if the password protection is enabled

@ What do these sefttings do? [ (] 4 ] [ Cancel ]

- Enable password protection for settings - Checking this box will activate password protection for all important
configuration sections and wizards within the interface. If you choose this option, you must first specify and con-
firm a password by clicking the 'Change Password..." button. You will be asked for this password every time you
try to access important configuration areas (for example, all sections in the Defense+ Tasks and Firewall Tasks
areas will require this password before allowing you to view or modify their settings)

& Password Required

Enter the password ||

[ Apply ][ Cancel L:

This setting is of particular value to parents, network administrators and administrators of shared computers to
prevent other users from modifying critical firewall settings and exposing the machine to threats.

» Suppress Firewall alerts when password protection is enabled - If checked, no Firewall Alerts will be dis-
played when password protection is enabled. Parents and network admins may want to enable this setting if they
do not want users to be made aware when a Firewall alert has been triggered. For example, a trojan horse pro-
gram may be attempting to download itself or transmit private information to a third party. Usually, the firewall
would generate an alert and ask the user how to proceed. If that user is a child or an inexperienced user then
they may unwittingly click 'allow’ just to 'get rid' of the alert and/or gain access to the website in question - thus
exposing the machine to attack. Checking this option will block the connection but will not generate an alert.

« Suppress Antivirus alerts when password protection is enabled - If selected, no Antivirus Alerts will be dis-
played when password protection is enabled. Parents and network admins may want to enable this setting if they
do not want users to be made aware when an Antivirus alert has been triggered. For example, a virus pro-
gram may be attempting to copy itself and infect user's computer without permission or knowledge of the user.
Usually, the Antivirus would generate an alert and ask the user how to proceed. If that user is a child or an inex-
perienced user then they may unwittingly click allow just to 'get rid' of the alert and/or gain access to the website
in question - thus exposing the machine to attack. Selecting this option will block the activity of the virus but will
not generate an alert.

» Suppress Defense+ alerts when password protection is enabled - If checked, no Defense+ Alerts will be
displayed when password protection is enabled. Parents and network admins may want to enable this setting if
they do not want users to be made aware when a Defense+ alert has been triggered. For example, a malware
program may be attempting to modify, terminate or delete a critical registry key in order to launch an attack on
your machine. Usually, the Defense+ intrusion detection system would generate an alert and ask the user how to
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proceed. If that user is a child or an inexperienced user then they may unwittingly click 'allow' just to 'get rid' of the
alert - thus exposing the machine to attack. Checking this option will block the activity of the suspected malware
but will not generate an alert.

‘Update’ tab

The 'Update' tab allows users to configure how Comodo Internet Security Pro behaves regarding program updates; auto-
matic lookups of unknown files and auto-submission settings.

|General || Parental Contral | Update |Language " Themes " Lu:ugging|

[ dutomatically check for the program updates

[ Automatically perform an online lookup for the unrecognized files

¥ Automatically submit the files in the submission queue to COMODO

@ Vihat do these settings do? [ 2pply

» Automatically check for program updates - Determines whether or not Comodo Internet Security Pro should
automatically contact Comodo servers for updates. With this option checked, Comodo Internet Security Pro will
automatically check for updates every 24 hours AND every time you start your computer. If updates are found
they are automatically downloaded and installed. We recommend that users leave this setting enabled to main-
tain the highest levels of protection. Users that choose to disable automatic updates can download them manual-
ly by clicking 'Check for Updates' in the 'Miscellaneous' section.

« Automatically perform an online lookup for unrecognized files - Whenever the Defense+ module detects an
executable file that is not on the safelist (i.e. it does not yet recognize or trust the file) then it will connect to the
Comodo servers and consult the master safelist database to see if we have any information about it. Any infor-
mation discovered about a file is automatically downloaded to your computer and used to update your safelist.
The lookup process is described in greater detail in the 'My Pending Files' area of Defense+ tasks. Comodo rec-
ommends leaving this setting enabled.

+ Automatically submit the files in the submission queue to Comodo - Executable files that are unrecognized
by Defense+ (not in the internal safelist) are automatically queued for submission to Comodo Digital Trust for
analysis (see My Pending Files' for more details on submitting files). Leaving this option checked means that all
queued files will be submitted immediately.

'Language’ tab

Comodo Internet Security Pro is available in multiple languages. You can switch between installed languages by select-
ing from the drop down menu.

In order for your choice to take effect, you must restart the Comodo Internet Security Pro application. You can do this by
either:

(i) Restarting your computer (recommended)
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(ii) Closing then restarting the firewall by right clicking on the firewall tray icon and selecting 'Exit'. To restart the
firewall, select Start> Programs> Comodo>Comodo Internet Security Pro. The application will be in your choice of
language the next time you restart the application.

-Setti ngs

|General || Parental Contraol " |pdate | Language |Themes | Logging

Select Language |£nglish B

@What do these settings do? [ Apply ] [ Cancel ]

Ea
Efd

'Themes' tab

The themes tab allows you to customize the look and feel of Comodo Internet Security Pro according to your preferences.
Use the drop down menu to switch between installed themes.

.-Setti ngs

|General || Parental Conkral || Update || Language | Themes | Logaging |

Select Theme |DeFauIt B

@what do these settings do? [ apply ] [ Cancel ]

v
e

'Logging' tab

A log file is a record of all actions taken by Comodo Internet Security Pro during the course of it's operation (for example,
if the firewall blocks a particular application from connecting to an outside server then you will see a record of this 'block’
action in the log files).

This tab allows you to configure the maximum size of the log file and the action that should be taken when the size limit is
reached.
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"-Settings

|General " Parental Contral " |pdate " Language || Themes | Logging l

If the loq file's size exceeds I 0 ME

(@) Delete it and create a new file
(IMaove it to the specified Folder

[[] Disable Antivirus logging [ Disable Firewall logging O] Disable Defense+ logaing

@ What do these sefttings do? [ (] 4 ] [ Cancel ]

« If the log file size exceeds 'n'MB - choose the maximum size of the log file before Comodo Internet Security
Pro implements your choice of action:

o Delete it and create a new file - choosing this option means the Comodo Internet Security Pro will
delete the current log file after it reaches the specified size and create a new one. All events recorded in
the file at the point it reaches the size limit will be deleted and the logging will start over from scratch in a
new file. If you wish to maintain archives of your log files you should either (i) select 'Move it to the spec-
ified folder' (explained below) (ii) regularly export your log files to html using the log viewer module.

o Move it to the specified folder - instead of deleting the log file, the Comodo Internet Security Pro will
move it to a folder of your choice when the size limit is reached. Click the blue text to choose the location
of your folder.

o Disable Antivirus Logging - When this option is selected, NO Antivirus events will be recorded in the
"View Antivirus Events' interface.This setting will over-rule any individual log instructions that have been
created for an application.

o Disable Firewall Logging - checking this box means NO firewall events will be recorded in the 'View_
Firewall Events' interface. This setting will over-rule any individual 'Log as a firewall event..." instructions
you created when 'Adding and Editing a Network Control Rule'.

o Disable Defense+ Logging - checking this box means NO firewall events will be recorded in the 'View
Defense+ Events' interface. This setting will over-rule any individual log instructions that have been creat-
ed for an application.

For the majority of users, we recommend leaving the maximum log file size at the default 2mb. This will provide easily
enough records for effective troubleshooting. Advanced users may want to specify a larger file size in order to view
records stretching further back in time when the log viewer module is accessed.

Log files and log file management are discussed in more detail in the sections 'View Firewall Events', 'View Antivirus
Events' and 'View Defense+ Events'.
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5.2 Manage My Configurations

Comodo Internet Security Pro allows you to maintain, save and export multiple configurations of your security settings.
This is especially useful if you are a network administrator looking to roll out a standard security configuration across
multiple computers. If you are upgrading your system and there is a need to un-install and re-install Comodo Internet
Security Pro, you can export your configuration settings to a safe place before un-installation. After re-installation, you
can import the configuration settings to take effect in your newly installed Comodo Internet Security Pro. This feature is
also a great time saver for anyone with more than one computer because it allows you to quickly implement your security
settings on other computers that you own without having to manually re-configure them.

Comodo Preset Configurations. Importing/Exporting and Managing Personal Configurations.

Comodo Preset Configurations

By default Comodo Internet Security has four preset configurations available. Based on the installation option you have
selected during setup, one of these choices is set as ACTIVE CONFIGURATION by default. You are able to switch
between configurations at any time by right-clicking on the CIS Pro tray icon.

Click the links below to find out more details on each configuration:

e COMODO - Internet Security
« COMODO - Proactive Security
+ COMODO -Antivirus Security
« COMODO - Firewall Security

Important Note: Any changes you have made to the Comodo Internet Security Pro settings since installation are
recorded in this, active profile.

The detailed descriptions of the default security levels provided by the four preset choices are given below:

COMODO - Proactive Security - This configuration turns CIS Pro into the ultimate protection machine. All possible
protections are activated and all critical COM interfaces and files are protected. During the setup, if only Comodo Firewall
installation option is selected, the next screen allows users to select this configuration as default CIS configuration. If
selected, Firewall is always set to Safe mode. But according to the malware scanning results performed during the setup
process, if no malware is found, Defense+ is set to Clean PC mode. Otherwise, the default is Safe mode.

COMODO - Internet Security - This configuration is activated by default, when both Antivirus and Firewall components
are installed, i.e. the complete installation. Firewall is always set to Safe mode. But according to the malware scanning
results performed during the setup process, if no malware is found, Defense+ is set to Clean PC mode. Otherwise, the
default is Safe mode. In this mode,

« Image Execution Control is disabled.

+ Computer Monitor/Disk/Keyboard/DNS Client access/Window Messages are NOT monitored.

« Only commonly infected files/folders are protected against infection.

« Only commonly exploited COM interfaces are protected.

« Defense+ is tuned to prevent infection of the system.
If you wish to switch to Proactive Security option, you can select the option using Manage My Configurations interface.

COMODO - Antivirus Security - This configuration is activated by default, when you have chosen to install only the
Antivirus component and selected optimum protection settings for Defense+. According to the malware scanning results
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performed during the setup process, if no malware is found, Defense+ is set to Clean PC mode. Otherwise, the default is
Safe mode. In this mode,

« Image Execution Control is disabled.

« Computer Monitor/Disk/Keyboard/DNS Client Access/Window Messages/Protected COM Interfaces/Windows

Hooks are NOT monitored.

» Only commonly infected files/folders are protected against infection.

< Only commonly exploited COM interfaces are protected.

« Defense+ is tuned to prevent infection of the system while creating least number of Defense+ popup alerts.
If you wish to switch to Proactive Security option, you can select the option using Manage My Configurations interface.

COMODO - Firewall Security - This configuration is activated when the user chooses to install Firewall only and selects
optimum protection settings for Defense+ . Firewall is always set to Safe mode. But according to the malware scanning
results performed during the setup process, if no malware is found, Defense+ is set to Clean PC mode. Otherwise, the
default is Safe mode.

« Image Execution Control checks only applications that are not started manually by the user.
« Computer Monitor/Disk/Keyboard is NOT monitored.
< Only commonly infected files/folders are protected against infection.
«  Only commonly exploited COM interfaces are protected.
- Defense+ is tuned to prevent infection of the system and detect Internet access request leaks even if it is
infected.
If you wish to switch to Proactive Security option, you can select the option using Manage My Configurations interface.

Importing/Exporting and Managing Personal Configurations

To access 'Manage My Configurations', navigate to 'Miscellaneous > Manage My Configurations'. You have the following
import/export options -

.-Manage My Confi...[X B

@ Export -

@ Import -
—
Select -
—
r; Delete =

Click the area on which you would like more information:
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Export my configuration to a file
Import a saved configuration from a file

Select a different active configuration setting
Delete an inactive configuration profile

o O O O

Export my configuration to a file

_'-Manage My Confi...X )’

| v coMoDo - Tnternet Security

@ Bt COMODO - Proactive Security
COMODO - Ankiviros Secariby
COMODD - Firewall Security

@ Impork -

—
E Select -
—

E} Delete =

You have the opportunity to export your current configuration (including changes made since installation) under the
preset name. However, Comodo advises that you create a new name when you export your custom configuration.

To export your existing configuration, click the export button then your currently active configuration (in the example
above, 'COMODO - Network Security). Type a filename for the profile (e.g. 'My Firewall Profile') and save to the location
of your choice.

| Salect a path to export the configuration

Save e | [B) Deskicp l:_ & 0 e B
2. I My Documents
] i My Commputer

My Riecant il My Nstwrcek Places
Documents ‘j

€

Dieckton

D

Wy Documents

59

My Compiber

My Helwork  File name: = Save

Save o lype
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Import a saved configuration from a file

Importing a configuration profile allows you to store any profile within Comodo Internet Security Pro. Any profiles you im-
port do no become active until you select them for use.

.-Manage My Confi...[[X ]’

Import As...

@ Impnrt - Imp':lrtu "
T —————

—
ﬁ Select W

—
Delete -

To import a profile choose 'Import As...." or 'Import...." . Browse to the location of the saved profile and click 'Open’.

'Import As..." allows you to assign a different name for the profile when you import.

Once imported, the configuration profile is available for deployment by selecting it.

Select and Implement a different configuration profile

o

.- Import As

Enter a name for thiz configuration

IMy_EIS_cnfiguratiDr]

[ ok ][ Cancel ]

To select the imported configuration, click the 'Select' button and choose your profile.
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rManage My Confi...[X ]’

@ Export -

Impork -

&

| v comopo - tnternet Security

E Select - COMODO - Proactive Security
il COMODO - Ankivirus Security
COMODO - Firewall Security
My _ZIS_Configuration
E Delete -

Delete an inactive configuration profile

You can remove any unwanted configuration profiles using the Delete button. You cannot delete the profile that Comodo
Internet Security Pro is currently using - only the inactive ones. In the example below, 'COMODO - Internet Security is
greyed out because it is the currently active profile. You can however, delete the inactive profiles, 'COMODO - Proactive
Security, 'My_CIS_Configuration and so on.

F_——"__
Manage My Confi...[>]

Expork -

7

&7

Irnpork -

Select -

Gl

| v comono - tnternet Security
Delete - COMODD - Proactive Security
COMODO - Ankivirus Security
COMODD - Firewall Security
My _CI5_Configuration

|
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5.3 Diagnostics

Comodo Internet Security Pro has it's own integrity checker. This checker will scan your system to make sure that the
application is installed correctly. It will check your computer's:

¢ File System - to check that all of Comodo's system files are present and have been correctly installed

¢ Registry - to check that all of Comodo's registry keys are present and in the correctly installed

¢ Checks for the presence of software that is known to have compatibility issues with Comodo Internet Security
Pro.

.-Diagnnstics

Please wait while COMODO Internet Security is verifving the
inteqgrity of the installation,

o Abort

Checking the registry, .,

The results of the scan will be shown in the following pop-up window

Information

.
W1 ) The diagnostics utility did not find any problems with vour installation,

5.4 Check for Updates

Updates on Comodo Internet Security Pro can be downloaded and installed at any time by clicking the 'Check for
Updates' link in Miscellaneous screen.
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; % COMODO Internet Security - Updater (= =

Ilpdater uses Internet Explorer's Internet connection settings
ko deliver wour updates,

[ Skart ] [ Zancel ] [ Help ]

To check for updates available, click on 'Start' button.

. @ COMODO Internet Security - Updater =E=3 .

Checking Updates. ..

[. Pause ][ Cancel ][ Help ]
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To initiate the update process click the Start button (If you want to download and install the updates later, click the 'Abort'
button.)

After the installation process is completed, Click OK. You will then be asked to restart the system. Click Yes to reboot the
system now or No to reboot at a later time.

5.5 Submit Suspicious Files

Files which are not in the Comodo safelist and are also unknown to the user can be submitted directly to Comodo for
analysis and possible addition to the safelist.

File Submission Process

Files can be transferred into this module by clicking the 'Move to.." button in the 'My Pending Files' and 'My Own Safe
Files' areas. The interface also allows you to manually add files that you would like to submit. Click 'Add' to manually add
suspicious files to the 'List of Files'. Similarly, to remove a file from the submission process, click the 'Remove' button.

ﬂ COMODO Internet Security - Files Submission

Files Submission

File Marne |Fi|e Path File Size Date Skakus added By |

Remove

Remove all

Description (Optional)

Selected Files
Al Files

[ Subrmit ] [ Fause ] [ Cancel ] [ Help ]

= [.ﬂ.pply Descripkion to

Mail ID (Optianal) |

Use the 'Add..." button to manually select and add executables to the list.
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& COMODO Internet Security - Files Submission

T . R EEEEE————SSSS Files Submission
Op

File M
Quaranting p
| Repair I Remove
My Recent SCanners
Docurmernts Themes Remove all
-L: Lo)cfp
- < cfpconfg
Desklop < cfplogyw
. =) cFpsbmit
‘-‘\7 L~/ cfpupdat
- crmdagent
ty Documents ) J
«Jcrashrep
iy Computer
iﬁhg

Myprllletwnrk File: niamne: | B ﬂ]
aces
g

\

Desc

Filez of type: | Ewacutable Files [".exe)
E (2]

Tail I T PLIOT Iy T

I ] [ Cancel ] [ Help ]

The drop down allows you to choose the type of executable you wish to block. After locating the file or files you wish to
submit, click the 'Open’ button. Note: You cannot submit files that are already on the Comodo safe list.
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'_g: COMODO Internet Security - Files Submission

Files Submission

File Mame
ACLOMLD EXE
bdinitpkch. exe
bdlite, exe
breakout-en,exe
BUMSetupTrial exe
Coproysetup, exe
Cpia,exe

cpil.exe
dnstester, exe
eesrsetup.exe
firehole.exe
FreeMind-winda. ..
GetMail3. 2 _Full_...
Ghost,exe
jurnpet . exe

|File Path

C:\Documents an. ..
:\Documents an. ..
:\Documents an. ..
N\ Docurments an. ..
N\ Docurnents an. ..
C:\Docunments an. ..
Ci\Docurnents an. ..
C:\Docurnents an. ..
C:\Documents an. ..
:\Documents an. ..
:\Documents an. ..
:\Documents an. ..
N\ Docurnents an. ..
C\Docurments an. ..
C:\Documents an. ..

| File Size

523 KB
176 KB
T24 KB
145 KB
Z14 KB
21 KB
104 KB
108 KB

24 KB
422 KB

13 KB
T49 KB
603 KB

11 KB

44 KB

iDate

74/09/2008 02:5. ,,
24/09/2008 02:5. .,
F400/2008 02:5. .
24092008 02:5. .
24002008 0215, .
24{09/2008 02:5. .
24092008 0215, .,
24/09/2008 02:5. .,
24/09/2008 02:5. .,
24092008 02:5. .,
24/09/2008 02:5. .,
F400/2008 02:5. .
24002008 0215, .
24092008 0215, .
24{09/2008 02:5. .

| Skatus

In Queue
In Queue
In Queue
In Queue
In Queue
In Queue
In Queue
In CQueue
In Queue
In Queue
In Queue
In Queue
In Queue
In Queue

In Queue

| Added By
Liser
User
Lser
Lser
Lset
Lser
Lset
Liser
Liser
Liser
LIser
Lser
Lset
Lzt
Lset

tl

m

Description {Optional)

Mail ID {Optional)

x

w

-Apply Descripkion to

Selecked files

Al Files

Remowve

Remove all

[

Subrnit

[

Pause

Cancel

[ Help

You have the option to add an accompanying description to each file you submit and also the option to associate your
email ID with the submitted file(s). Our analysts may use this address to contact you should they require further clarifica-

tions.

Click 'Submit' to send the files to Comodo for analysis.
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Eﬂ COMODO Internet Security - Files Submission

Files Submission
| File: Mame |File Path |File Size |Date | Status | Added By :l
ACLOMLD ExE C:\Documents an. .. 523 KB |24/09/2008 02:5... |[dlready available ... [User
bdinitpkch. exe C:\Docurnents an. .. 176 KB [24/09/2008 02:5... |Checking for safe. .. User
bdlite, exe Ci\Docurnents an. .. 724 KB |24/09/2008 02:5.., |Checking For safe. .. [User 3
breakout-sn.exe  C\Docurments an... 145 KB|24/09/2005 02:5... (Uploaded () User 3
BLIMSetupTrial exe (Z:\Documents an... 214 KB |24/09(2008 02:5.., [n Process|gih  User
coproxysetup.exe  [CHDocuments an. ., 821 KB |24/09/2008 02:5... |[Checking For safe. .. |[User
Cpia. exe :\Documents an. .. 104 KB |24/09/2008 02:5... |Checking For safe. .. User o
cpil.exe C:\Docurnents an. .. 108 KB [24/09/2008 02:5... (In Queue Lser
dristester. exe Ci\Docurents an. .. 24 KB |24/09/2008 02:5.., |In Queus Lser
eesrsetup.exe C:\Docurnents an. .. 422 KB |24/09/2008 02:5... |In Queue Lser
firehole,exe C\Documents an. .. 13 KB |24/09/2003 02:5... (In Queue Llser
FreeMind-Windo... [C:\Documents an. .. 749 KB |24/09/2008 02:5... (In Queus Llser
GetMail3.z_Full_... [C:\Documents an. .. A0F KB |24/09/2008 02:58... (In Queus Lser
Ghost.exe C:\Docurnents an. .. 11 KB|24/09/2008 02:5... (In Queue User
jurnper . exe Ci\Docurnents an. .. 44 KB |24/09/2003 02:5.., |In Queue User ﬂ

— ~Apply Description ko
Description (Optional) =
Mail ID (Optianal) | .
I
[ Stop ] [ Pause ] [ Cancel ] [ Help ]

You can see the progress of file upload, beside each file name. Please wait for the confirmation to be displayed to ensure
that the file is submitted successfully. Comodo will analyze the file you submit. If it is found to be trustworthy, it will be
added to the Comodo safe list.

5.6 Browse Support Forums

The fastest way to get further assistance on Comodo Internet Security Pro is by posting your question Comodo Forums, a
message board exclusively created for our users to discuss anything related to our products.

Click the 'Browse Support Forums' link to be taken straight to the website at htip://forums.comodo.com. Registration is
free and you'll benefit from the expert contributions of developers and fellow users alike.
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COMODO Internet Security

C-0-M-0-D-O & o o o

H SUMMARY ANTIYIRUS FIREWALL DEFEMSE + MISCELLAMEOUS
Internet Security

@, Settings @ Submit Suspicious Files

This section lets you cqnfigure general settings like password Did vour internet security report suspicious Files? You can submit as
protection, update options, language, theme etc, many files as you wish ko COMODO For analysis by using this section,

Browse Support Forums

Meed Help? Find the answers to vour guestions in COMODO Forums,
Cur developers regularly post and we would love ko hear From wou,

WI'

Sk

%é; Manage My Configurations
This section allows yau ko impartexpartfdelete your inkernet S5V

security configuration setkings.

Wislcome 1 1 Comedo Fadum - bedex - Mazilla Fielox
Ee Edt Yew Hgoy [eolmaks oos e
. ‘h—' "E I it Porurms. comada o (=L gl -H
W Gotting Zarted (] Labest Feadines p
comooofS R i sveset [ seeot [ Soeorn £ Pl = L)

ol wank ka learn more about vour inkernet security? You can use

W Cogber v - Wikipeda, el fred 8. B wekisinee o e Cone

C-O-M-0-D-0"

] Cominbr™ FreallPr aredthon A, (5] ki ot ot Fiorum - e

seckion ko view the help file,

Creating

F e ~ R R . I - B B uk

L [ ) + the copyright and the wersion information about your inkernet
Walonrre, Comut, Plaare bgn g iegater, VR Py N
Baptarnbar 34, TO0H, 0030 A A Ty Jrlt':.".

Farsver | [iogn ) | |3t
Legin with usamame. phirsced snd reiiaon langth

i = |

1= F]

Carreachs Itk s Truistmsithvy S-cost Begintey (hesnes o Wndges Systen
11 Sepbermber 20080

Corvacks’s Secimedmil (s D Peotedtion lrsm Beberoeption, Taspersg
e e

Online Knowledge Base

We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is free.

5.7 Help

Clicking the 'Help' link in the Miscellaneous section will open this help guide. Each area has its own dedicated page con-
taining detailed descriptions of the application's functionality.
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E? Comodo Internet Security Pro
File Edit Yiew Go Help

H E - - 0 [0 & S5

Hide Lozate  EBack  Foward  Stop Refresh Font Print Options

(>

Comodo Intermet Security Pr Comodo Internet SECUI’“’Y Pro - Introduction

----- =] Special Featuresz |
----- % Iristallation

----- % System Reguirements
----- % Starting Comodao [ntecur

[+ % Dwerview of Summary S Dverview
----- =] General Navigation ) . _ o
_____ =] Understanding Alerts Cormodo Intermet Security Pro offers 360° protection against internal
@ Antivius Tasks Dverview and external threats by cormbining a powerful Antivirls protection, an

enterprise class packet filtering fireweall, and an advanced host
intrusion prevention system called Defense +. CIS Pro subscribers
also receive the Remote Malware Removal, PC Tune Up and Expert
Installation and Configuration services AMD enjoy secure connectivity
frarm amy wireless location with the TrustConnect service. When used

|'_—'|["|:_I| Firewall Tasks Owerview
@ Common Tasks
@ Advanced Tasks
@ Defenze+ Tazks Owerview

@ Miscellaneous Overview individually, each product delivers superior protection against its
@ TrustConnect Overview specific threat challenge. Ifused as a full suite of packages, they
@ Remote Assistance Services provide total security foryour computer.

4 | b3

— ]\

Contents ! [ndex | gearchl Fa 4 | >| £ l -

5.8 About

Click the 'About' icon in the Miscellaneous Section Summary page to view the 'About' information dialog.

You can view information about the Version Number of Comodo Internet Security Pro that is installed on your computer
and the unique serial number of your installation. The serial number is used to identify your installation and is necessary
to complete the purchase of an A-VSMART warranty.

 About COMODO Internet Security

C-:O0-M-0-D-O

Internet Security

Serial # ' EBZ234B7EF15144d98F07FFDFEFFCOSEE Copy
Product Yersion $3.5.51259.400
‘Wirus Signature Database Yersion L 324

Patent Pending
Copyright () 2004-2008 COMODO, All rights are reserved.
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6 TrustConnect Overview

Comodo TrustConnect is a secure Internet proxy service that creates an encrypted session when users are accesssing
the Internet over public wireless connections. Since these wireless sessions can be relatively easily intercepted, they
present a significant data vulnerability gap for businesses and consumers alike. TrustConnect is designed to eliminate
these types of data hijacks by preventing criminals from attacking or scanning your system from the local network that
you are using to connect to the Internet. It also encrypts all of your traffic destined for the Internet (including Web site
addresses, instant messaging conversations, personal information, plain text usernames and passwords and other
important information.) After connecting to the service, the TrustConnect software will indicate that traffic is being
encrypted as it leaves your system. Data thieves and hackers cannot 'sniff' or intercept your data - they can't even
determine where your information is coming from because, as you are connecting to the Internet through a SSL secured
VPN connection to the TrustConnect servers, your requests appear to come from our IP address. Ordinarily, cyber
criminals could easily intercept these broadcasts.

Setting up Comodo TrustConnect is easy, as it works on most operating systems (Windows, Mac OS X) as well as with
most firewall applications. Typical setup takes less than three minutes. TrustConnect clients are available for Windows,
Mac OS, Linux and iPhone mobile devices and can be downloaded by logging into your account at
https://accounts.comodo.com/account/login. Your Comodo Internet Security Suite Pro confirmation email contains
confirmation of your the username that you set up during intial sign up and a subscription ID for the service. Once logged
in, click the TrustConnect tab to add subscriptions, change billing and contact information, and review the ongoing status
of your service. Your Comodo Internet Security Suite Pro TrustConnect account has a 10 GB/month bandwidth limit.

TrustConnect System Requirements

*  Windows Vista

¢ Windows XP

« MacOS X

« Linux (containing kernel 2.4 or later)
+ FreeBSD, OpenBSD

Setting up TrustConnect

»  Microsoft Windows

+ MACOSX

» iPhone /iPod Touch

e Linux
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6.1 Microsoft Windows - Configuration and Connection

Download and Install the TrustConnect Windows client
To connect to the TrustConnect server you must first download and install the TrustConnect Windows client software.

«Firstly, log into your Comodo Account at https://accounts.comodo.com with the user name and password that you
created during the TrustConnect or CIS Pro enrollment process.

«Click the "TrustConnect' tab on the top navigation bar.

«Click 'Download TrustConnect for Windows'":

C-O-M-0-D-O

Creating Trust Online 2

Comodo Internet Security Pré. TrustConnect . By Account | Help | Contacts Logout

Comodo TrustConnect

service Login Your User-Name
Change Service Password
Service Password 6f27AutQzao
Date from 2009-01-09 17:15:43
Date ta 2009-02-08 17:15:43 About TrustConnect{PDF)
Traffic I Download TrustConnect for
Wind o
T 10 GB indows
TrustConnect for Windows™ FAQ
T {PDF)
Linux Instructions({PDF)
Mo data found.
Mac 05 X Instructions{PDF)
This month

iPod Instructions{PDF)
Mo data found.

This Year

MNo data found.

In order traffic charts to be displayed correcthy,
please install Adobe Flash Player version 9
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«Alternatively, the TrustConnect Windows client can be downloaded direct from the following URL:

https://accounts.comodo.com/download/trustconnect/ComodoTrustConnectClient.exe

«Save the setup file to your laptop or desktop computer then double click to run the installer (alternatively, simply click
'Run’ at the file download dialog to launch the installer directly)

File Downlead - Security Warning [E5m]
Do you want to run or save this file?

@ Mame: ComodoTrustConnectClient, exe
Type: Application, 1.06MB

From: us4.download.comodo.com

Fun ] [ Save ] | Cancel I

patentially ham your computer.  you do not trust the source, do not

|@ While files from the Intemet can be useful, this file type can
= run ar save this software. YWhat 's the risk?

Establish a connection to TrustConnect
Once installation is complete, TrustConnect can be launched in one of the following ways:

«Via the Windows 'Start' menu. Click 'Start > Programs > Comodo > Trust Connect > Trust Connect'

«By double clicking the TrustConnect Tray Icon:

-

«By right clicking on the TrustConnect Tray icon and selecting 'Connect":

View Log

About
Exit

After starting TrustConnect you should enter your TrustConnect Service Login and Service Password at the client
login box.
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(Note - this is not the same password as your Comodo Account password. It is a unique, random password that was
generated during account creation to authenticate you to the TrustConnect servers. If required, you can change this
password to something more memorable by using the 'Change Service Password' button on the right.)

C-O-M-0-D-O

Creating Trust OnlineZ

Comodo Internet Security Pril - TrustConnect | By Acc g Contacts Logout

Comodo TrustConnect

Service Login Your User-Name

Change Service Password
Service Password 6f27AutQzo

Date from 2009-01-09 17:15:

Date to 2009-02-08 17:15:43

About TrustConnect|PDF)

Traffic
Limit: 10 Ge

Download TrustConnect for
Windows™

TrustConnect for Windows™ FAQ

Today (PDF)

Linux Instructions({PDF)
Mo data found.
Mac 05 X Instructions(PDF)
This month Pod Instructions(PDF)

Mo data found.

This Year TrustCofgect - User Authentication
Mo data found. Uszername: I Your User-Name
In order traffic charts to be displayed correcthy, Pazzword: I Gf27 AtQzo
please install Adobe Flash Player version 9
[ Remember
QK | Cancel

Click 'OK' to confirm and connect. After successful authentication of your user-name and password, the tray icon will turn
yellow to indicate that you are successfully connected to TrustConnect:

-
Not Connected to Attempting to connect Successfully connected to
TrustConnect to TrustConnect TrustConnect
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6.2 Mac OS X - Configuration and Connection

After logging into your account at https://accounts.comodo.com/account/login, select the "TrustConnect' tab and download
the Mac OS X client.

Installing TrustConnect OpenVPN client

1. Download TrustConnect OpenVPN client for Mac Os X 10.4 (or above)

2. Unpack the zip file and move Tunnelblick.app to your Applications folder.
For more details see the OpenVPN 2.0 website
Configuring TrustConnect OpenVPN client

1. Download TrustConnect client configuration file.

2. Download TrustConnect CA certificate

3. Copy root CA certificate and configuration file into into Library/openvpn in your
home folder.

4. Start Tunnelblick.app and choose Connect 'Client'.

5. Enter your TrustConnect login and password.

6.3 Linux / OpenVPN - Configuration and Connection

After logging into your account at https://accounts.comodo.com/account/login, select the 'TrustConnect' tab and download
the Linux / OpenVPN client.

Installing TrustConnect OpenVPN client

The TrustConnect OpenVPN client for Linux can be downloaded from the TrustConnect area of accounts.comodo.com
here.

1. Using RPM package

If you are using a Linux distribution which supports RPM packages (SuSE, Fedora, Redhat, etc.), it's best to install using
this mechanism. You can build your own binary RPM file:

rpmbuild -tb openvpn-[version].tar.gz

Once you have the RPM file, install it with the command:

rpm -ivh openvpn-[details].rom

Installing OpenVPN from a binary RPM package has these dependencies:

openssl, Izo, pam. The LZO library can be downloaded from the TrustConnect area of accounts.comodo.com
here.

2. Without RPM
If you are using Debian, Gentoo, or a nonRPMbased Linux distribution, use your distribution specific packaging
mechanism such as aptget on Debian or emerge on Gentoo.
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It is also possible to install OpenVPN on Linux using the universal ./configure method.

First expand the .tar.gz file:

tar xfz openvpn-[version].tar.gz

Then cd to the toplevel directory and type:
./configure

make

make install

For more details see OpenVPN 2.0 HOWTO.

Configuring TrustConnect OpenVPN client
1. Download the TrustConnect client configuration file.
2. Download the TrustConnect CA certificate

3. Copy the root CA certificate and the configuration file into OpenVPN configuration directory, for example into
/etc/openvpn/.

4. Start TrustConnect OpenVPN client program:
openvpn config --/etc/openvpn/client.conf

5. Enter your Trust Connect login and password. (your username and password were created during initial signup.
Please check your confirmation email for more details.)

6.4 Apple iPhone / iPod Touch - Configuration and Connection

Configuring the iPhone / iPod Touch client
1. Open VPN account information page. Go to Setting > General > Network > VPN
2. Click 'Add VPN Connection...'
3. Click the PPTP tab

Comodo Internet Security Pro — User Guide 197



https://accounts.comodo.com/download/trustconnect/ca.crt
https://accounts.comodo.com/download/trustconnect/client.conf
http://openvpn.net/howto.html

C:0-M-0-D-0

Creating

4. Enter your TrustConnect VPN account information:

iPod = 12:43 ")

Cancel

L L2TP PPTP

Server us1.vpn.comodo.com

Account user

RSA SecurlD | oFF |

Password +**

Encryption Level Auto >

Send all traffic m|

* TrustConnect server address — us71.vpn.comodo.com

* Your Trust Connect account and password (created during signup)

5. Click the Save button and return to the VPN main page (Settings > General > Network > VPN)

6. Start Trustconnect VPN connection. Make sure the VPN Slider is switched ON
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iPod = 3 12:26 =_1 'iPod = 12:28 =

Network Network

VPN

e Lov il

Status Connecting... » ‘ Status Connected: 0:24 > ‘

Cancel VPN Connection | ‘ Settings > ‘
Settings >
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6.5 TrustConnect FAQ

6.5.1 Common Questions

Why do | need a Secure Connection like Comodo TrustConnect?

If you are logging onto the Internet using Wi-Fi public hotspots, then all of your information is in a readable, plain text
format that cyber criminals can sniff. In addition, many hotels have sniffable wired networks. When you're traveling, all of
your information can be seen, including confidential company and personal information.

What is a Sniffer?

Typically, a computer will only receive traffic aimed at its TCP/IP address. Sniffer software allows a computer to record
traffic headed to (and from) every computer on the local network.

Do | have to use a wireless connection to use Comodo TrustConnect?

Not at all. Some networks, even if they are physically hard-wired and not wireless, do not have secure connections. You
can use Comodo TrustConnect even from a wired connection if you need to encrypt your session or hide your
destination. If you'd like another layer of protection, Comodo TrustConnect can provide it.

| have a Wi-Fi at home with WEP turned on. Am | safe?

No. Cyber criminals can break WEP encryption with easy-to-acquire tools that are available on the Internet. Computers without
firewalls are even more vulnerable to attack. Comodo TrustConnect will help make your connection secure even on your home-based
Wi-Fi connection.

How do | set up TrustConnect and Log on to the TrustConnect Server?

1. Firstly, log into your Comodo Account at https://accounts.comodo.com with the user name and password that you
created during the TrustConnect or CIS Pro enrollment process.

2. Click the '"TrustConnect' tab on the top navigation bar.

3. Download, install and configure the appropriate TrustConnect client software for your operating system. All
necessary software and instructions are available on the right hand side of the "TrustConnect' area of your
account. Alternatively, please use the following links:

Windows

D I TrustC Wind Client Confi ion Gui f
Download the Windows TrustConnect Client
MAC OS X
Download TrustConnect MAC OS X Client Configuration Guide (pdf
Linux / OpenVPN
Download TrustConnect Linux Client Configuration Guide (pdf
iPhone / iPod Touch
Download TrustConnect IPOD Client Configuration Guide (pdf
4. Once installed, start up the Trust Connect Client.
The following example shows how to connect using the Windows client:

Click Start > Programs > Comodo > Trust Connect > Trust Connect
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Or, if TrustConnect is already running, right click on the tray icon and select 'Connect'.

Pz

About
Exit

5. At the login box you should enter your TrustConnect Service Login and Service Password. (Note - this is not the
same password as your Comodo Account password. It is a unique, random password that was generated during
account creation to authenticate you to the TrustConnect servers. If required, you can change this password to
something more memorable by using the 'Change Service Password' button on the right.)

C-O-M-0-D-O

Creating Trust Online

T™

Comodo Internet Security Pril - TrustConnect | By Account | Help | Contacts

Logout

Comodo TrustConnect

Service Login Your User-Name

Change Service Password

Service Password 6f27AutQzo

Date from 2009-01-09 17:15:

Date to 2009-02-08 17:15:43 About TrustConnect{PDF)
Download TrustConnect for

Windows™
Limit: 10 GB

TrustConnect for Windows™ FAQ
PDF

Tod (PDF)

Linux Instructions(PDF)

Mo data found.

Mac 05 X Instructions(PDF)

This month bod Instructions (PDF)

Mo data found.

This Year TrustCofggect - User Authentication
Mo data found. Uszername: I Your User-Name
In order traffic charts to be displayed correcthy, Pazzword: I Gf27 AtQzo
please install Adobe Flash Player version 9
[ Remember
QK | Cancel |
" —
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6. The TrustConnect tray icon will turn yellow upon successful connection:

-
Not Connected to Attempting to connect Successfully connected to
TrustConnect to TrustConnect TrustConnect

My User Name and Password don't work — why not?
Make sure that you are entering the TrustConnect Service login details and NOT your Comodo Account Manager login
details.

As a TrustConnect customer (or CIS Pro customer which includes TrustConnect service) you have two sets of login
details:

1. Your Comodo Account Login Details. This user name and password enables you to log into your account at
https://accounts.comodo.com to view and configure account details. You created this on the sign — up form when
you enrolled for TrustConnect or CIS Pro.

2. Your TrustConnect Service Login Details. This user-name and password is used to connect to the
TrustConnect server and should be entered at the_client login box.

To view your TrustConnect Service Login details:
» Login at https://accounts.comodo.com with your Comodo Account Login Details
» Click the '"TrustConnect' button on the top navigation

* Your service login and password are listed. You can change this password at any time by clicking the 'Change
Service Password' button

What operating systems does TrustConnect support?

TrustConnect is successfully tested on Windows 2000, Windows XP, Windows Vista, Linux, Mac Os X and the iPhone /
iPod Touch operating systems.

What clients should | use to connect to TrustConnect Server?

To start using TrustConnect you must first download and install the appropriate TrustConnect client software for your
operating system. Client software for supported operating systems is available for download in the TrustConnect area of
your account. Alternatively, use the following links:

Windows

Download TrustConnect Windows Client Configuration Guide (pdf)

Download the Windows TrustConnect Client

MAC OS X
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Download TrustConnect MAC OS X Client Configuration Guide (pdf)

Linux / OpenVPN

Download TrustConnect Linux Client Configuration Guide (pdf)

iPhone / iPod Touch

Download TrustConnect IPOD Client Configuration Guide(pdf)

All our Internet (HTTP & HTTPS) connections are via a proxy server. How do | connect using TrustConnect in this
situation?

If you use the Windows client, you should:
i. Change the TrustConnect target (command) line:

-right click on 'TrustConnect' icon;
- select 'Properties' -> 'Shortcut’;
- add the following text --allow_proxy 1 into the 'Target' field, so it will look like written below:

"C:\Program Files\Comodo\TrustConnect\bin\TrustConnect.exe" --allow_proxy 1

Target; gtConnectsbin TrustConnect. exe —~allow_prowsy 1

ii. Start TrustConnect client
ii. Setyour proxy settings:

- right click on 'TrustConnect' tray icon and select 'Proxy Settings";
- select 'Manual Configuration' and enter your proxy settings, for example:
HTTP proxy, Address: 192.168.0.1, Port: 3128

iv. Connect to TrustConnect

If you use the Linux/Unix or MAC OS X client, you need only add the http-proxy directive to the client
configuration file. For example: http-proxy 192.168.0.1 3128.

If you use iPhone/iPod client:

Set your proxy settings on the VPN settings: 'Setting' -> ' General' -> 'Network' -> 'VPN' -> 'Settings' ->
'Proxy'.

6.5.2 Windows Configuration

What is the "TAP-Win32 Adapter" that appears in my "Network Connections™?

The "TAP-Win32 Adapter” is virtual network card that is created by the TrustConnect client during installation. This
adapter is required in order to establish a secure tunnel to the TrustConnect Server.

I’'m sure | have done everything correctly but | still cannot connect to the server.
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Make sure that you have been correctly entering your Service Login/Password. If it is incorrect you should visit
https://accounts.comodo.com/trustconnect/management and check your Service Login.

I can connect to the server, but cannot get access to any site. IPCONFIG /ALL shows IP 0.0.0.0 for the TAP
adapter. What's wrong?

DHCP Client service MUST be enabled.

To enable this service, you need to take the following steps:

1.

2
3.
4

o

Right click on the Windows "My Computer" icon.
Select "Manage" from the context sensitive menu to open the Windows ‘Computer Management’ utility.
Select ‘Services and Applications’ then ‘Services’.

Double-click ‘DHCP Client’ from the list of services that are listed in the right hand pane. This will open the DHCP
Client Properties dialog.

Make sure ‘Start Up Type’ is set to ‘Automatic’.

Click “OK” to confirm and save your changes.
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Q CumEuter Ma nagement

Q File  Action  View '-.-'-.-'E,r':udu:uw Help
& - ||@ S BN T
g Computer Management)i.u:ucal]l % Services
[+, Syskern Tools
-- Skorage —
EI Services and Applications DHCP Client Mame £ I Descripkion I Stakus I Skartup Twp
e %COM+ Event System  Supports 3., Started Manual
“WHI Cantral E‘Easnglgpetsngémmk configuration by %COM+ Systfam Appli... Managest... Manual .
g Indexing Service registering and updating IP addresses %COMODO Firewall P... COMODO ... Starked Autornatic
and DNS names. %Cumputer Browser Maintains a... Disabled
—_— — % Cryptographic Servi... Provides th... Started Automatic
DHCP Client Properties {Local Computer) i OCCM Server Proce,.. Provides la,,.  Started Automatic
B OHCP Client Manages n... Disabled
General | Log On | Recovery | Dependencies | nDistributed Link Tra...  Maintains li... Aukarnatic
; 4 Distributed Transac,., Coordinate.., Manual
Service name: Dhep A ONS Client Resolvesd...  Started Autornatic
D |DHEF' Client nError Reporting Ser...  Aldis erro.,.. Disal:uled.
B Event Log Enables ewv... Started Aukormatic
Descriptior: Manages nietwork, configuration by reqisterning and B Fask Lser Provides m... Started Manual
updating IP addrezses and DMNS names. Enshles He...  Started Aukomatic
This servic... Manual
Path to executable: aHuman Interface 0., Enables ge... Disabled
C: W IMDOW S hapstem32hevchost exe -k netaves / 3 TMAPT CO-Burning C... Manages C... Marual
i Indexing Service Indexes co... Manual
Startup type: Disabled M 5 IPSEC Services Manages I..  Started Automnatic
[Automatic nlogical Disk. Manager  Detects an...  Starked Aukarmatic
: Di:gﬂi?ad sl ogical Disk Manage... Configures. .. Manual
Service statuz:  ToppED yMachine Debug Man... Manages lo... Started Automatic
AMessenger Transmits ... Disabled
SHL BiEE FEE o B3 Sofbware Shada... Manages s... Manual
“You can specify the start parameters that apply when pou start the service aMet Logon Supparts p... Manual
from here. i MetMeeting Remote,..  Enables an... Manual
ahletwaork Connections  Manages 0., Starked Manual
Start parameters: 1 Mebwork DDE Provides n... Disabled
CLICK ‘0K’ TO PRESERVE CHANGES RMetwork DDE DSCM - Manages D, Disabled
ahetwork Location A..,  Collects an.,.  Started Manual
(__ 0K :} [ ] Apply a Metwork Provisionin, .. Manages ¥, Maral
AEs MOD32 Kernel Service Started Aukomatic

® Now 'Start the service' link is available. Click on it to run DHCP Client.

% Services
DHCP Client Mame 7 | Crescripkion | Status | Startup Ty
%COF‘-‘H Event System  Supports 5., Started Manual
Start the service %COF‘-‘H Systern Appli... Managest... Marial
%COMODO Firewall P.., COMODO ...  Starked Aukomatic
Description: %Cumputer Browser Maintains .., Disabled
Ma'f'atgee_s netn;lurkéngﬁg%aﬁgg by %Cryptugraphic Servi,.. Providesth,., Started Aukamatic
registering and updating IP addresses i i
=nd DNS names. DCOM Server Proce... Provides la...  Started Automatic
%DHCF‘ Clienk Manages n... Aukomatic

Comodo Internet Security Pro — User Guide 205




C:0-M-0-D-0

Creating

Do | need my Firewall up while connecting to the WEB via TrustConnect?

Yes. TrustConnect ensures secure wireless connectivity to the Internet but does not secure all your computers ports (it is
not designed for this purpose). You still need an effective firewall to protect your ports when surfing the ‘net. Comodo
recommends users install Comodo Internet Security which contains an award winning packet filtering personal firewall
and is completely free for home and business users.

What port numbers are used by TrustConnect?

TrustConnect uses only 443 port.

6.5.3 Windows Vista Configuration

I cannot connect to the server. The log file contains the entry "All TAP-Win32 adapters on this system are
currently in use." - but | cannot find any adapters in my "Network Connections". What is the problem?

Always install and run TrustConnect under Administrator access rights.

All adapters are located in correct place, but | still cannot connect to the server.
You will need to check the box against "Run this program as an administrator":

« Right click on TrustConnect icon;

» Select 'Properties' --> 'Compatibility’.

OR run the application under the Windows Vista "Run As Admin" option.

6.5.4 iPhone/iPod Client Configuration

The server did not respond then | try to connect.
Check your network settings and access to Internet.
What port numbers are used by TrustConnect for iPod clients?

TrustConnect for IPOD clients uses 1723 port (PPTP service).
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7 Remote Assistance Services

Comodo Remote Assistance Services are available for the following:

« Comodo Internet Security Software Installation and Default Configuration - Professional Installation and
Configuration of Comodo Internet Security

« Malware Removal Service - Comodo experts remotely remove viruses if your system become infected
* PC Tune-up Service - Our experts will also optimize the configuration of your computer to maximize its performance

All three services are delivered by a Comodo professional accessing your computer via remote desktop to peform the
required service and by the subscriber initiating and online chat. Your Comodo Security Suite Pro license covers you for 1
installation session and 4 Incident Base Support Sessions which can be used between the Malware Removal and PC
Tune-up services.

e Comodo Security Experts are available 24 hours per day to perform one of the services listed above. To request
a service, iniatiate an Online Chat session anytime by clicking this link.

< Note - in all cases, you must have your subscription ID ready. Your subscription ID can be found in your Comodo
Internet Security Pro order confirmation email.

Also, you may always go to the respective Comodo product webpage or login to the account system and initiate a chat.
(for example, clicking the 'Account Holders link on http://www.personalfirewall.comodo.com/avsmart/malware-
removal.html )

You can email any questions to: cisquestions@comodo.com

For technical product questions please visit: https://support.comodo.com/ (Comodo’s Customer Service management
system requires you to establish a free service account. Your service account provides access to Comodo’s extensive
Knowledgebase, Customer Forums, and Live Chat support and offers the ability to submit support requests into our
service management system. )
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8 Comodo SafeSurf - Overview

Comodo SafeSurf protects against data theft, computer crashes and system damage by preventing most types of Buffer
Overflow attacks. This type of attack occurs when a malicious program or script deliberately sends more data to a target
applications memory buffer than the buffer can handle - which can be exploited to create a back door to the system
though which a hacker can gain access. The goal of most attacks is to install malware onto the compromised PC
whereby the hacker can reformat the hard drive, steal sensitive user information, or even install programs that transform
the machine into a Zombie PC.

Ominously, Buffer Overflow attacks are emerging as one of the Internet's most sinister and efficient mechanisms for
injecting malware onto a user’'s computer. New “drive-by-download” attacks occur when a visitor navigates to a site that
injects malware onto the victim's PC, often by exploiting the vulnerability operative in a target application's memory buffer.
Crucially, these attacks are usually downloaded and run in the background in a manner that is invisible to the user - and
without them taking any 'action steps' to initiate the attack ( for example, erroneously downloading a file that later
transpires to be malware). Just the act of viewing a webpage that harbours this malicious code is enough for the attack to
run. There are many types of buffer overflow attack, including stack attacks, heap attacks and ret2libc attacks. In each
case, the goal is to destabilize or crash a computer system by deliberately causing a buffer overflow — creating the
opportunity for the hacker to run malicious code and even gain control of the entire operating system. As would be
expected, the applications most vulnerable to a buffer overflow attacks are those whose primary function involves Internet
connectivity - such as web-browsers, e-mail clients and instant messaging applications.

Comodo developed SafeSurf explicitly to protect end-users from these kinds of attacks whilst they browse the Internet.
After installation, the program will monitor and protect the memory space of all applications that are running on your
system and immediately block any buffer overflow attacks.

Comodo SafeSurf protects your system from the following types of attack:
+ Buffer Overflows which occur in the STACK memory,

« Buffer Overflows which occur in the HEAP memory,

ret2libc attacks,

Corrupted/bad SEH Chains

The Comodo SafeSurf application is installed with the Comodo Safe Surf Toolbar during the installation of Comodo
Internet Security Pro.

8.1 Accessing the Comodo SafeSurf Interface

After installation of the toolbar, Comodo SafeSurf will automatically start whenever you start Windows. In order to
configure and view settings, you need to access the SafeSurf configuration interface.

This can be done in two ways:
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= Free Firewall Protection Software AntiVirus Buffer Overflow Attack Computer Security Free Perso - Windows Internet Explorer

mr - |E http: /fwww, comodo.com/products free_products. himl

File Edit View Favorites Tools Help

C:0-M-0-D-0 4 I pSearch Web @5.31‘& Surf Shopping :=5upport _;,"53 Highlight @Zoom &'V‘a’eaﬂﬂer = MNews -

' [E Free Firewall Protection Software Antivirus Buffer Ov... I

1. Via the SafeSurf Toobar. SafeSurf configuration can be accessed whilst using Internet Explorer clicking the
'SafeSurf' button on the Comodo SafeSurf toolbar. (highlighted below).

Note: If you cannot see the toolbar then you probably need to enable it in the Internet Explorer 'View' menu. To
enable the toolbar, open Internet Explorer, click View > Toolbars > Ask Toolbar (as shown below)

File Edit W= Favorites Tools Help

& o I i

v Status Bar Links -
Quick Tabs Chrl+0 | » Adobe POF |~
Explorer Bar » Yahoo! Toolbar

Google
GaTo RatePoint Toolbar

Stoy E
e = Ask Toolbar
Refresh F5

] v Lock the Toolpars
Text Size Vorgoroemmis——
Encoding »

Source

Eull Screen Fi1

/

2. Via the Tray Icon. The configuration interface can also be accessed at any time by double-clicking the SafeSurf
tray icon.

Double Click
the SafeSurf

tray icon to access

the main interface

b e Ny, 11:43 AM
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8.2 Configuring Comodo SafeSurf

COMODO SafeSurf x|

B .

r)

e C-O-M-O*D*OSafaSuﬂ

¥ Powered by Comodo Memory Firewall Technology

() Dizable protection on all applications
(¥) Enable protection on all applications except those added below

Help [ add... i [ Remaye

After Starting Comodo SafeSurf, users are presented with the main configuration interface:

By default, Comodo SafeSurf is configured to monitor and protect all installed applications against buffer overflow attacks.
To maintain the highest levels of protection, Comodo highly recommend that users do not alter this setting. In rare
cirumstances, though, it may be neccesary to create an exception (usually because an application may be incompatible
with buffer overflow protection). To create an exception:

« Make sure 'Enable protection on all applications except those added below’ is selected

« Click the 'Add..." button

« Browse to the location on your hard drive of the executable you wish to exclude from buffer overflow protection
» Select 'OK' to add the selected application to the exclusion list

« Repeat as necessary to exclude more applications
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COMODO SafeSurf x|

rF

£ C-0-M-0-D-0 s.-an'.a.s]lu'?4

{  Powered by Comodo Memory Firewall Technology

") Disable protection on all applications
{#) Enable protection on all applications except those added below

Excluded Application 1
Excluded Application 2

Excluded Application 3

Help [ add... i [ Remaye

Adding an application to the exclusion list means that Comodo SafeSurf will not monitor the application all all suspicious
behavior and processes will be allowed to continue. Only experienced users should choose this option if they are
confident that the application in question is not and will not be suseptible to buffer overflow attacks now and in the
future. Typically this option should only be chosen after the user has confirmed that the alert is a false positive (for
example, because the application in question is incompatible with the buffer overflow protection afforded by Comodo
SafeSurf).

To remove an application from the exclusion list (and thus resume its protection), simply select it from the list and click
the 'Remove' button.

Select 'Disable Protection on All Applications’ to turn buffer overflow protection off on all applications. Users are
strongly discouraged from choosing this option unless under exceptional circumstances (for example, SafeSurf is
suspected of causing operating system crashes, unacceptable system slowdown etc). Users are encouraged to report
suspected bugs and problems on the Comodo messageboards at: http:/forums.comodo.com

8.3 Comodo SafeSurf Alerts

When Comodo SafeSurf detects a buffer overflow attack, it automatically:
« Blocks the attack in real-time by preventing the target application from completing the malicious process

« Alerts the user to the attack with a high-visibility pop-up alert (see below left)

The alert details the name and publisher of the application that attempted to execute the buffer overflow attack. More
information about the attack is available by clicking the "For additonal information, click here' link
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COMODO SafeSurf - Attack detected

= s
S C-0-M-0-D-0 SafeSiiirf

Powered by Comodo Memory Firewall Technalogy

Attack Detected! . .
< Attack information
mm  Application: iexplore exe
Process: 1), Program FilestInternet Exploreriisxplore, exe
Publisher:  Unknown Process id: 030
Thread id: 0x55C
Attack type: buffer overflow
Comodo Safe Surf blocked this application from executing a possible Address: 0x0012FFEBE
buffer overflow attack - one of the techni v hackers to gain Memaory type: stack
access to PC's, For additional informatio click here .

Clicking 'OK" at the 'Attack Detected' alert will close down the application in question - thus preventing the potentially
devastating consequences of a buffer overflow attack.

8.4 Uninstalling Comodo SafeSurf / Disabling the Toolbar

Note : The Comodo SafeSurf application is not "bound" to the toolbar. It is possible to independently retain the protection
of Comodo SafeSurf whilst uninstalling or disabling the toolbar (and vice-versa).

To disable the Toolbar BUT Keep Comodo SafeSurf protection:

< Open Internet Explorer. On the file menu, click View > Toolbars > Ask Toolbar. Make sure there is no check
mark next to the words 'Ask Toolbar'.

To uninstall the Toolbar BUT Keep Comodo SafeSurf protection:

« Click the Windows Start button. Then Settings > Control Panel. After the list of installed programs has loaded,
scroll down the list and select 'Ask Toolbar'. Click the 'Change/Remove' button to uninstall.

To uninstall the Toolbar AND Uninstall Comodo SafeSurf:

« First, Click the Windows Start button. Then Settings > Control Panel. After the list of installed programs has
loaded, scroll down the list and select "Ask Toolbar'. Click the 'Change/Remove’ button to uninstall.

» Next, scroll down the 'Add/Remove Programs' list and select '‘Comodo SafeSurf'. Click the '‘Remove’ button to
uninstall the application.
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9 About Comodo

Comodo is a leading global provider of Identity and Trust Assurance services on the Internet, with over 200,000
customers worldwide. Headquartered in Jersey City, NJ with global offices in the UK, Ukraine, and India, the company
offers businesses and consumers the intelligent security, authentication and assurance services necessary to ensure
trust in online transactions.

As a leading Certification Authority, and in combination with the Digital Trust Lab (DTL), Comodo helps enterprises
address digital e-commerce and infrastructure needs with reliable, third generation solutions that improve customer
relationship, enhance customer trust and create efficiencies across digital e-commerce operations. Comodo's solutions
include SSL certificates, integrated Web hosting management solutions, web content authentication, infrastructure
services, digital e-commerce services, digital certification, identity assurance, customer privacy and vulnerability
management solutions.

Comodo is delivering the highly rated Comodo Internet Security Pro free to consumers as part of an initiative to empower
consumers to create a safe and trusted online experience whenever they go online. This initiative will make available free
to all consumers some of the leading tools that consumers can use to be safe and avoid leading threats such as Phishing
attacks.

To download Comodo Internet Security Pro and other free security products, visit
http://www.comodo.com/products/free _products.html.
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